CONPROSYS

Technical Guide

Microsoft Azure Data
Transmission Procedure

CONTENTS
Introduction 3
Overview 5
Practices 16
Customer Support and InQUIry ........ccceoveeneennee 66
Index 68

CONTEC CO.,, LTD.




Table of Contents

INTrOAUCTION ....ueeeeeeeieeeeeeeenecerecosccssccssccsssssssssesssessssssssssessnes 3

1. Related Manuals 4

overView 0000000000000 0000000000000000000000000000000000000000000000000000000000000000 5

1. Overview 6
2. Preconditions 7
3. Advance Preparation 8
1. Task 1: Installing Microsoft Azure Storage Explorer 8
2. Task 2:Installing Device Explorer 13

PraCliCeS . .aeeeeeeeeeeeenecreceeconccsccsecsscsssssssssssssssssssssssssssssssssses 1O

1. Details of Practices 17
2. Practice 1: Accessing Microsoft Azure 18
3. Practice 2: Transmitting Data from the Device to Azure IoT Hub 21
1. Task 1: Creating an Azure IoT Hub 21
2. Task 2: Registering the Device (CONPROSYS) in IoT Hub 26
3. Task 3: Transmitting Measurement Data from the Device (CONPROSYS) to Azure IoT Hub29
4. Practice 3: Checking the Azure IoT Hub Communication Status 35
1. Task 1: Checking the Data Reception Status (Data Transmission from CONPROSYS) with Device
Explorer 35
2. Task 2: Checking Data Transmission from the Azure IoT Hub 37
5. Practice 4: Storing the Data in Azure Storage 38
1. Task 1: Creating an Azure Storage Account 38
2. Task 2: Storing the Data in BLOB Storage Using Azure Stream Analysis......c..ccoovverernreenneees 43
3. Task 3: Checking After the Data is Stored 52
6. Practice 5: Visualizing the Data in Power BI 55
1. Task 1: Accessing Power BI Portal 55
2. Task 2: Transmitting Data to Power BI 56
3. Task 3: Displaying the Data in Power BI 63

Customer Support and Inquiry..........cccccevvccneeeccccccceneee. 66

1. Services 67

INA@Xueaeieeireieeeieneceneeconecessecesscsssecsssecssssssssssssssssesssssssssscss OO




Introduction

This section introduces various manuals related to the
product that you will use. As necessary, use these manuals
before using the product.
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1.Related Manuals

The manuals related to the product are listed below.

Read them as necessary along with this document.

€ Must Read the Followings.

Name Purpose Contents How to get
Product Guide Must read this after opening the | This lists the product configuration Included in the package
package. and describes the precautions. (Printed matter)
Setup Manual Read this when setting up the This describes the required items for ”ﬁ Download from
product. setup and configuration procedure. the Contec

website (PDF)

Reference Manual Read this when operating the This describes the hardware aspects Pﬁ Download from
(Hardware) product. such as functions and settings. the Contec
website (PDF)

Reference Manual Read this when setting up the This describes how to set each mﬁ Download from
(Software) "CONPROSYS WEB Setting” function of "CONPROSYS WEB the Contec
Setting". website (PDF)

€ Download Manuals

Download the manuals accordingly from the following URL.

https://www.contec.com/download/



This section explains items, such as the overview and

preconditions for performing practices using this guide.
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This guide explains the methods of actually creating resources on the Microsoft Azure, collecting
data transmitted from CONPROSYS, processing real-time data, storing data and visualizing data.

Product name

Role

CONPROSYS

Collect information from the sensors, etc., and transmit the collected
information to the IoT Hub.

Microsoft Azure Services

Azure Services

Role

IoT Hub

Transmit/receive data between devices (e.g.,, CONPROSYS) and Azure

Stream Analytics

Process real-time data, convert data and extract features

Blob Storage

Store measurement data

Power BI

Visualize measurement data

* This guide shows examples of linkage between CONPROSYS and Azure.
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2.Preconditions

Please prepare the following accounts required by this guide in advance.

B Azure Subscription and Microsoft Account

An activated Azure subscription and a Microsoft account are required.

/AN\CAUTION

Be sure to purchase and activate an Azure subscription before starting the practices in this guide.

For the procedures for purchase and activation of a Microsoft Azure subscription, see “Microsoft
Azure subscription application - Service usage step by step”.

https://docs.microsoft.com/en-us/azure/architecture/

* For details on the rate structures and rate plans of Microsoft Azure, visit the following website:

http://azure.microsoft.com/en-us/pricing/overview/

B Account to Access the Power BI Website

An account to access the Power BI website is required.

To register (sign up) for the Power BI website, register your “e-mail address”, “password” and “name”
from the following URL:
https://powerbi.microsoft.com/en-us/

You cannot use your personal e-mail address to register an e-mail address here.

(An e-mail address used in a company/organization must be entered)

B CONPROSYS Operating Procedures

Regarding the procedures for data linkage with Microsoft Azure, the configuration of the basic
settings of CONPROSYS, task scripting settings and monitoring settings are explained. These
explanations assume that you understand the operation methods of these settings to some degree.

For the detailed setting methods, see the "Reference Manual (Software Edition)".
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3.Advance Preparation

1. Task 1: Installing Microsoft Azure Storage
Explorer

1 Install Microsoft Azure Storage Explorer.

Access the URL (http://storageexplorer.com/) and download Microsoft Azure Storage Explorer.
Click "Free download for Windows" displayed at the center of the screen.

Microsoft Azure Storage Explorer

for macOS, Linux, and Windows

Free download for Mac / Free download for Linux

2 Select [Save] for “StorageExplorer.exe”.

Do you want to run or save StorageExplorer.exe (46.3 MB) from download. microsoft.com? Bun Save | v Cancel *

3 Click the downloaded “StorageExplorer.exe” to install it.

11 StorageExplorer ‘

4 Select "I accept the agreement”, and then click [Install].

1" Setup - Microsoft Azure Storage Explorer -

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

MICROSOFT SOFTWARE LICENSE TERMS 2
MICROSOFT AZURE STORAGE EXPLORER

These license terms are an agreement between Microsoft Corporation
(or based on where you live, one of its affiliates) and you. They apply
to the software nhamed above. The terms also apply to any Microsoft

services or updates for the software, except to the extent those have
A AiFiAmal Farmas

I @I accept the agreement I
OI do not accept the agreement

Install Cancel
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5 Select the installation folder, and then click [Next >].

1" Setup - Microsoft Azure Storage Explorer —

Select Destination Location
Where should Microsoft Azure Storage Explorer be installed?

Setup will install Microsoft Azure Storage Explorer into the following folder.

To continue, dick Mext. If you would like to select a different folder, dick Browse,

¥Program Files (w86)%¥Microsoft Azure Storage Explorer Browse. ..

Atleast 148.0 MB of free disk space is reguired.

6 Select the Menu folder, and then click [Next >].

=2 Setup - Microsoft Azure Storage Explorer —

Select Start Menu Folder
Where should Setup place the program's shortouts?

)
|:| Setup will create the program's shortouts in the following Start Menu folder.
[—mu]

To continue, dick Mext., If you would like to select a different folder, didk Browse,

| icrosoft Azure Storage Explorer Browse...

[ ] Don't create a Start Menu folder
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7 The installation starts.

=3 Setup - Microsoft Azure Storage Explorer —

Installing

Please wait while Setup installs Microsoft Azure Storage Explorer on your
computer.

Extracting files...
C:¥, .. ¥resources¥app¥node_modules¥lodash¥templateSettings. js

Cancel

8 Click [Next >] to complete the installation.

= Setup - Microsoft Azure Storage Explorer —

Completing the Microsoft Azure
Storage Explorer Setup Wizard

Setup has finished installing Microsoft Azure Storage Explorer
on your computer. The application may be launched by
selecting the installed shortcuts.

Click Finish to exit Setup.

Launch Microsoft Azure Storage Explorer




s Qverview

Microsoft Azure Data Transmission Procedure

9 Microsoft Azure Storage Explorer starts.

If you are using a Proxy, be sure to configure the “"Proxy Settings”.

2 Microsolt Azure Storage Explorer
Edit  Help

= Microsoft Azure

v Ae0

Collapse All
% Quick Access

4 [ (Local and Artached)
» B Storage Accounts

Properties

Actions

Activity Log

-?_'ﬁ Microsoft Azure Storage Explorer - Proxy Settings

Proxy Settings

Do not use proxy

® Use custom proxy settings

URL: |

Port: |

| Use a username and password
Username:

Password:

OK

10 Register a user for Microsoft Azure.
Click the user icon.

Click [Add an account].

Enter the “password”.
Click [Sign in].

=

v A Wb

file Edit View Help

Cancel

EXPLORER

b B Data Lake Store
» [ Storage Accounts

Release Notes: 110 X

Tl Micrasaft Azure Storage Explorer - Connect X

Connect to Azure Storage

Storage Account or service?

When the Azure login screen is displayed, enter the account information “e-mail address”.

233 Sign in ta your account - ® 235 Sign in to your account -
Microsoft Azure Microsoft Azure
B Microsoft BE Microsoft
S|gn n admin@contecconprosys.onmicrosoft.com
(3)
I Email, phone, or Skype I Enter password

No account? Create one!

Can't access your account?

o |

(5)

Forgot my password
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11 After the registration is completed, click the user icon, select the displayed subscription, and
then click [Apply].

22 Microsoft Azure Storage Explorer

File Edit View Help

ACCOUNT MANAGEMENT

Show resources from these subscriptions:

- —
Remove
@

¥ All subscriptions
¢ Microsoft Azure

R

Add an account..

Apply Cancel

12 The information of storage accounts under the Azure user is displayed.

1" Microsoft Azure Storage Explorer
File Edit View Help

EXPLORER

x | P
Collapse All Refresh All
= Quick Access
4 g (Local and Attached)
» @ Cosmos DB Accounts (Preview)
b Data Lake Store (Preview)
I [ Storage Accounts I
4 Microsoft Azure ( @
I-? B Storage Accounts

This completes the installation of Microsoft Azure Storage Explorer.
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2. Task 2: Installing Device Explorer

Install Device Explorer.

1 Access the URL (https://github.com/Azure/azure-iot-sdks/releases), and then click the installer
“SetupDeviceExplorer.msi” of Device Explorer to download it.

Downloads
& SetupDeviceExplorer.msi 2.66 MB

[©) source code (zip)

[8) Source code (tar.gz)

2 Run the downloaded “SetupDeviceExplorer.msi”.

ﬁ! SetupDeviceExplorer.msi

3 Start the installation, and then click [Next >].
ﬁg DeviceExplorer — X

Welcome to the DeviceExplorer Setup Wizard .

The installer will guide you through the steps required to install DeviceExplorer on your
computer.

WARNING: This computer program is protected by copyright law and international
treaties. Unauthorized duplication or distribution of this program, or any portion of it, may
rasult in severe civil or eriminal penalies, and will be prosecuted to the maximum extent
possible under the law.

Cancel < Back
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4 Specify the installation folder, and then click [Next >].

ﬁ DeviceExplorer

Select Installation Folder

The installer will install DeviceE <plorer to the following folder.

Folder;

Toinstall in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

C¥Program Files CoB6¥Microzoft¥DeviceFxplorery

Browse...

Ihetall DeviceExplorer for wourself, or for anvone who uses this computer:

() Everyone
@ Juzt me
[ Caticel ] [ < Back l [ Mext » ]
5 The installation is confirmed. Click [Next >].
15! DeviceExplorer =] @ ==
Confirm Installation |
=
The installer is ready to install DeviceE splarer on your computer.
Click "Next" to start the installation,
o) [ J[_ew> ]

— 14 —
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6 Complete the installation, and then click [Close].

15 DeviceExplorer

Installation Complete l

DeviceExplorer has been successfully installed.

Click "Close" to exit.

Flease use Windows Update to check for any critical updates to the MET Framewark.

Cancel < Back

— 15 —



This section provides explanations for matters, such as how

to access Azure and how to transmit data from
CONPROSYS.

— 16 —
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1.Details of Practices

This guides explains the following practice details.

Practice 1:
Practice 2:

Practice 3:

Practice 4:

Practice 5:

Accessing Azure, and creating a resource group.
Creating an Azure IoT Hub, and transmitting data from CONPROSYS.

Checking the received information of Azure IoT Hub using Device Explorer.
Also, transmitting data from Device Explorer to CONPROSYS.

Storing the IoT Hub data in BLOB storage using Stream Analytics.

Also, checking the stored information using Microsoft Azure Storage Explorer.

Visualizing the IoT Hub data in Power BI using Stream Analytics.

You will learn the method of expanding the following system configuration on Azure through the five

practices.

Practice 2 - Practice 5
D= >
CONPROSYS IoT Hub Stream Analytics Power BI
) :
Practice 4

BLOB Strage

f— - Practice 3
Device
| Explorer
)
.
Strage
| Explorer

10
01

— 17 —
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2.Practice 1: Accessing Microsoft Azure

This practice explains how to access Microsoft Azure and how to create a resource group.

[Reference] Tips for starting the Web browser

If more than one Microsoft accounts or Azure accounts are used, you may not be able to sign in to
Azure Portal successfully due to the problems of the browser cache.

p-og o
Print » T
File >
New window M
Zoom (100%) 3 - — e
= Ctrl 1 Shitts Del S T New incognito window  Cirl+ShitteN
InPeivate Browsing i 1 Add site to Apps History
Tun on Tracking Protection Vit b bl L
T Track request
a:"v:;:';m it Bockmarks
e ol < cboutinPrivete |
InPrivate |5 InPri
Webpage privicy repern.. WAL © oboutinPrivate Zacm - W% . [
Chuck this website it
Turn oft Windows Defender SmartScreen... . . al
Raport unsafs website InPrivate is turned on Cast
Find
Wher inPrivate Beowsing i barmes Gn, you wil see this indhcator AR
[ e [Py o x|
Edit Cut Copy Pasle
civate frowiing ekt pevent etnring dats abont -
your brimting sk, This inchiafe, coakies. tamporary boseines files Settings
histzey, anl cntes ot Tookars and extensicns are disabied by delauit, Help
See Help fee mare information,
To burn ot inPrivabe Browsing. cloe this browsar window, Exit
Liiims ssors atoiot IPebate Browsing | Read v Iceimet Eiphos griviy tatemmert

1 Access the Azure Portal (https://portal.azure.com/) using the Web browser, enter the
Microsoft account and password on the displayed Azure sign-in screen, and then click the
[Sign in] button to log in to Azure Portal.

B2 Microsoft B2 Microsoft

Sign in to Microsoft Azure admin@conteccof  Enter the password here

Emai\ohone, or Skype | Enter passW
-

Forgot my password

Enter the Microsoft account here

— 18 —
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When you log in, the following Azure Portal screen is displayed.
(Indication details vary depending on the status of the service you are using.)

Create a resource

All services

Dashboard
All resources
Resource groups
App Services

= 50 databases
SQL data warehouses
Azure Cosmos DB
Virtual machines
Load balancers
Storage accounts
Virtual networks

Azure Active Directory

Monitor

All resources
ALL SUBSCRIPTIONS

n
c® CONPROSYSTEST

FAQ_TEST

U Refresh
loT Hub

Web App Bot

(0 faqtest-9db7 App Service

(0 ExvicoN App Service

2R cONTEC-DEMOOOT IoT Hub

% CONTEC_DEMO Stream Analytics job
A ws-spseminar000 Machine Learning Stu..|
@) ws-spseminar000Plant Machine Learning Stu

See more...

v

Service Health

Personalized guidance and support when issues
in Azure services affect you. Learn mare

Quickstart tutorials

Windows Virtual Machines &2
Provision Windows Server, SQL Server, SharePoint Vs

L

Linux Virtual Machines &
Provision Ubuntu, Red Hat, CentOS, SUSE, Core0S VMs

e

App Service @
Create Web Apps using NET, Java, Node s, Python, PHP

e

Functions 2
Process events with a serveriess code architecture

E SQL Database &

Managed relational SQL Database as a Service

ﬁ Marketplace

@contecconpr... (i
LoD =

exO1con contecdemo
WEB APP

-
Running (0:' Available
FAQ_TEST CONTEC_DEN

WEB APP BOT

STREAMING JOB

CONTEC-DEM
AZURE 10T HUB

Active

First, create one resource group from the Azure Portal.
* The resources that you will create in the subsequent tasks are put in this resource group.
From the Hub menu, click [Resource groups], and then [Add].

- Create a resource

All services

Dashboard
All resources
Resource groups
App Services

@ SQL databases
SQL data warehouses
Azure Cosmos DB

Virtual machines

&
& Load balancers
=

Storage accounts
Virtual networks
@ Azure Active Directory

& Monitor

Edit columns

T Refresh ]

Subscriptions: Microsoft Azure

7 items

NAME

@) conTEC DEMO

) edgetest

All locations

SUBSCRIPTION

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

Microsoft Azure

v

No grouping

LOCATION

Japan West
Japan West
Japan West
Japan West
EastUs 2

Japan East

Japan West

D contecconpr...
BR=HIZTYY

£ X
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4 Enter the setting items, and create a resource group.

Resource group

Create an empty resource group

*
Resource group name
CONTEC_DEMO_2 v

* Subscription
I Microsoft Azure v I
* .
R‘esowce group location
I Japan West v I

-

Setting item Setting details

Resource group name Enter [CONTEC_DEMOxxx] * Set any name

Subscription Select [Microsoft Azure]

Resource group location Select [Japan West]
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3.Practice 2: Transmitting Data from the

Device to Azure IoT Hub

This practice explains how to create an Azure IoT Hub and how to transmit measurement data from
the device (CONPROSYS) to the IoT Hub.

1. Task 1: Creating an Azure IoT Hub

1 Create one IoT Hub from the Azure Portal.
From the Hub menu, click [Create a resource], [Internet of Things], and then [IoT Hub].

Create a resource

All services

Dashboard

85 Al resources
Resource groups
App Services
SQL databases
SQL data warehouses
Azure Cosmos DB
Virtual machines
Load balancers
Storage accounts
Virtual networks
Azure Active Directory

P Monitor

Azure Marketplace

/O Search resources, services, and docs

Get started
Recently created
Compute
Networking
Storage

Web

Mobile
Containers
Databases

Analytics

See all

Featured See all

e

loT Hub
Quickstart tutorial

Integration
Security
Identity
Developer tools

Management Tools

Snffware as a service (SaaS)

loT Hub Device Provisioning
Service

Quickstart tutorial

Event Hubs

Quickstart tutorial

Time Series Insights

Quickstart tutorial

Stream Analytics job

Quickstart tutorial

Machine Learning Experimentation
(preview)

Quickstart tutorial

Machine Learning Model
Management (preview)

Learn mare

Notification Hub

Quickstart tutorial
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2 Enter the following setting details in the IoT Hub, and then click the [Review + create] button.

Home > New > loT hub

loT hub

Microsoft

Basics  Size and scale  Review + create

Create an loT Hub to help you connect, monitor, and manage billions of your loT assets. Learn More

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to
organize and manage all your resources.

* Subscription @ Microsoft Azure ~
— —
* Resource Group @ O Create new @ Use existing
CONTEC_DEMO v
* Region @ Japan West v
* loT Hub Name @ | CONTEC-DEMO007 ‘/l

Next: Size and scale » Automation options

Setting item Setting details
IoT Hub Name Enter [CONTEC-DEMOxxx] * Set any name
Price and scale tier S1 - Standard

Number of S1 IoT Hub units 1

Device-to-cloud partition 4 partitions

Subscription Select [Microsoft Azure]

Resource Group Check "Use existing”, and then select "CONTEC_DEMO".
Region Select [Japan West]

3 When you click the notification icon, a notification stating “Deployment in progress...." is
displayed.

Dismiss: Informational Completed All

== Deployment in pro Running

Deployment to resource group 'CONTEC_DEMCY is in progress.
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4 If you wait for a while after the deployment is started, a notification stating that the creation of
the IoT Hub is completed is displayed.

E >_ @ @ @ ﬂ-—lV @contec &
X

Notifications

Dismiss: Informational Completed All

o Deployment succeeded 11:19 AM
Deployment ‘Microsoft.lotHub-516111758" to resource group
| 'CONTEC_DEMO" was successful.

hines [

5 From the Hub menu, click [Resource groups], select the resource group you have created,
and then click [Overview]. You can view the created IoT Hub resources.

admin@contecconpr... (il
BTy QP

{~ Create a resource e S « CONTEC_DEMO

Resource group

All services O o Add  EZ Edit columns Delete resource group () Refresh =3 Md

Subscription (change) Subscription ID

§ Microsoft Azure 6f47b915-696d-4d8f-967-9017e3
@] Overview
- Tags
Dashboard B Activity log Click
All resources =M Access control (IAM)
All types ~
Resource groups & Togs gl
1 of 6 items selected ~| Show hidden types @
App Services () raq TEST SETTINGS
m| NAME TVPE
T 5QL databases ) 1o @@ Quickstart
2 CONTEC DEMO Stream
@) runtime O iaomcncctic
SQL data warehouses e R CONTEC DEMO1 Stream|
() Test ‘
23 Deployments = Sto
¥ Azure Cosmos DB S — —_— 1
_ Policies I v ._%{' CONTEC-DEMO001 loT H
B Virtual machines i
= Properties A CONTEC-DEMO002 IaT Hul
4 Load balancers B contecdemot Storags
& Locks
B Storage accounts -
EA Automation script
Virtual networks
MONITORING
& Azure Active Directory z



e Practices  mmmam

Microsoft Azure Data Transmission Procedure

6 When you select and click the created IoT Hub, the setting screen of the IoT Hub is displayed.

& B Delete

o Some loT Hub features are dissbied due 1o the location of your reseurce. The lollowing ate the impacted features: Events

B Actvity log

il Access control (1AM

& Tegs

SETTINGS 2

Shared access pakeies

g 3)- MNeed a way to provision millions of

devices?

Y Want to learn maore about loT Hub?

SN Overview s
ot . % 2 P}
@ loT Hub uses permissions to grant access to each loT hub endpoint. Permissions limit the access to an loT hub based on 2
functionality.
B Activity lag
s Access control (IAM)
|2
€ T
POLICY PERMISSIONS
service service connect
SETTINGS device device connect
Shared access policies registryRead registry read
G Pricing and scale registryReadWrite registry write
Operations monitoring I iothubowner registry write, service connect, device connect I

2b 1P Filter
A Certificates
= Froperties

n Locks

X aivtamatinn eerint

— 24 —
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8 Copy and make a note of the value of [Connection string-primary key] from [Shared access
keys].

(Click the copy icon on the right to save it to the clipboard)

iothubowner

CONTEC-DEMOO001

l'_:] Save M Discard D Regenkey M Delete

Permissions
L]

V| Registry write @
V| Service connect @

V| Device connect @

Shared access keys
Primary key @

[ {KPXECMxtgwtiX3cB1kaONiHfEQ7C3bO0pmNeyzw 4= |E
Secondary key @

| SHP +yuHIBTzHPo3wXZIDUAMS4jlSgsCpWHjDy7vd

Click to copy 3

Connection string—secondary key @
| HostName=CONTEC-DEMOQO001.azure-devices.net;SharedAcce... |E

— 25 —
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2. Task 2: Registering the Device (CONPROSYS) in
IoT Hub

1 Using the Device Explorer tool, register the device (CONPROSYS) so that it can access the IoT
Hub you have created. First, select [All apps] from the Start menu, click [Azure IoT Hub] and
[Device Explorer], and then start the Device Explorer tool.

l Azure loT Hub

E Device Explorer

2 After the Device Explorer tool is started, paste the [Connection string-primary key], which you
copied in Task 1 of Practice 2, into [IoT Hub Connection String] under the [Configuration] tab,
and then click the [Update] button.

85 Device Explorer Twin

Configuration Management Data Messages To Device Call Method on Device

Connection Information

JoT bub Conneclion Sting

HostName=CONTEC-DEMO001.azure-
devices.netSharedAccessKeyName=iothubowner.SharedAccessKey=wstFJLZo0raGEUT 1nVg92ZX8f
nQTS75cwzUn5A1p16UK=|

Protocol Gateway HostName:

| Update I

Shared Access Signature

Key Name jothubowner
Key Value wsiFJLZo0raGEUT1 Uk
Target CONTEC-DEMO001.azu
TTL(Days) 365 2 Generate SAS

3 After a while, a message saying, “Settings updated successfully” is displayed. Click the [OK]
button.

Info ==

i] Settings updated successfully
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4 Open the [Management] tab, and then click the [Create] button.

| Conﬁguraﬁonl Managementl Data | Messages To Device | Call Method on Devicel

Actions
Create ’ Refresh ] [ Update ] [ Delete ] [SASToken... ] [ Twin Props.
Devices
Total: 0
Id PrimaryKey SecondaryKey PrimaryThumbl SecondaryThui ConnectionStrir ConnectionS
-

5 Enter any value in [Device ID], and then click the [Create] button.
* Use the automatically generated values for [Primary Key] and [Secondary Key].

Create Device

Device I0:
Primary Key:
Secondary Key:

- a >

Device fAuthentication
@) Security Keys (O X509

I |GONTEO]I]5| I

|cv By 4VodF HWp FHIAYYZpOGVQbk+ 10aiG boiDLvZ0Yc= |
|ekg TENOjatooaMaGwOZfy ThEJFYMEIOUXo66NGw 2ulc= |

[] Auto Generate ID ] Auto Generate Keys

Create \ \ Cancel

6 When “Device Created” is displayed, click the [Done] button.

8- Device Created — O ¥

ID=CONTEC 105
Primary Key=bto/ 4wPpEZ 85k OvZ Dk 2MICaP JCDIvs 6YbXbhfEdZNull=
SecondaryKey=wcCpGnk 0gC AWYzcqjfn ILXQDY 1uZI0uv BjQcqicLOFk=

Done
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7 Select and right-click the device you have created, and then click [Copy connection string for
selected device].

* Make a note of the connection string you copied here because it will be used in the
subsequent procedure.

sl Device Explorer Twin

=i O X
Configuration Management Data Messages ToDevice Call Method on Device
Actions
Refresh Update Delete  SASToken. TwinProps.
Devices
Total 1

PrimaryKey SecondaryKey PrimaryThumbl SecondaryThui ConnectionStrir ConnectionSt

CONTEC105 | bto/4wPpEZ8.. wcCpGnkOgC... HostName=C.. Disconnected

ST T T T oo i —

Copy data for selected device

Copy connection string for selected device

Show device properties

The Device Explorer tool performs various functions of IoT Hub, such as adding devices, using the

Azure IoT service library. When you add a device using Device Explorer, the corresponding
connection string is displayed.

— 28 —
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3. Task 3: Transmitting Measurement Data from the
Device (CONPROSYS) to Azure IoT Hub

€ Preparation of CONPROSYS

Configure the following settings according to your environment so that you can transmit data from

CONPROSYS to the Azure IoT Hub on the Internet. (For details, see the “Reference Manual (Software
Edition)”.)

1 Azure IoT Hub transmission/reception settings
e C(lick [Menu]—[Setting]—[Azure IoT Hub] to open the setting screen.

e Paste the "device connection string”, which you copied from Device Explorer in Task 2, into
[CONNECTION_STRING], and then click the [Set] button.

Menu
; Azure IoT Hub
Setting
» Status
Maintenance
CONNECTION_STRING I tgwifX3cB1kaONIHfEo7C3bOopmNeyzwid= I
Monitoring Edit
Monitoring View R_ehjy Data Transfer Number 100
Limit
Task Edit
Return To The Top BB EEE I Disable
(BES )
Set Reset

24

* After setting, execute [Menu]—[Exit]—[Save and Reboot].

2 Creating Azure IoT transmission processing task
Data transmission from CONPROSYS to the Azure IoT Hub is performed with task scripting at

any timing. The following are the examples (procedures) of task scripting of data transmission
to the Azure IoT Hub.

e When you click [Menu]—[Task Edit], the task editing screen is displayed.

Menu B W Task editing screen
Setting = =@ #]|as ==
Status '

Maintenance
Monitoring Edit
Monitoring View

Task Edi |— :
Return To The Top
HA:E

22074

Help

Exit




e Practices  mmmam

Microsoft Azure Data Transmission Procedure

Transmission Task Scripting Examples

Create the file to be transmitted using “Log” and “Log String” parts of the processing task.

{5 CONPROSYS WEB Setting X

C ®

Edit

File

.3} Components

&

Create the task scripts described above, and perform [File] - [Save task...].

Before

The following explains the details of each task process.

Input/Output

~ Input

~ Output

- Input String
Output String
Device Status
System Info

Calculation
Calculation
Calc Constant
Set Constant
Calc Formula

Flow Control
Determine

- Determine(Str)

= Jump

- Label

- Noop

~ Subroutine

Ch Timer

- Timer
f- Calendar
= Wait

[} String Operatior

- Calc String

- Add FixedStr
~ Str2Num

~ Num2Str

A

® 10.1.1.101/task/task.htm?lang =

View

File00
=DateTime

@ Task Editor

Options Help

File0O
=TAGO00

Logging

File00
=CR4LF

File0O
=DateTime

—
—

File00
=CR4LF

File operafion

Delete
File00

VAN

restarting

and

shutting down
[Menu]—[Exit]—[Save] or [Save and Reboot].

3 B Explanation of This Task Scripting

+ Transmit File0O0 (8)
+ Delete File00 (9)

+ Execute the processing once every minute (1)

- Create a CSV file in File00 (2 to 7)

Details of the created CVS file

DateTime , TAGOO

YYYYMMDDHHMMSS |, ###

### : Value of TAGOO

CONPROSYS,

save

the

settings

by executing

(1) Execute once every minute. * In the example, the process goes to the subsequent step at 00

seconds every minute.

Property Value
Hour *
Min .
Sec 00
Action ”one time
True IDown
False Left
— X 0
‘Y 0
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(2) Write the key character string “DateTime" to File00 (CSV file).

(4) Write CR+LF (line feed code) to File00.

(5) Write the date data,

(6) Write the value of TAGOO to File0O.

Property Value
Target file FileO0
Str Fixed Value
Fixed value (str) DateTime
Append char Commal,)
Next step Down
* X% 0
v+ Y 1
(3) Write the key character string “"TAGO0" to File00 (CSV file).
Property Value
Target file File0O
Str Fixed Value
Fixed value (str) TAGOO
Append char Commal,)
Next step Down
* X 0
v Y 2
Property Value
Target file FileOD
Value CR+LF
Append char Comma(,)
Next step Down
- X 0
v Y 3
which is the value, to File00.
Property Value
Target file FileOO
Value DateTime
Append char Comma(,)
Next step Down
—-+ X 0
. 36 4 4
Property Value
Target file File00
Value TAGO0
Append char Comma(,)
Next step Down
—+ X 0
‘Y 5

— 31 —




e Practices  mmmam

Microsoft Azure Data Transmission Procedure

(7) Write CR+LF (line feed code) to File00.

Property | Value
Target file ;FiIeDO
Value |CR+LF
Append char EComma(,)
Next step EDc:wn
— 5 0
K e

(8) Convert the details of File00 into JSON format, and transmit them to the Azure IoT Hub.

Property | Value
Target file EFiIeOO
Next step éRight
= X o
Ly 7

(9) Delete the transmitted File00 (CSV file).

Property Value
Operation ‘Delete
From FileQ0
Next step ADown
[ x 11
vy 7

3 Assigning Transmitted Data
In the task scripting examples stated previously, the method of transmitting the value of
“TAG00" was described.
The original purpose of CONPROSYS is to transmit information, such as input information,
judgment information and information acquired from PLCs. However, we will change the
transmitted data (TAGOO) using the Monitoring (HMI) function to simplify the operation check.

The following explains the method of changing the value of “TAG0O0” using the Monitoring
(HMI) function.

e When you click [Menu]—[Monitoring Edit], the monitoring editing screen is displayed.

Menu -
Setting
Status
Maintenance

| = Monitoring Edit I—

Monitoring View

Task Edit

Return To The Top
HA<zE

2204

Help

Exit
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e Add the display parts to the monitoring screen.

< > C @ @ 1011101 Aviewer/edithtm?lang=en

- Drag the parts from the tree on the left to position.

File  Edit  View Options  Help
) £ Components . = . .
1l seocter Add the parts as shown in the figure below.
()L Display
- i Labsl
- Smage
- @Lemp
- @Multi-State Lamp + + + : +
O Video J 2 + + + + 0 25 50 75 100
[FHmi frame
5 by Input
- [@Bution
& Svitch
& OnDelay Switch
- paf Text Ihput ([
4~ Siider
- [F]Checkbox
+ () Radio Button

L Erepons + Add two pieces of “Slider” and “Label".

Label

Label

e Set the display parts parameters.
You can set them in the parameter window on the right by selecting each display part.
Configure the following link settings. Click the@button to configure the link settings.
Open the device tree to configure the settings.

Property | Layer

T o [ Set the link to “TAG00.”

e | o L_ewe _J L1 Set the IO to “out”.
e e | SIS

]

Label

Label I
Property | Layer | N
Z

Y - ET— Set the link to “TAG00.”

Name value Link 0 Set the 10 to “in”.
T Text Label | CONPROSYS:TAG:TAGOC in
#£ lonTextFormat string FormatedText

Prseats Lovs| yau Sct the link to “TAGO1.”

£ @ id=Layer0.LabelH 1

Name | Value Link o Set the IO to “in".

T Text ILaheI CONPROSYS: TAG.TAGO1in

 lonTextFormat string FormatedText

e To save the page: Select [File]—[Save page as].
® Please overwrite/save it to "user¥Pagel.page”. (“user¥Pagel.page” is the initial startup page.)

/
File Fdil View Options Help Vi
1 image
New page = SIRET
- Ram
Open page... —?T sD
Save page __m switch
Save page as... I STNEF_
Open from local disk... émetme
Save tolocal disk ' : . . 3 - Demo.page
Run by viewer... ’ 25 = ~Diag.page
Save the settings to ROM Labal o
gt - =
i- Save Name:  Pagel.page
[ Input Blabel
& Button l. - OK Cancel
& Switch 4
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e Confirm that the "TAG0Q" variable can be changed.
Click [Menu]—=[Monitoring View]. The screen you created above is displayed.

> Setting
> Status

- = & @ 10.1.1.101 viewer/view.htm?lang=en
» Maintenance

Monitoring Edit

Cronoing view ] )

Task Edit

Return To The Top
=P

3z

Help 0

50

> Exit

* Please check the changes in the “TAG00" value according to the changes in the slider.

— 34 —
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4.Practice 3: Checking the Azure IoT Hub

Communication Status

In this practice, we will check the communication status between the Azure IoT Hub and CONPROSYS
using “Device Explorer”.

1. Task 1: Checking the Data Reception Status (Data
Transmission from CONPROSYS) with Device
Explorer

1 Starting Device Explorer
Select [All apps] from the Start menu, click [Azure IoT Hub] and [Device Explorer], and then
start the Device Explorer tool.

.- Azure loT Hub

:_% Device Explorer

* If the Device Explorer tool started in Task 2 of Practice 2 is still running, please continue to use it as
is.

2 Viewing the received data
Select the [Data] tab, and then click the [Monitor] button.
* The status set in Task 2 of Practice 2 is assumed to remain.

at! Device Explorer Twin = O x

Configuration Management Data Messages To Device Call Method on Device

Monitoring

EventHub: |CONTEC-DEMO0O1 |

Device ID: |CONTECI0S

Start Time: |1 07/27/2017 095848 -]
Consumer Group:  $Default [ Enable
Monitor Cancel Clear
Event Hub Data
Receiving events...

2017/07/27 9:59:00> Device: [CONTEC105], Data:[{"Date Time"."201707270959"," Temperature":"0" "Humidity":"0"}]
2017/07/27 10:00:00> Device: [CONTEC105), Data:[{"Date Time™"201707271000" " Temperature™:"0" "Humidity"-"0"}]|

You can view the information transmitted from CONPROSYS in the “Event Hub Data” section.
Click the [Cancel] button to stop the monitoring status.
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Viewing CONPROSYS Transmitted Log

Click [Menu]—[Status]—[Log] to view the log at the time of execution of the final transmission to the
Azure IoT Hub in "Azure log".

Menu
~ Setting

<< Log

» Network
Davice
Data Transfer log -
Data Transfer

Azure ToT Hub Logfile does not exist
Time

Service Azure log

Mail
| SENDCSVY: /home /contec/data/min_azure/20180517155500_azurefile00.csv

FTP mation[0] received for message tracking id = 0 with result = IOTHUB_CLIENT_CONFIRMATION_OK
I SENDACK : 0K
~ Status
Syslem

Modbus Data View NTP server comm log |

File View 17 May 15:52:40 ntpdate[1585]: step time serwver 133.243.235.244 offset 1526536682.076432 sec
[ tes I
» Maintenance Mail Send loa [

When successfully transmitted, “ISENDACK:OK" is displayed.

Viewing Resend Files

When the transmission fails, you can view the resend files by clicking [Menu]—[Status]—[File View],
selecting [Resend Folder (Azure)], and then clicking the [Get] button. The resend files are stored as
converted transmitted data (JSON format).

Menu 2P = =
: File View
v Setting
> Network Status > File View
Device
Folder I‘ Resend Folder (Azure) v ‘I
Data Transfer
Azure IoT Hub
Get
Time
Servi . . q
ervice File Name Update Time Size (bytes) Delete
Mail
19700101091300 azurefile00.csv 1970/01/01 09:13:00 34 Delete
FTP
20180517151700 azurefile00.csv 2018/05/17 15:17:00 37 Delete
“ Status
System

Modbus Data View

I File View I

Log

> Maintenance

— 36 —
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2. Task 2: Checking Data Transmission from the
Azure IoT Hub

1 Send a message from “Azure IoT Hub” to CONPROSYS using “Device Explorer”.
With CONPROSYS, TAG variables can be written by sending a message as shown in the
example below.

Message Operation Methods
e Display the [Message to Device] tab in “Device Explorer”.
e  Select the device that you want to check the operation in [Device ID:], and write the data in

“Message:”.
® Click the [Send] device button to send data to the device.

When you write the following data in “Message:”, 1 is assigned for the
value of TAGO1.

{"TAGO1":"1"}

' Device Explorer Twin

c g Data aliMaUman Device

Send Message to Device

loT Hub: CONTEC-DEMOIN
Dewvice ID: | CONTEC105

Message: §|["TAGII""117|
[ Add Time Stamp [ Monitar Feedback Endpaint
Propeies
Key Value

2ot I I I I I I I I

ooy 0 25 50 75 100
Sentto Device ID: [CONTEC105]. Message *["TAGO1""1")", message id: 5046b434-aad4-4c30-a12-28d36ec0d538
Sent o Device ID: [CONTEC105] Message *[*TAGD1"*1%)*, message ld: 3303a26c-e#62-4d29-b603-cab?95abeaTe
|SL‘nI o Device ID: [CONTEC105]. Message "["TAGD1""1")", message id: 20be72e4-d31b-4%e2-ba39-ida0191252b0

|Sentio Device ID: [CONTEC105]. Message "["TAGD1""10}". message kd: 7ecZadc3-953e-4405-ac75-fedcb071e3% 1
|Sentto Device ID: [CONTEC105]. Message "["TAGD1""117)", message id. a12da834-e008-4106-b647-d20b427b7aaa

You can view the changes in TAGO1 value on the monitoring screen you created in Task 3 of Practice
2.

* The message is sent from "Azure IoT Hub” at the time when the data is received from the device.
In this practice, the message is received and applied at the time when the data is sent from
CONPROSYS at one-minute cycle.
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5.Practice 4: Storing the Data in Azure

Storage

This practice explains how to store the measurement data received by the IoT Hub in the storage
using Microsoft Azure Stream Analytics.

1. Task 1: Creating an Azure Storage Account

1 From the Hub menu, click [Create a resource], [Storage], and then [Storage account].

/O Search resources, services, and docs

Create a resource

All services

Azure Marketplace Seeall  Featured See all

Dashboard = [ ey

Get started zt::jge account - blob, file, table,

Recently created Quickstart tutorial

& All resources

Resource groups Recently created ﬁ Azure File Sync (preview) (preview)
a Quickstart tutorial
& App Services Compute EREGE
Networkin
= 9 Data Lake Store
SQL databases -
I Storage I L4 Quickstart tutorial
SQL data warehouses Web

2 Enter the name of your storage account, and specify [Resource manager] for the deployment
model to use.

Create storage account

The cost of your storage account depends on
the usage and the options you choose below.

Learn more Enter any storage account name.

* Name @

I contecdemo|

.core.windows.net
Deployment model @
Resource manager Classic

The length of the storage account name is from 3 to 24 characters, and only numbers and
lowercase letters can be used. The storage account name must be a single name within Azure. The
Azure Portal indicates whether or not the selected storage account name has already been used.
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3 Select [general purpose] for the storage account type, and specify [Standard] for the default
for "Performance”. Select [Locally-redundant storage (LRS)] for “Replication”. Select
[Disabled] for “Storage service encryption (blobs and files)” and “Secure transfer required”.

Account kind @

| Storage (general purpose v1) % |

* Location

| Japan West v | Y . .
Select “LRS" from the list.

Replication @

I Locally-redundant storage (LRS) v

Performance @

Standard

* Secure transfer required @

Disabled

4 Select a subscription for which you want to create a new storage account, select [Use existing]
for "Resource group” and then select the resource group name you created. Select the
geographical location of the storage account. Click [Create] to create a storage account.

* Location

I Japan West ~

Replication @

| Locally-redundant storage (LRS) o Select "Japan West"” from the list.

Performance @

Standard

* .
Secure transfer required @

Disabled

* Subscription Select "Use existing”, and then select the

"Resource group name” you created.

I Microsoft Azure ~

* Resource group

O Create new @ Use existing

| contEC DEMO v

If there are more than one subscriptions, select
the Azure subscription for which the account is
created.
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5 After a while, a notification stating that the creation is completed is displayed.

6 From the Hub menu, select [Resource groups], click the resource group name you created in
Practice 1 from the list of default resource groups, confirm that a new storage account has
been created, and then click Storage account.

Create a resource
All services
Dashboard
All resources
Resource groups
App Services

* SQL databases
SQL data warehouses

fAzure Cosmos DB

B virtual machines

& Load balancers

Natifications

Dismiss: Informational Completed All

o Deployment succeeded 2:19 PM

Deployment 'Microsoft.StorageAccount-20180516141916 to
resource group 'CONTEC_DEMO' was successful.

X

o add  ZZEditcolumns [ Delete resource group T Refresh  =» Move | @ Assign Tags
Subseription ichange: Subscription ID Deployments
Micrasoft Azure 6147b915-696d-4d8f-967f-901 7e3... 5 Succeeded
Tags (cnange
B Activity lag Click here to add tags
am Access control {IAM)
& o Al types ~ | [ Alllocations ~
1 of 5 items selected [V sho °
SETTINGS
u] Name Tvee LocATION
Quickstart

2t CONTEC_DEMO

2 Resource costs

contecdemo

gt Deployments

Stream Analytics job Japan West

Storage account Japan West

:}: CONTEC-DEMO001 IlaT Hub Japan West
Folicies N CONTEC-DEMO002 IaT Hub Japan West
= Properties I v contecdemal Storage account Japan West

=» Move [ Delete ) Refresh

« 8 Open in Explorer

Resource group (change)

B Overview

CONTEC_DEMO

Status

B Activity log
aaa Access contral (IAM)

& Tags

B Storage Explorer (preview)

SETTINGS

Access keys
& Configuration
n Encryption

& Shared access signature

x Diagnose and solve prablems

Primary: Available

Location
Japan West

Subscription ID
6f47b915-696d-4d8f-967f-901Te3cTcd56

tags

Services

== Blobs

REST-based object storage for unstructured data

Performance
Stand

Replication

Locally-redundant storage (LRS)
Account kind

Storage (general purpose v1)

— 40 —
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8 Click [Container] to add a container.

Blob service

contecdemol

+ Container

Storage account
contecdemo

Status
Primary: Available

Location
Japan West

Subscription (change)
Microsoft Azure

9 Under New container, enter any value for [Name], and then select [Private] for [Public access
level].

New container

* Name

I contecdemd v I

Public access level @

I Private (no anonymous access) ~ I
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10 You can view the container you created in the list of Blob service.

Blob service

contecdemol

+Container 0 Refresh I
Storage account
contecdemo

Status
Primary: Available

Location
Japan West

Subscription {change)
Microsoft Azure

Subscription 1D
6f47b915-696d-4d8f-967f-9017e3c7c056

Tags (change)
Click here to add tags

0

NAME

contecdemo

Select the storage account you created, and then click [Access keys]. Copy and make notes of the
“Storage account name” and “key1”. (Click the copy icon on the right to save it to the clipboard)

for example, using Azure Key Vault - and don't share them. We recommend regenerating your access keys regularly. You are provided two
— e e = access keys o that you can maintain connections using one key while regenerating the other,
B Activityl ir meeess keys, you must update any Azure resources and applications that access this storage account to use the
Acty 109 ill not interrupt access to disks from your virtual machines. Learn mare
sha Access contral (JAM) ;
ount name
& Tags I contecdemol |
K Diagnose and solve problems
keyt €
B storage Explorer (preview) K
YqfW1Pb3S|REAQdNCqmeBPUBNALGoUWWULOUmMOLKFyWTAh3VUTg Tvw e Dy8x TG+ 78ZndZnAEhzswgSXHPg == m
SETTINGS .
RIS faultEndpaintsProtoral=httpsAccour -dema:AccountKey=YqW1PbSSRKAQANCqmesPUEN A}/ GoUWWULOUrm., .. | E
B Configueation
keyz
Encryption
n L Ky
&P Shired sctiss ignsture FHICTUBAOMCAILXVVjygBSysOvPOjc32vaMNBhWAaYLIDH rYljdSes2FryRwl + 9USCxomyRBZ2YIMaill== m
‘Y Firewalls and virtual networks Connect g i i
faultEndpointsProtocol=https:AccountMName = contecdemo T AccountKey = jHrOTuBd OmCniLXVviyg65ysChvPOjc 32vAMNBRW WA ...
It Properties

]| Untithed - Notepad - O X
File Edit Format View Help
Storage Account Name : contecdemo
Key1 :
Yqfw1Pb55RK4AQdNcqme6PUBNA)/GoUWWULOUrmOLKFyWTAR3VUITgTvw1eDy8xT
G+78ZndZnAEhzswYgoXHPg==

— 42 —
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2. Task 2: Storing the Data in BLOB Storage Using
Azure Stream Analysis

1 In the Azure Portal, click [[El 1*New, [Internet of Things], and then [Stream Analytics job].

Create a resource

All services

Azure Marketplace seeall  Featured See all
Dashboard =
loT Hub

Get started %
:h Quickstart tutorial
5 All resources
Recently created
Resource groups Compute FemW o7 Hub Device Provisioning
; k—h) Service
i Networking - s o
App Services Quickstart tutorial
Storage 3
SQL databases || Event Hubs
Web Quickstart tutorial
S0l data warshouses Mobile
. Pl Time Series Insights
P Azure Cosmos DB Containers \_7 Ouickstart tutorial
stk 5 Databases
i Virtual machines e
Analytics Stream Analytics job

Quickstart tutorial
Load balancers

Al + Machine Learning

Storage accounts I Internet of Things I Machine Learning Experimentation
(preview)

Quickstart tutarial

Integration

+ Virtual networks

Enter any Job name.

Select the Subscription to use.

®

Resource group

O Create new @) Use existing

FonTe Select "Use existing”.
| CONTEC_DEMO

Japan West

Select "Japan West".

Hosting ¢

Streaming units @

O

ion options

— 43 —
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3 After a while, a notification stating that the creation is completed is displayed.

Naotifications

Dismiss: Informational Completed Al

4 Click [Resource groups] to display the list of resource groups. Select the resource group name
you created in Practice 1.

Mi

crosoft Azure

Create a resource

All services

FAVORITES

Dashboard

58 All resources

Resource groups

App Services

SQL databases

SQL data warehouses

Azure Cosmos DB

}3 Search resources, services, and docs

> CONTEC_DEMO

CONTEC_DEMO

Resource group

+ Add == Edit columns ﬁ Delete

Subscription (change)

@ o . Microsoft Azure
verview

Tags (change)
H Activity log Click here to add tags

sm Access control (IAM)

& Tags

Select the resource group name you created in Practice 1.

SETTINGS

Quickst

£t CONTEC_DEMO

3’ Resource costs
£} CONTEC_DEMO1

= Deployments contecdemo

-
Policies N CONTEC-DEMOOOT

@) Overview

n Activity log

;; Access control (JAM)

& Tags

SETTINGS

di  Quickstart

& Resourcec

L Deplav
ma Deployme

Policies
I= Properties

n Lacks

osts

nts

o Add  SZ editcolumns [ Delete resource group () Refresh =3 Move ®

Subscription [changs) Subscription 1D Deployments
Microsoft Azure 6fa7h915-696d-4daf-967f-9017e3... 5 Succeaded

All tinas e All locations N

G items -/: Show hidden typ

| MAME

% CONTEC DEMO

lapan West
| % CONTEC_DEMO1 Japan West ]
'_“ contecdemo Storage account Japan West
-
:.‘\Q- CONTEC-DEMOO00T loT Hub lapan West
4
CA CONTEC-DEMO002 oT Hub Japan West
'__ contecdemol Storage account lapan West
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6 Stream Analytics setting/management screen is displayed. Before starting a job, it is necessary
to configure input/output to the job and queries, etc. Click [Inputs] tile under Job Topology.

|/'_;- | « pstat W W Delote
0 Created
S Owverview
Resource group (change) Send feedback
CONTEC_DEMO Uservioice
B Activity log :
Status Created
. Created Wednesday, May 16, 2018, 23550 PM
ah Access contral (LAM)
Location Slaciad

Japan West
Sulby

' Tags

¥ Diagnose and solve problems

O6d-AdEf-967{-901 TaT0T e e,

SETTINGS L]
Locks Inputs kuery iy
—
0 o 1 SELECT
JOB TOROLOGY 5 r
Empty 3 INTO
il il 4 [Youroutputalias]
5 FROM
Functions .
Qutputs & [YourInputalias]
Cuary 0 _“‘
+ Outputs Empty

7 On the displayed [Inputs] item screen, click the [+Add stream input] button on the upper
left, and then select [loT Hub] to add an input item.

Inputs

+ Add stream input

NAME SOURCE TYPE SOURCE

+ Add reference input

Empty

> Inputs

+ Add stream input + Add reference input

Event Hub
SOURCE TYPE

loT Hub

Stream
Blob storage
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8 When the new input setting dialog box is displayed, enter the following setting details, and

then click the [Save] button.

* |nput alias

Enter the alias. Example: input

I input

f

O Provide loT Hub settings manua»é

@ Select loT Hub from your subscriptions

Select "IoT Hub”.

Subscription

Select Microsoft Azure.

I Microsoft Azure

loT Hub @

I CONTEC-DEMO001

Endpoint @

S— : of Practice 2

Select the IoT Hub you created in Task 1

\

J

I Messaging

Shared access policy name @

iothubowner

i Select * Messaglng

: Select "iothubowner”.

Consumer group @

| Loading

v

* Event serialization format [i]

| 1son

Select “JSON" format.

Click [Savel.

9 If you wait for a while after the input test is started, a notification stating that the creation is

completed is displayed.

L X
Notifications
Dismiss: Informational Completed All
o Successful connection test 2:45 PM
Connection to input 'input’ succeeded.
0 Added input 2:44 PM
Added input 'input’ to Stream Analytics job 'CONTEC_DEMO1".
o Deployment succeeded 2:35 PM
Deployment "Microsoft.StreamAnalyticsJob' to resource group |
'CONTEC_DEMO' was successful.

Input test in progress.

— 46 —
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10 In the input list, the newly created input is listed.

Inputs

= Add reference input

+ Add stream input

MNAME SOURCE TYPE SOURCE,

input Stream laT Hub Sample data .. I

11 Stream Analytics setting/management screen is displayed. Click [Outputs] tile under Job
Topology.

« psar W @ Delete

e

Resourc Send feadback
CONTEC_DFM serVoice

B Activity log

Status Created
., ol i Created Wednesday, May 16. 2018, 2:35:50 PM
s Access control ||
- Started
& o
Last output
Diagnose and solve problems )
K Dig ! Subscription 1D Hasting enviranment
6(470915-696d-4d8(- 9671 9017e3c7c056 Cloud
SETTINGS %
8 locks Inputs Query Edit query
1 2 1 SELECT
108 TOPOLOGY 2 .
input 3 INTO
& Inputs 4 [YourOutputAlias]
5 FROM
B Functions .
I Funciion Outputs 3 [YourInputalias]
Query 0
Outputs Empty

CONFIGURE

12 On the displayed [Outputs] item screen, click the [+Add] button on the upper left, and then
select [Blob storage] to add an output item.

Qutputs

NAME SINK

Empty

=+ add

Event Hub

SINK

SOL Database

I Bloh storage I

Table starage

Blob storage
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13 When the new output setting dialog box is displayed, enter the following setting details, and
then click the [Save] button.

Blob storage

New output

Enter the alias. Example: output

* Qutput alias

| output

O Provide Blob storage settings manually Select “Blob storage”.

@ Select Blob storage from your subscriptions

Subscription
| Microsoft Azure

* Storage account @

Select the storage account you created in Task 1 of
Practice 3. If the storage account is not displayed, see
the supplement on the following page.

contecdemo

* Container
O Create new @ Use existing

I contecdemo Select the container you created in Task 1 of Practice 3.

Path pattern @

Date format
[ vvvv/mm/DD v | \

Time format The file path used to locate your blobs within the
| HH - | specified container. Within the path, you may

choose to specify one or more instances of the
following 2 variables: {date} {time} Example 1:
clusterl/logs/{date}/{time} Example 2:
clusterl/logs/{date}

Delimiter @ j
space v I

Encoding @ Select “UTF-8".
UTF-8 v

* Event serialization format @
| csv v |
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* <Supplement> If the storage account cannot be loaded automatically, select [Provide Blob
storage settings manually], and then enter the “Storage account name” and “Storage account key”
you have copied in advance.

Subscription
Microsoft Azure R
L P P a8
I contecdemo ¥ ]I—
*
] Storagenccesskey.o - Notepad - ] o
File Edit Format View Halg
: <

14 After a while, a notification stating that the connection test has succeeded is displayed.

X

Natifications

Dismiss:  Informational Completed Al

o Successful connection test 2:55 PM

Connection to output 'output’ succeeded,

o Added output &35 PM

Added output ‘output’ to Stream Analytics job
CONTEC_DEMOT",

15 In the output list, the newly created "output” is listed.

Outputs

o= Add
NAME SINK
output Blob storage

16 Then, click [Edit query] under Job Topology.

1 2 1 SELECT
2 *
input 3 INTO
4 [output]
5 FROM
QOutputs & [input]
‘I -
output
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17 Edit the details of the query. Stream Analytics supports the simple declarative query model,
which describes conversions for real-time processing. To archive all events, add the following
details to the code editor.

TEC_DEMO!1

B G T Test SELECT
+ 5 Inputs (2) Need help with your query? Check out some of the mo: w5
.‘.:'-:rn:sul 1 SELECT \ INTO
== 4 s 2 i
= yourinputalias bl 1 INTO [output]
4 [YourOutputAlias] FROM
- ~ Outputs (2) = e i H
& [YourInputAlias] ["]put]
z:su:;:u:
> youroutputalias j

18 Click the [Save] button, and then [Yes].

CONTEC_DEMON

Query

Save

'm- Test

Q! Discard

The changes you made will be saved.

19 After a while, a notification stating that the setting has been saved is displayed.

; . X
Natifications

Dismiss:  Informational Completed  All

o Successful connection test 2:55 PM

Connection to output ‘output’ succeeded.

o Added output 255 PM

Added output ‘output’ to Stream Analytics job
'CONTEC_DEMOT",

20 On the Stream Analytics setting/management screen, click [Start].
= =

CONTEC_DEMO1

Stream Analytics job
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21 When the Start job screen is displayed, select “Now” for Job output start time, and then click
the [Start] button.

Start

22 A notification stating that it is starting the streaming job is displayed, and the streaming job
status is “Starting”.

Dismigs: Informational Completed A

wsm Starting Streaming job Running

Starting Streaming job 'CONTEC_DEMO1

top =3 The status is “Starting".

23 After a while, a notification stating that the streaming job has been started successfully is
displayed, and the status will be “Running”.

Notifications

W Stoy @ Delete -
O @ streaming job started successiully

Started Streaming job 'CONTEC_DEMOT" successfuly.
3 Overview

1%l Dashboard M _sctivity log

The status is “Starting".




e Practices  mmmam

Microsoft Azure Data Transmission Procedure

3. Task 3: Checking After the Data is Stored

Access the data stored in Blob storage using the Microsoft Azure Storage Explorer tool.

1 Start the Microsoft Azure Storage Explorer tool, and connect to the Azure account.
* This operation is unnecessary if already connected.

77 Microsoft Azure Storage Explorer
Edit View Help

Click the account icon.

| Manage Accounts
J 1 prarand Attached)
¢ B Storage Accounts

CEss

Show resources from these subscriptions:

Add an account... % Click "Add an account”.

Apply Cancel

Connect to Azure Storage

How do you want to connect to your Stoggg
© Add an Azure Account Click "Add an Azure Account”.

Azure r

Use a shared access signature (SAS) URI or connection string

Use a storage account name and key

= Click "Sign in."

Sign in... Canc
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B® Microsoft

Sign in

Next

Mo account? Create one!

Can't access your account?

B Microsoft
admin@contecconprosys.onmicrosoft.com

Enter password

Back

Forgot my password

Add the account information, and then
click Sign in.

Show resources from these subscriptions:

p |
| All subscriptions:
| Microsoft Azure

Add an account...

Apply Cancel

Remove

Check the boxes, and then click “Apply".

Search for resources

Collapse All Refr

= Quick Access
@ (Local and Attached)
» B Storage Accounts

Fl

The Storage Account that you have created is displayed.

/

4 B Microsoft Azure | _
4 [H Storage Accounts

» B contecdemo
E "
E ——

3
3
=y ]

On the Microsoft Azure Storage Explorer management screen, click the container name you
created in Task 1 of Practice 3 from the list of Blob Containers to confirm that the file in CSV

format has been stored.

222 Microsoft Azure Storage Explorer
Edit View Help

Search for resources

0

Collapse All Refresh All
= Quick Access
b @ (Local and Attached)
4 B Microsoft Azure (admin@contecconprosys.or
4 [ Storage Accounts
4 B contecdemo
4 [E Blob Containers
& contecdemo

b File Shares

D 1618589448 dBff79e96ed24413a58757914edc5fad l.csv  Thu,

You can confirm that the file in CSV format has been stored.

few Folder  Copy URL  Select Al

#emo > Demodata2017 > 08 » 03

.
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3 Click [Download] to download the file.

2 Microsoft Azure Storage Explorer
Edit View Help

Search for resources /O = . )
(s J c -+ & -
allp==il Refresh All | yoi0ad fpownioad | Open  MewFoider copyURL  Selectan
= Quick Access
PR (Cccalana B tached) & — v " |contecdemo > Demodata2017 > 08 > 03

# Microsoft Azure (admin@contecconprosys.or
4 [E Storage Accounts ame Las
4 E contecdemo
4 [5 Blob Containers
B contecdemo

1618589448 dBff79e06ed24413a58757914edc5Tad.

b Lle thares
L -AT2199208_2ec552f4ceddd 3c082 fd feBObe04cBba_1.cov - Notepad - O .
Ikile Edit Format View Help

DateTime TNGOQ EventProcessedlicTime Partitionld EventEnquevedUtcTime ToTHub ~
201802011358 52 2018-02-01T04:59:43. 29953917 0 2018-02-01T04 5836 16300007 Record
201602011356 52 2018-02-01T04 :59:43 45305362 0 2018-02-01T04 5639 22200002 Record
201802011358 52 2018-02-017T04:59:43 L830L367 0 2018-02-01T04 - 5842 2250000/ Record
)E]EWB“ 358 52 20183-02-01104: 5‘] 43 4EINGIES B 7“]8 B? D104 : 5845, DELODODS Record
02011358 52 2018-02-01 t09:4A0 AEINGIGS B 2O18-02 BH ! Recor
02011358 52 2018-02-01T04:59:40 49882247 0 2018-02- 158: ecor:
199:43 A9BBZZLZ 0 2018-02- 1981 eCor
109043 A96E226E 0 2018 o eCor
4040 A9BE2242 0 201802 sl g
4:09:43 L9BEDZLS 0 2018-02 B=H ecor
2 109040 A9BEZ?AS B 2018-02 BN eCor
109:40 49882247 0 2018-02- Bl ecor:
199:43 A9BBZZLZ 0 2018-02- 1991 eCor
(09043 4I6B22LE 0 2018-02 R H eCor
co¥: 43 A9B822LL 0 2018-02 B g
L 59:43 AUBHIMLS 0 201802 59 oo
2 t09:40 AFBEZZAS B 2018-02 99 eCor
109:40 49882247 0 2018-02- :99:27, ecor:
199:43 A9BBZZLZ 0 2018-02- :99:29, eCor
59 5 1 199:43 49682267 0 2018-02 :59:33. 0990 o

11399 \rZ 201 LT :09:43 49082247 0 2018-02 936, eCor bl
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6.Practice 5: Visualizing the Data in

Power Bl

/AN\CAUTION

In Practice 5, we will use the resources developed in Practices 1 to 3. It is necessary to complete
Practices 1 to 3 before starting Practice 5.

1. Task 1: Accessing Power BI Portal

1 Access Power BI Portal (https://powerbi.microsoft.com/en-us/) using the Web browser, and
then click [Sign in] on the upper right.

- O *
e \é https://powerbimicrosoft.com/en-us/ D - @ O 2 power Bl | Interactive Data Vi, x || =
~
B Microso Power Bl Products  Solutions  Partners  Learn Sign up free

2 Enter the Power BI account and password on the sign-in screen, and then click the [Sign in]
button to log in to Power BL

B2 Microsoft B Microsoft

Sign in admin@conteccof  Enter the password here

admin@contecconprosys.onmicrosoft.com | l EI’TtE' r paSSWD rd

.

Forgot my password

Can't acc

Enter the Power BI account here

3 After logging in to Power BI, the following screen is displayed.

ONTEC_DEMO

A Testb. CH Shap. v  ES Butto. v (I3 Visusl interacti_.

VISUALIZATIONS
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2. Task 2: Transmitting Data to Power BI

1 Reopen the Stream Analytics setting screen you created in Task 2 of Practice 3. Click [Resource
groups], select the resource group name you created in Practice 1 from the list of resource
groups, and then click the Stream Analytics you created.

Power Bl ® Recent Bl ey ?2 @ .

Showing 15 item(s) ~ Most recent
Favorites
NAME ACTIONS LAST ACCESS LOCATION
O Recent L
# CONTEC_DEMO > 12 @ 3 months ago My Workspace
E:‘ Apps
H Yt bbbbb = @ 3 months ago My Workspace
& Shared with me
Workspaces u Yt PoCDEMO 2 4 months ago My Workspace
My Workspace R . . N
. ¥ P H ¥t data_test b 12 @ @ % 5 months ago My Workspace
E Y test k2 & 5 months ago My Workspace

2 Click the [Stop] button, and then [Yes] to confirm it.

CONTEC_DEMO1

Stream Analytics job

« 4 MW Stop | @ Delete

3 Overview . Stop Streaming job

- Are you sure you want to stop Streaming job 'CONTEC_DEMO1°?
Activity log

° . fIA
aw Access control (JAM)

& lags

e P stat W o Delete

R

¥ Overview

| =

4 After stopped, click [Outputs] tile under Job Topology.

Inputs
1 -

input

Outputs
1

output
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5 On the Outputs screen, click [+Add], and then select [Power BI].

Qutputs

Event Hubs

SINK

501 Databage
Blob st
Blob storage o
Table starage
Service Bus topic
Service Bus queue
Cosmos DB
Power B

Diata | aka Stars

6 When the New output screen is displayed, enter the item [Output alias], and then click
[Authorize].

Power Bl

AT Enter the Output alias. Example: outputtopowerbi

* C
Qutput alias

I outputpowerbi \/I

Group workspace
Authorize connection to load workspaces v

*
Dataset name

*
Table name

Authorize connection
You'll need to authorize with Power Bl to configure your output

settings.

Don't have a Microsoft Power Bl account yet?
Sign up

Note: You are granting this output permanent access to
your Power Bl dashboard. Should you need to revoke
this access in the future you can do one of the

J following:

1. Change the user account password.
2. Delete this output. h
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7 When the Microsoft Azure login screen is displayed, enter the account information to log in to
Power BI, and then click [Sign in].

. n .
B® Microsoft BY Microsoft

Enter the password.
admin@conteccq

Sign in

N Enter passt
someorwe(t,t‘examp\e‘com

Forgot my password

Can't

Enter the e-mail address.

8 After login succeeded, the following screen is displayed. Select “My workspace” for [Group
workspace], and then enter [Dataset name] and [Table name]. After entering, click [Save].

Power B

Ly put

* Qutput alias

| outputpowerbi v

Group workspace Select "My workspace”.

I My workspace :

N\
* Dataset name
I CONTEC_DEMO Enter the Dataset name (CONTEC_DEMO).
y
vgzl

* Table name
| CONTEC_DEMO

Enter the Table name (CONTEC_DEMO).

Currently authorized as

(E @ : : )

Authorize connection

You'll need to authorize with Power Bl to configure your output

settings.

Note: You are granting this output permanent access to
your Power Bl dashboard. Should you need to revoke
this access in the future you can do one of the

0 following:

1. Change the user account password.
2. Delete this output. ~
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9 The Output test starts. After a while, a notification stating that the newly created output
"outputpowerbi” has been added successfully is displayed.

X
Notifications

Dismiss: Informational Completed All

o Successful connection test 3:32 PM

Connection to output "outputpowerbi' succeeded.

0 Added output 3:32PM

Added output 'outputpowerbi' to Stream Analytics job
'CONTEC_DEMO1".

10 You can confirm that [outputpowerbi] has been added in the Output list.

Outputs

= Add

NAME SINK

output Blob storage
I outputpowerbi Power BI

11 On the Stream Analytics management screen, click [Edit query].

Inputs Query Edit query
1 2 1 SELECT
2 *
input 3 INTO
4 [output]
5 FROM
Outputs 6 [input]
2 -
output
outputpowerbi
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12 Add the following query.

SELECT

*

INTO
[output]

[input]

SELECT

Datetime,

1e CAST(TAGe® AS BIGINT) AS TAGR®
11 INTO

12 [outputpowerbi]

13 FROM

14 [input]

1
2
3
4
5 FROM
6
7
38
9

* The data transmitted from CONPROSYS is handled as character string data in Azure.
Therefore, the data format needs to be changed in order to handle it as numeric data.

The "CAST” statement is used to change the data format.

13 On the Query setting screen, click the [Save] button. When a message saying “The changes
you made will be saved” is displayed, select [Yes].

> CONTEC_DEMON

CONTEC_DEMOT1

Query

|_:| Save (’ Discard ﬂ' Test

Save

The changes you made will be saved.

14 After a while, a notification stating that the change in the query has been saved successfully is
displayed.

L X
Notifications

Dismiss: Informational Completed All

‘, Saved settings 3:47 PM
Saved settings for Stream Analytics job 'CONTEC_DEMO1",
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15 To start the Stream Analytics that has been “Stopped”, click [>Start].

’ Start | M Stop [ Delete

o Stopped

Resource group (change)
CONTEC_DEMO

Status
Stopped

16 Select “Now” for Job output start time, and then click [Start].
Start job X

CONTEC_DEMO1

Job output start time @

Start
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17 The status of Stream Analytics is “Starting”. After a while, a notification stating that the
streaming job has been started successfully is displayed.

CONTEC_DEMO1 b'e
Notifications

Dismiss: Informational Completed All

pstat M Stop T Delete

=mm Starting Streaming job Running

O sering Starting Streaming job 'CONTEC_DEMO1".

Resource group (change)
CONTEC_DEMO

Status
Starting

18 The status is “Running”.

p Szt M Stop M Delete

0 Running

Resource group (change)
CONTEC_DEMO

Status
Running
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3. Task 3: Displaying the Data in Power BI

1 Select [DATASETS] on the lower left of the Power BI Web screen to confirm that the dataset
name you created earlier has been added in the list. (The dataset name you created in Task 2
of Practice 4)

2 Then, click the dataset name to move to the report creation screen.

Power Bl My Workspace » CONTEC_DEMO
DWE y P

File ~ View v Reading view u—_;'v Expl.. A7 Textb... CE Shap.. v E2 Butto.. v LE Visual interact
Favorites

Recent

Apps

Shared with me

Workspaces

CONTEC_DEMO

data_test

PoCDEMO

test

WORKBOOKS
data

DATASETS
CONTEC_DEMO

3 When you click the “Polygonal line” icon in the visualizations list, a line graph is displayed on
the operation screen.

VISUALIZATIONS

FILTERS

— 63 —



e Practices  mmmam

Microsoft Azure Data Transmission Procedure

4 When the table is displayed under Fields, select the items “Datetime” and “TAGO00".

FIELDS

« B CONTEC DEMO

B datetime
W  tag00

5 In the line graph, “TAG00" is displayed with “Time" on the horizontal axis.

6 Operate the slider of “TAG00” on the CONPROSYS Monitoring screen. After that, you can
confirm that the change in "TAG00" has been applied in Power BL

— 64 —
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7 Click [File] - [Save].

Power BI . My Workspace > CONTEC_DEMO

File ¥  View ™  Reading view E‘o v

Favorites || Save
™

Save this report

Recent

E’l Save as
f Save a copy of this report

Print
Print current page

Apps

*
©
&
£

Shared with me

(W

Workspaces

8 Enter the report name, and then click the [Save] button.

Save your report x

Enter a name for your report:

Cancel

9 The saved reports are listed under Reports of the Menu.

. My Workspace

DASHBOARDS
test

REPORTS
CONTEC_DEMO

data test

PoCDEMO

test

WORKBOOKS
data

/AN\CAUTION

After the transmission is completed, click [Stop Device] from the “Main” tab of the simulator.




Customer Support and
Inquiry

CONTEC provides the following support services for you to
use CONTEC products more efficiently and comfortably.
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CONTEC offers the useful information including product manuals that can be downloaded through
the Contec website.

Download

https://www.contec.com/download/
You can download updated driver software, firmware, and differential
manuals in several languages. Membership registration (myCONTEC) —
is required to use the services.
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