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Introduction

This will inform you of the information you need to know
before using this product, such as an overview of the OS
equipped with the preinstalled model, the overall
configuration of this manual, the various manuals
associated with this product, and so on.
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1.About the Product

Ubuntu 20.04.6 LTS has been used as the firmware since R35.3.1 and is based on the Sample Root
Filesystem for NVIDIA® Jetson Orin™ NX and Jetson Orin™ Nano provided by NVIDIA®.

Contec firmware requires that the OS be customized using a predetermined configuration.

This document describes basic information, setup procedures, and recovery procedures for the OS

after firmware installation.
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2.Related Manuals

The manuals related to the product are listed below.

Read them as necessary along with this document.

€ Must Read the Following Manuals.

Name Purpose Contents How to get

Product Guide Must read this after This lists the product Included in the package
opening the package. |configuration and describes | (Printed matter)
the precautions.

Reference Manual Read this when This describes the hardware "E Download from
operating the product. |aspects such as functions the Contec
and settings. website (PDF)
Pre-installed Model Must read this after This explains basic OS ’“E Download from
OS Manual (This manual) | opening the package. |information, setup the Contec
procedures and recovery website (PDF)
procedures.

€ Download Manuals

Download the manuals accordingly from the following URL.

https://www.contec.com/download/
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3.CONTEC Software License

SOFTWARE LICENSE AGREEMENT

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT (the “Agreement”) CAREFULLY BEFORE USING
CONTEC’'S SOFTWARE. THIS AGREEMENT SET FORTH TERMS AND CONDITIONS REGARDING THE LICENSE
TO USE CONTEC'S SOFTWARE ONTO WHICH THE AGREEMENT IS ATTACHED (the “Software”). BY
DOWNLOADING, INSTALLING OR USING THE SOFTWARE OR USING MACHINEARY ONTO WHICH THE
SOFTWARE HAS BEEN INSTALLED, CUSTOMERS ARE AGREEING TO BE BOUND BY THE AGREEMENT.
CUSTOMERS MAY NOT DOWNLOAD, INSTALL OR USE THE SOFTWARE OR ANY MACHINERY ONTO WHICH
THE SOFTWARE HAS BEEN INSTALLED WITHOUT AGREEING TO THE AGREEMENT.

Article 1. Intellectual Property Rights

The copyright, patent right or any other intellectual property right pertaining to the Software or any documentary
attachments, such as manuals, as well as any copies thereof (the “Software and the Like") shall belong to CONTEC,
and customers shall have no rights therefor other than those expressly authorized herein.

Article 2. Permitted License

1.CONTEC grants customers a non-exclusive right to install and use, free of charge, the Software solely for the
purpose of using hardware products onto which the Software has been installed.

2.Customers may copy the Software for a minimum number of times as necessary solely for emergency backup
purposes in using the Software. However, description regarding any of the rights pertaining to the Software
supplied by CONTEC shall be attached to any such copies.

3.Customers may incorporate software provided by CONTEC as a library onto software created by the customer.

Article 3. Restrictions on Use

Customers shall not:

(1) Create any derivative software from the Software other than as set forth herein;
(2) Copy the Software other than as set forth therein;

(3) Modify, adapt, decompile, disassemble or reverse-engineer the Software; or

(4) Delete or alter the representation or trademark of the rights of the Software.

Article 4. Limited Liabilities

1.CONTEC HEREBY DISCLAIMS ANY WARRANTY WITH RESPECT TO THE SOFTWARE, EITHER EXPRESS, IMPLIED
OR STATUTORY, INCLUDING BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, OF
SATISFACTORY QUALITY, OR FITNESS FOR A PARTICULAR PURPOSE AND/OR NON-INFRINGEMENT OF THIRD
PARTY RIGHTS.

2.TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT SHALL CONTEC BE LIABLE FOR PERSONAL INJURY, OR
ANY INCIDENTAL, SPECIAL, INDIRECT OR ANY OTHER COMMERCIAL DAMAGES OR LOSSES, ARISING OUT OF
OR RELATED TO YOUR USE OR INABILITY TO USE THE SOFTWARE AND THE LIKE.

Article 5. Transfer
1.Customers may transfer their rights authorized them with respect to the Software and in accordance herein to a
third party only when the customer satisfies all of the following conditions:
(1) The customer transfers the Agreement and the Software and the Like to such third party;
(2) The customer transfers to such third party all CONTEC hardware products onto which the Software has been
downloaded; and
(3) The recipient of the transfer agrees to the terms and conditions herein.
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Article 6. Termination

1.CONTEC may terminate the Agreement with immediate effect without any notice or demand to the customer if
the customer fails to comply with any of the provisions herein.

2.Upon the termination of the Agreement, the customer’s license shall cease to be effective. The customer shall
immediately discontinue using the Software in any way, and shall uninstall and destruct any reproduction of the
Software.

Article 7. Export Control
1.Customers shall comply with the Foreign Exchange and Foreign Trade Act of Japan, the U.S. Export
Administration Regulation and the laws and regulations of any other country when taking the Software and the
Like outside Japan.
2.Customers shall not transfer, export or re-export the Software and the Like to any individual or entity that is
likely to use the Software and the Like to design, develop or manufacture nuclear weapons, biochemical weapons,
or to design, develop or manufacture missiles.
3.Customers shall not transfer, export or re-export the Software and the Like to any individuals or entities set forth
in the following countries or regions:
(1) The Republic of Cuba, The Islamic Republic of Iran, the Republic of Irag, the Great Socialist People’s Libyan
Arab Jamahiriya or North Korea;
(2) Any individuals or entities on the “List of Foreign Users” based on the Import Trade Control Order or the U.S.
Department of Commerce Denied Person's List or Entity List; or
(3) Any country, region, individual or entity designated by the government of Japan, the U.S. or any other
relevant country.

Article 8. Governing Law

The provisions herein shall be construed and governed in accordance with the laws of Japan. This Agreement shall
not be governed by the United Nations Convention on Contracts for the International Sale of Goods, the
application of which is expressly excluded.

Article 9. Dispute Resolution

Upon the occurrence of any dispute in relation to the Agreement or the Software, if any legal procedures are
required, such as the filing of a petition for a lawsuit, the Osaka District Court shall have the exclusive jurisdiction
over such dispute.

Article 10. Severability

If for any reason any portion of the provisions set forth herein is found to be invalid or unenforceable, the
remainder of the Agreement shall not be affected in any way and shall be valid and enforceable to the extent
permitted by law.



Notes Regarding Use

This manual explains the precautions for using the product
safely. Please make sure to read this before using this
product.
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1.Handling Precautions

/\ CAUTION

e The specifications of the product are subject to change without notice for enhancement and
quality improvement. Even when using the product continuously, be sure to read the manual
in the CONTEC's website and understand the contents.

e Do not modify the software. CONTEC will bear no responsibility for any problems, etc.,
resulting from modifying the software.

e Regardless of the foregoing statement, CONTEC assumes no responsibility for any errors that
may appear in this document or for results obtained by the user as a result of using the
software.
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2.Safety Information

This document provides safety information using the following symbols to prevent accidents

resulting in injury or death and the destruction of equipment and resources.

Understand the meanings of these labels to operate the equipment safely.

/N\DANGER

Signal word used to indicate an imminently hazardous situation which,
if not avoided, will result in death or serious injury.

/N\WARNING

Signal word used to indicate a potentially hazardous situation which,
if not avoided, could result in death or serious injury.

/N\CAUTION

Signal word used to indicate a potentially hazardous situation which,
if not avoided, could result in minor or moderate injury.
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3.Security Warning

When connecting to the network, be aware of security-related problems. See the examples of
Security measures below and set up the product properly along with the network devices.

1.

Information Security Risks

*1-

—_

Unauthorized access from the outside through a network could cause the system halt, data
damage, or exposure to malware. *1

Invaded and used as a stepping stone, a device might attack the others through networks. (a
victim becomes an assailant)

Information might leak without realizing due to the connection to the network.

Secondary damages such as harmful rumors, liability in damages, social credibility fall, and
opportunity loss are expected led by the troubles described above.

Malware (Malicious Software) is software that brings harm to a computer system and performs
unintended operations.

Security Measures - e.g.

*2:
*3:

Do not keep using the default password. (Refer to the product manual for the password
setting).
Set a strong password.

Combined with upper and lowercase letters, and numbers so that it cannot be easily

analogized by others.

Change the password periodically.

Disable unnecessary network services and functions.

Restrict access to the network with network devices. *2

Restrict ports to be released on the network with network devices. *2

Create a closed network connection using such as dedicated network or VPN*3

Inquire for setting procedure to manufacturers.

VPN (Virtual Private Network) a secured network that wards off unauthorized access by
protecting the communication path with authentication and encryption.

Unfortunately, there are no perfect ways to avert unauthorized access or close a security hole
that are endlessly found day and night.

Please understand that risks are always involved with the Internet connection, and we strongly
recommend a user should constantly update information security measures.




Setup procedures

This manual describes the setup procedure that a

user needs to perform after unpacking the product with a
pre-installed operation system.

The setup of Ubuntu is performed interactively.
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1. Ubuntu Setup

Check that the display, the keyboard and the mouse are connected with the PC. Do not connect
other devices until a Ubuntu setup is completed. After confirming the connections, turn on the PC
power.

/N CAUTION

e The screen change during the setup operation may take time for a while.
e Do not turn off the power of the personal computer during the setup operation. Turning off

the computer power before completing the setup will result in Ubuntu system damages.

e The NVMeSSD built into the preinstalled model are GPT formatted. And, OS area is formatted
by EXT4.

e The display driver, the LAN driver, etc. are already incorporated. However, since a network
setup is needed separately, please consult with the system administrator of a connection place
network.

Turn on the power of the product. Please wait for the Ubuntu setup starts.

Follow the instructions on the display after start-up.

1. This is the documentation for the NVIDIA L4T
licenses.
Please review and accept the Following licenses Please reVieW and CheCk Off the bOX Of

| accept ~ | to accept the licenses.

Click the | Continue |

L4T_End_User_License_Agreement

I accept the terms of these licenses

w3
® O
2. Select your preferred language.
Welcome Click the | Continue |
Asturianu Bahasa Indonesia Bosanski Catala The fOHOWIng Steps are eXp|aIned USIng Eng|ISh
Cedtina Cymraeg Dansk Deutsch as an example

Eesti English Espariol Esperanto

Euskara Frangais Gaeilge Galego

Hrvatski islenska Italiano Kurdi

Latviski Lietuviskai Magyar Nederlands
No localization (UTF-8) Norsk bokmal Norsk nynorsk Polski
Portugués Portugués do Brasil Roméana sameqgillii
shgip Slovenéina Sloveniéina Slunski
Back Continue
L
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3. Select your preferred keyboard layout.
—

Keyboard layout Click the ontinue |

Choose your keyboard layout:

vy
English (Nigeria) - 5

English (US) - Cherokee

English th Afri
E:gu:h Ej::: Tica) English (US) - English (Colemak)
2 English (US) - English (Dvorak)

English (US) - English (Dvorak, alt. intl.)

ES it

EZ::!:?:\ : English (US) - English (Dvorak, intl, with dead keys)
English (US) - English (Dvorak, left-handed)

Faroese

English (US) - English (Dvorak, right-handed)

Cilinina

Type here to test your keyboard

Detect Keyboard Layout

Back Continue
LN N ROReHON)

SHCSBCHNN EIAOn 4. For Time Zone setting, select the local region
Where are you? where the system is used.

Click the | Continue |

New York

Back Continue

290900009000

System Configuration 5

Type your name and your computer’'s name,
Who are you? pick a user name, and choose a password to be
used for the Ubuntu desktop environment.

Click the |_Continue |

Your name:

Your computer’s name:
The name it uses when it talks to other computers,

Pick a username:
Choose a password: (o]

Confirm your password:

Login automatically
© Require my password to login

Back Continue

LN N N N e
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6

APP Partition Size

Please enter desired size of APP partition in Megabytes (MB).
Default value ininput field is the maximum size that can be accepted

Enter 0 or leave blank to use the maximum size value.

Notethatit is not supported to reduce the APP partitionsize.

Current size: 18432 MB, Maximum accepted size: 228154 MB

7

Create SWAP File

R5(8)

w|ird

Itis recommended to create a 4GB disk SWAP file if you intent to use the device for Al and Deep Learning.

For example, training under PyTorch using the GPU.
O Create SWAP File (Recommended)

Do not create SWAP File

Please note that having a SWAP file may shorten life of SDCARD due to increased writes to the medium.
You can manually enable SWAP at a later time by following "Enable Disk SWAP" section in L4T Developer Guide,

8

Install Chromium Browser

Do you want to install Chromium Browser now?
© Install Chromium Browser

Do not install Chromium Browser

BE%(8)

mird

NOTE: Internet connection is required for Chromium Browser installation, and it will take several minutes

You canalso installit via snap store after system configuration is finished.

Systom Configuration

B3(8)

B3

This is the app partition size setting.

Set a value and click .

This setting confirms whether or not to create a
SWAP file. Make your selection and click

Continue |

* This option is only available for the DX-
U2100 4 GB (equipped with Orin Nano 4
GB). This setting is not available on other
models.

This setting confirms whether or not to install
the Chromium browser.

Make your selection and click .

System Configuration will start.
It takes about one minute to complete the
configuration.
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10. If you have checked off the box of [Require my
password to log in], the login display will
appear.

ubuntu®

11. Enter your password and press Enter.

12. When the login process is completed, the
desktop screen will appear.




Recovery/VersionUp
Method

This section explains how to recover the OS in the event
that it is unable to start in the preinstalled model.
Please also refer here when updating the NVMeSSD
firmware of pre-installed models.
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1.Preparations

This section describes how to recover/verisonup the OS of NVMeSSD from the Host PC environment
by connecting the host PC environment (Ubuntu 18.04 64bit) to the micro USB port of the DX-U2100,
DX-U2200. Please obtain the following items in advance.

The Product Itself
Firmware File (mfi_DX-U2000_NVMeSSD_R35.x_VXXX.tbz2) (Ubuntu 20.04 64bit)

e Host PC Environment (Ubuntu 18.04 64bit)
e Display

e USB-HUB

e USB Keyboard

e USB Mouse

[

[

Please check the following points and connect the device.

/\ CAUTION

e Recovering with the firmware file will initialize the contents of the internal storage. Back up the
data in the storage before performing OS recovery if it is important.

e Remove the connected disks if that are not composed in the pre-installed type from the body.

® Remove the USB storage device if it is connected to the body.
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Before performing the operation, connect the display, USB keyboard, and USB mouse to the host PC
environment (Ubuntu 18.04 64bit), then start up Ubuntu OS. (The installation and setup procedures

of the host PC environment OS are omitted here.)

1. Setting the DIPSW and Turning on the Power of
the product

Set the DIPSW located on the side of the product.

NT 1. Set the setting switch (SW1) on the side of the
S 4

A
chassis to ON so that the system will boot in
-ﬂ ﬂ_ﬂ recovery mode when the power is turned on.
;A
P20 .0
== ()

—
| .

SIM Setting Switch
(SW1)

Micro-USB

2. Connect the product and the host PC
environment with the micro USB cable and turn

on the power.
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2. Extracting Firmware and Performing Write
Operations

Write firmware via micro USB cable on the host PC environment (Ubuntu 18.04 64bit).

1. Start [Console] app on the Ubuntu
environment.

RowOEDCGOBNG:

ubuntu1@ubuntu1-B560M: ~/mfi_test - 2

Place the recovery image file on the specified
directory and check whether it can be seen
from the [Console] app.

3. Extract the recovery file with tar command
[tar jxf archive name.tbz2].
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4.  After unzipping, the file will be extracted to
mfi_DX-U2000_NVMeSSD_*.

ubuntul@ubuntul-BS60M: ~

‘ . ‘ . 5. Inadvance, install the applications required for
o et v oA St s 9 firmware writing via an external network by
using the following apt command.

[sudo apt install -y abootimg binfmt-support
binutils cpp device-tree-compiler dosfstools
Ibzip2 libxml2-utils nfs-kernel-server python
python3-yaml| gemu-user-static sshpass udev
uuid-runtime whois openssl cpio liblz4-tool]

ubuntu1@ubuntu1-B560M: ~/mrl_test/mH_DX-U2000_NVMeSSD_R35.3.1_W001

6. The file goes under the mfi_DX-
U2000_NVMeSSD_*.
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ubuntu1@ubuntu1-BS60M: ~/mfi_test/mf|_DX.U2000_NVMeSSD_R35.3.1_V001

7. Use the Isusb command to confirm that the
USB-IF of the CPU "Nvidia Corp" in the product
i o e o e is recognized.

ub (@
ubuntu1@ubun
e

ubuntu1@ubuntu1-B560M; ~/mfi_test/mfl_DX-U2000_NVMeSSD_R35.3.1_V001

Fie . View Sex 8. Use the " /flash_all.sh" command to start
recovery of the product via USB.

You may be prompted to enter the Ubuntu
password. If this happens, enter the
appropriate password.

shin@shin-miniPC: ~/mfi_test/mf|_DX-U1220_NVMeSSD_R32.6.1_V001 9

B Writing to the product will be completed in
oD bns Ao about 10 minutes. After completion, turn off

ongoing processes: 26541
ongoing processes: 26541 l] f t1 (j
ST e Has the power of the product.
ongotng processes: 26541
ongoing processes: 26541
ongoing processes: 26541
ongotng processes: 26541
ongotng processes: 26541
ongoing processes: 26541
ongotng processes: 26541
ongotng processes: 26541
ongoing processes: 26541
ongoing processes: 26541
ongoing processes: 26541
ongotng processes: 26541
ongoing processes: 26541
ongoing processes: 26541
ongotng processes: 26541
ongotng processes: 26541
ongoing processes: 26541
ongotng processes: 26541
ongotng processes: 26541
ongotng processes: 26541
ongoing processes: 26541
ongotng processes: 26541
ongotng processes:

real  6m55.322s
user  0m10.616s
sys om37.117s
shin@shin-miniPC
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ANT 10. After turning off the power, set back the setting
switch (SW1) 1PIN on the side of the chassis to
n_ﬂ OFF and switch to normal booting.
" 4

SIM Setting Switch
(SW1)

Micro-USB

3. Starting up OS

Turn on the power of the product again. The initial
System Configuration screen of the Ubuntu OS will
appear on the HDMI display. Continue to follow
"Ubuntu Setup” to complete the Ubuntu setup.

Please review and accept the following licenses

L4T_End_User_License_Agreement

I accept the terms of these licenses

B3



Boot USB Image Write
Procedure

This section explains how to write an USB image for USB
Boot.
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1.Preparations

This section describes how to insert an USB storage into the host PC environment (Ubuntu 18.04
64bit) and write an USB image to the USB storage. Please obtain the following items in advance.

Host PC Environment (Ubuntu 18.04 64bit)

balenaEtcher Applmage File (“balenaEtcher-1.5.115-x64.Applmage”)

Download from the following website:
https://github.com/balena-io/etcher/releases/tag/v1.5.115

USB storage (32 GB or more)

The Product Itself

USB Image File (DX-U2200_16GB_R35.x_xxx_usb_blob.img.tbz2) (Ubuntu 20.04 64bit)
Download from the CONTEC website.

* Use the same version as for the NVMeSSD firmware.

* If the NVMeSSD firmware and USB Image File versions do not match,
please refer to "Recovery/VersionUp Method" to upgrade the NVMeSSD firmware.
* The file is about 20 GB.
* The image file version may be updated at a later date.
Checking the NVMeSSD Firmware Version
Use the following command to check the firmware version after starting NVMeSSD.

$ cat /etc/contec/CONTEC-LAT.version
DX-U2000-35.4.1-vV001
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Before performing any operations, connect the display, USB keyboard, and USB mouse to the host
PC environment (Ubuntu 18.04 64bit) and start the Ubuntu OS. ((The installation and setup
procedures of the host PC environment OS are omitted here.)

1. Preparing the USB Image

After downloading the USB image file, use the following command to extract the compressed .tbz2
file into a .img file.

$ tar jxf DX-U2200_16GB_R35.x.x_Vxxx_usb.img.tbz2

The file "DX-U2200_16GB_R35.x.x_Vxxx_usb.img" extracted using the command above will be used
as the USB image for the DX-U2200 16 GB.

To switch the DX-U2200 16 GB USB firmware to the firmware for each CPU, download “DX-
U2000_R35.x.x_Vxxx_usb_switch_image.tar.gz” from the CONTEC website, extract the downloaded file,
and then execute switch_usb_image.sh. For details, check README.txt in the package.

2. Writing the USB Image

Write the firmware file on the host PC environment (Ubuntu 18.04 64bit).

1. Insert the USB storage into the Ubuntu PC and
verify the USB storage is recognized.

2o RnEROC G IBEE:

.
-
L.
m
8
-
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L allu 2. Start the [balenaEtcher] app on the host PC

<) i < w1X mEA
B screenshot from 2021-01-22 05-03-01.png (U bu ntu)
# balenaktcher-1.5.115-x64. Appimage 89.7MB AEE

o
=
o
0
a
a
-
o
-
a
+

“balenaEtcher-1.5.115X64.Appimage™ & BIR L & L 7 (39.7MB)

Etcher d 3. Select [Flash from file].

& balenaEicher

B Flash from file
& Flash from URL

I8 Clone drive

e R 4. Select the USB image file saved to Ubuntu.

- Size Modified
1368
00_R35.3.1_VO!

0 239.0k8 13 88
DX-U2000_R35.3.1_V001_u:

20268 13 6A

05 Images -

5. Select the target write drive under [Select
target].

@) balenaEicher

Select target
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_ 6. Select the inserted USB storage.
.‘ balenaEicher - - - -
(* Selecting the boot drive by mistake will
Select target «w cause a host environment failure.)
Name size Location
AiiJJFFALOSS[:-PHf/N[(f\U;lf 500 GB Jdev/sde Large diive:
W Sk hig
balenaEtcher . oy
7. Press the [Flash] button to begin writing.

& balenaEicher

© — A

DX-U2000_...1_usb.img BUFFALOS..N (R a—4)

8. [Flash Complete] will be displayed when
writing is complete.

& balenaEtcher

We hope you
enjoyed

Flash Complete! ST Sl

1

W Share on Twitter )

Flash another

3. OS Startup

DATLEE

—_

Insert the USB storage created in the previous
section into the side of the chassis and turn on
Please review and accept the Fallowing licenses the power.
Verify that the initial System Configuration
screen of the Ubuntu OS appears on the HDMI
LaT_End_User_License_Agreement display. Continue to follow “Ubuntu Setup” to
complete the Ubuntu setup.

I accept the terms of these licenses

B3



Operational Checks

This section describes Linux OS environment in which
operational checks have been conducted and the results of
operational checks.
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1.0Operating Environment

& Distribution

The distributions used and their version information are as follows.

Ubuntu 20.04.6 LTS

root@contec-desktop:~# cat /proc/version
Linux version 5.10.104-tegra (ubuntul@ubuntul-B560M) (aarch64-buildroot-linux-gnu-gcc.br_real (Buildroot 2020.08) 9.3.0,
GNU Id (GNU Binutils) 2.33.1) #43 SMP PREEMPT Fri May 12 08:41:29 JST 2023

root@contec-desktop:~# uname -a
Linux contec-desktop 5.10.104-tegra #43 SMP PREEMPT Fri May 12 08:41:29 JST 2023 aarch64 aarch64 aarch64
GNU/Linux

€ Configuration

No. Equipment name Maker Model Remarks
1 |Industrial Edge Al Computer CONTEC |DX-U2200
2 | USB Keyboard/USB Mouse - -

3 |Display ViewSonic [VS16861 HDMI
HDMI Audio (Speaker)

4 |Device used to confirm network |- Generic PC Wired LAN
communication status

5 |Device used to confirm RS-485 |CONTEC |COM-2PD(PCIHH Connect expansion card to
communication status general-purpose PC

6 |Device used to confirm CAN PEAK- PCAN-PCI Express FD | Connect expansion card to
communication status System general-purpose PC

* - Not specified
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2.List of Operational Checks

1. Operational Checks and Results

Only basic operations such as the installation and startup are verified as part of the operational
checks. The operational checks were not conducted assuming all possible applications.
This manual covers operational checks that were conducted for the items below.

Item Details Result Remarks

(o Installation from USB-connected media is possible ®)
Typical installation completes successfully O

Display |HDMI Recommended display resolution is displayed O See Page 37
Audio |HDMI Port | Confirmed that sound can be output from the display's O See Page 38

Output speakers when connected to the HDMI Port
UEFI NVMeSSD or USB Boot can be selected with DIPSW O See Page 33
DIPSW Ability to switch between watchdog, recovery mode O |See Page 33
Storage |[NVMeSSD | NVMeSSD Boot is possible O |See Page 40

USB USB Boot is possible See Page 40
LAN Package installation is possible using “apt” commands O

Login is possible using SSH O See Page 43

USB 2.0 Port x 2 USB memory can be recognized O |See Page 44
USB 3.2 Gen1 (USB3.0) | USB memory can be recognized O |See Page 45
Port x 2
RAS General- Input/output operations are possible (DIO) O |See Page 46

purpose 1/0

LED Alarm LED turns on/off O |See Page 47

WDT Reset is possible after configuring timeout O See Page 48

HW monitor | System temperature can be obtained O See Page 48

HW monitor | Power voltage can be obtained O See Page 48
RTC Time can be configured O |See Page 49
RS-232C Port Serial communication recognized O  |See Page 50
RS-485, RS-485 Serial communication recognized O  |See Page 52
CAN Port | AN Serial communication recognized O  |See Page 52
LTE Communication with base stations is possible O |See Page 53
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3.0perational Check Details

1. BootMode Setting

BootMode settings are configured in Bootloader: UEFI, which starts immediately after the product is

turned on.

If firmware is written to both the NVMeSSD and USB storage, the USB storage will be prioritized for
booting by default.

Once the product is turned on, press the Esc key to
enter UEFI mode when the NVIDIA logo and “Press
ESCAPE for boot options” are displayed.

* Do not press the Esc key multiple times.

_NVIDIA.

MUIDIA Orin NX based Contec Custom Board DK-U2100 OrinNano 46B Once the UEFI screen is disp|ayed, select Boot
Mot Specified 2.00 GHz
3.1-32827147 8 MB RAM

Maintenance Manager
-> Boot Option

UARNING: Test key detected.

Select Language <Standard English> This selection will
» Device Manager mainteance nensger. | ~> Change Boot Order
» Boot Manager .
Mot Ha intenance Mavager] in that order.

Continue

Reset

11-Move Highlight <Enter>=Select Entiy

Select the Boot Order list and press Enter.

Change the order

Change the order

Select the device whose boot order you want to
change and change the boot order by pressing the
+ and - keys.

After changing the order, confirm the change by
pressing Enter.

<UEFL Shell>

S=Complete Entry [
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_ Once confirmed, press the F10 key. A dialog will

Change the arder Change the arder then appear asking to save the settings. Press the Y
key to save.
NUIDIA Orin WX based Contec Custom Board DX-UZ100 OrinMano 4GB Press Esc to return to the initial screen and select
Not Specified 2.00 GHz
3.1-32827747 © MB RAM

[Continue] to exit UEFI mode.

UARNING: Test key detected.

Select Language <Standard English> This selection will .

i e VA e e ko hme toat  Once you have exited UEFI mode, the boot

» Boot Manager . . . .

» DTRrG sequence will restart with booting taking place from
Gt the configured device.

T1-Move Highlight <Enter>-Select Entry
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4 NVMeSSD Boot

Confirm that the OS boots from the enclosure's built-in NVMeSSD by setting NVMeSSD Boot in the

UEFI BootMode setting.

M~ contec@contec-desktop: ~

mount
dev/nvmednipl on / type ext4 (rw,relatime)
proc on /proc type proc (rw,relatime)
sysfs on /sys type sysfs (rw,relatime)
none on /dev type devtmpfs (rw,relatime,size=1557508k,nr_inodes=389377,mode=755)
selinuxfs on /sys/fs/selinux type selinuxfs (rw,relatime)
tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)
devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmod
e=000)
tmpfs on /run type tmpfs (rw,nosuid,nodev,size=339828k,mode=755)
tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)
tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev,noexec,mode=755)
cgroup2 on /sys/fs/cgroupfunified type cgroup2 (rw,nosuid,nodev,noexec,relatime,
nsdelegate)
cgroup on [sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xa
ttr,name=systemd)
pstore on /sys/fs/pstore type pstore (rw,nosuid,nodev,noexec,relatime)
efivarfs on /sys/firmwarejefi/efivars type efivarfs (rw,nosuid,nodev,noexec,rela
time)
none on /sys/fs/bpf type bpf (rw,nosuid,nodev,noexec,relatime,mode=700)
cgroup on /[sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blki
o)
cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,mem

4 USB Boot

On the console App of the DX-U2100/2200, execute
the mount command and confirm that
/dev/nvmeOn1p1(NVMeSSD)

is mounted as /(root).

In the UEFI BootMode settings, set the OS to boot from the USB storage and confirm that the USB

boots from the OS installed in the USB Storage.

* For details on how to create an OS image to install on the USB storage, refer to “Boot USB Image

Write Procedure (Page 25).”

" contec@contec-desktop: ~

mount
dev/sdal on

sysfs on [sys type sysfs (rw,relatime)

none on /dev type devtmpfs (rw,relatime,size=1557512k,nr_inodes=389378,mode=755)
selinuxfs on /[sys/fs/selinux type selinuxfs (rw,relatime)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmod
e=000)

tmpfs on /run type tmpfs (rw,nosuid,nodev,size=339828k,mode=755)

tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev,noexec,mode=755)

cgroup2 on /sys/fs/cgroup/unified type cgroup2 (rw,nosuid,nodev,noexec,relatime,
nsdelegate)

cgroup on [sys/fs/cgroup/systend type cgroup (rw,nosuid,nodev,noexec,relatime,xa
ttr,name=systemd)

pstore on /sys/fs/pstore type pstore (rw,nosuid,nodev,noexec,relatime)

efivarfs on [sys/firmwarefefi/efivars type efivarfs
time)

none on /sys/fs/bpf type bpf (rw,nosuid,nodev,noexec,relatime,mode=708)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,re
latime,net_cls,net_prio)

cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blki

,nosuid,nodev, noexec, rela

On the console App of the DX-U2100/2200, execute
the mount command and confirm that
/dev/sdal(usb)

is mounted as /(root).

— 35 —



mmmmm  QOperational Checks —m—
DX-U2100, DX-U2200 Reference Manual Software (Ubuntu 20.04.6 LTS)

2. DIP SW (SW1)

Confirm that switching of the recovery mode is possible using SW Pin1 and that switching of
watchdog timer operation is possible using SW Pin4.

Confirm that SW1, 2, and 3 pin values can be retrieved.

Bit No. ON/OFF Description

ON Turn this on for OS writing.

1

JL ﬁ ﬁ H H OFF Turn this off for a normal booting.
2 User defined

51234 )
3 User defined

ON Turn this on when watchdog is disabled.

OFF Turn this off for a normal booting.

€ DIP SW(SW1) 2pin

Confirm that the DIPSW 2 pin value can be retrieved with the following command.

root@contec-desktop:~# echo 401 >/sys/class/gpio/export
root@contec-desktop:~# echo in >/sys/class/gpio/gpio401/direction

DIP SW2: Operate switch to OFF

root@contec-desktop:~# cat /sys/class/gpio/gpio401/value
1

DIP SW2: Operate switch to ON

root@contec-desktop:~# cat /sys/class/gpio/gpio401/value
0

€ DIP SW(SW1) 3pin

Confirm that the DIPSW 3 pin value can be retrieved with the following command.

root@contec-desktop:~# echo 398 >/sys/class/gpio/export
root@contec-desktop:~# echo in >/sys/class/gpio/gpio398/direction

DIP SW3: Operate switch to OFF

root@contec-desktop:~# cat /sys/class/gpio/gpio398/value
1

DIP SW3: Operate switch to ON

root@contec-desktop:~# cat /sys/class/gpio/gpio398/value
0
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3. Check the display

4 HDMI Port

Select [System Settings]-[Displays]. Check the manufacturer information of the connected display
and the recommended resolution of the display can be displayed. Also, check the resolution and
rotation can be decided according to user's choice.

Settings = Displays Night Light

) Network
ViewSonic Corporation 29"

Bluetooth

Orientation Landscape «
C3 Background
) Resolution 3840 x 2160(16 1 9) ~
Appearance
0 Notifications Refresh Rate 60.02Hz ~
Q search Scale 100 % 200 % 300 % 400 %
i Applications ’ Fractional Scaling

May increase power usage, lower speed, or reduce display sharpness.
& Privacy ?

< online Accounts

A

> Sharing
1 sound
@® Power
) Mouse & Touchpad
Keyboard Shortcuts
=) Printers

1 Removable Media

Special note:

The recommended resolution or the currently selected resolution may not be displayed if the HDMI
cable is connected while the OS is running. In that case, use the display configuration tool again to
choose the appropriate resolution.
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4. HDMI Audio Operational Check

HDMI Output
Select [System Settings]-[Sound].

When using HDMI Port, select "HDMI/DisplayPort Built-in Audio” as the output destination, and press
the [Test] button. The following test screen is displayed. Confirm that sound is output from the display
by pressing the [Speaker] button.

Settings
&) Network
System Volume
Bluetooth
)
C3 Background
Appearance Over-Amplification
Allows raising the volume ab 00%. This can result in a loss of audio
0 Notifications quality; it is better to increase application volume settings, if possible
Q. search
Volume Levels
# Applications Y
@ System Sounds LD
= Privacy )
& Online Accounts Output
%o Sharing Output Device [ HDMI/ DisplayPort - Built-in Audio v || Test
Power Balance | |
@ Left Right
& Displays
Input
() Mouse & Touchpad
& Keyboard shortcuts Input Device @ AnalogInput - Built-in Audio -
o) Printers
Volume L
0 Removable Media
& Color Alert Sound
Default Bark DIip La nar

HDMI Port output test screen

2 N

Front Left Front Right
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5. Storage Operational Check

4 NVMeSSD

NVMeSSD is recognized as /dev/nvmeOn1.
Confirm that NVMeSSD is mounted as Rootfs when booting from MVMeSSD Boot.

root@contec-desktop:~# mount

/dev/nvmeOnlpl on / type ext4 (rw,relatime)

proc on /proc type proc (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

none on /dev type devtmpfs (rw,relatime,size=1557504k,nr_inodes=389376,mode=755)

selinuxfs on /sys/fs/selinux type selinuxfs (rw,relatime)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5mode=620,ptmxmode=000)

tmpfs on /run type tmpfs (rw,nosuid,nodev,size=339028k,mode=755)

tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev,noexec,mode=755)

cgroup?2 on /sys/fs/cgroup/unified type cgroup? (rw,nosuid,nodev,noexec,relatime,nsdelegate)

cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xattr,name=systemd)
pstore on /sys/fs/pstore type pstore (rw,nosuid,nodev,noexec,relatime)

efivarfs on /sys/firmware/efi/efivars type efivarfs (rw,nosuid,nodev,noexec,relatime)

none on /sys/fs/bpf type bpf (rw,nosuid,nodev,noexec,relatime,mode=700)

cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatime,cpu,cpuacct)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)

cgroup on /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,relatime,net_cls,net_prio)
cgroup on /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime,perf_event)

cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer)

cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids)

systemd-1 on /proc/sys/fs/binfmt_misc type autofs (rw,relatime,fd=28,pgrp=1,timeout=0,minproto=5,maxproto=>5,direct)
hugetlbfs on /dev/hugepages type hugetlbfs (rw,relatime,pagesize=2M)

mqueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)

sunrpc on /run/rpc_pipefs type rpc_pipefs (rw,relatime)

debugfs on /sys/kernel/debug type debugfs (rw,nosuid,nodev,noexec,relatime)

tracefs on /sys/kernel/tracing type tracefs (rw,nosuid,nodev,noexec,relatime)

configfs on /sys/kernel/config type configfs (rw,nosuid,nodev,noexec,relatime)

binfmt_misc on /proc/sys/fs/binfmt_misc type binfmt_misc (rw,nosuid,nodev,noexec,relatime)

tmpfs on /run/user/124 type tmpfs (rw,nosuid,nodev,relatime,size=339024k,mode=700,uid=124,gid=130)
fusectl on /sys/fs/fuse/connections type fusectl (rw,nosuid,nodev,noexec,relatime)

gvfsd-fuse on /run/user/124/gvfs type fuse.gvfsd-fuse (rw,nosuid,nodev,relatime,user_id=124,group_id=130)
tmpfs on /run/user/1000 type tmpfs (rw,nosuid,nodev,relatime,size=339024k,mode=700,uid=1000,gid=1001)
gvfsd-fuse on /run/user/1000/gvfs type fuse.gvfsd-fuse (rw,nosuid,nodev,relatime,user_id=1000,group_id=1001)




mmmmm  QOperational Checks —m—
DX-U2100, DX-U2200 Reference Manual Software (Ubuntu 20.04.6 LTS)

4 USB Boot

USB storage is recognized as an SCSI device such as /dev/sda1.
Check that USB storage is mounted as Rootfs in USB Boot.

root@contec-desktop:~# mount

/dev/sdal on / type ext4 (rw,relatime)

proc on /proc type proc (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

none on /dev type devtmpfs (rw,relatime,size=1557512k,nr_inodes=389378,mode=755)

selinuxfs on /sys/fs/selinux type selinuxfs (rw,relatime)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5mode=620,ptmxmode=000)

tmpfs on /run type tmpfs (rw,nosuid,nodev,size=339028k,mode=755)

tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k)

tmpfs on /sys/fs/cgroup type tmpfs (ro,nosuid,nodev,noexec,mode=755)

cgroup?2 on /sys/fs/cgroup/unified type cgroup? (rw,nosuid,nodev,noexec,relatime,nsdelegate)

cgroup on /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xattr,name=systemd)
pstore on /sys/fs/pstore type pstore (rw,nosuid,nodev,noexec,relatime)

efivarfs on /sys/firmware/efi/efivars type efivarfs (rw,nosuid,nodev,noexec,relatime)

none on /sys/fs/bpf type bpf (rw,nosuid,nodev,noexec,relatime,mode=700)

cgroup on /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup on /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)

cgroup on /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids)

cgroup on /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,relatime,net_cls,net_prio)
cgroup on /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup on /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)

cgroup on /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio)

cgroup on /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset)

cgroup on /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime,perf_event)

cgroup on /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer)

systemd-1 on /proc/sys/fs/binfmt_misc type autofs
(rw,relatime,fd=28,pgrp=1,timeout=0,minproto=5,maxproto=>5,direct)

hugetlbfs on /dev/hugepages type hugetlbfs (rw,relatime,pagesize=2M)

mqueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)

sunrpc on /run/rpc_pipefs type rpc_pipefs (rw,relatime)

debugfs on /sys/kernel/debug type debugfs (rw,nosuid,nodev,noexec,relatime)

tracefs on /sys/kernel/tracing type tracefs (rw,nosuid,nodev,noexec,relatime)

configfs on /sys/kernel/config type configfs (rw,nosuid,nodev,noexec,relatime)

binfmt_misc on /proc/sys/fs/binfmt_misc type binfmt_misc (rw,nosuid,nodev,noexec,relatime)

tmpfs on /run/user/1000 type tmpfs (rw,nosuid,nodev,relatime,size=339024k,mode=700,uid=1000,gid=1001)
fusectl on /sys/fs/fuse/connections type fusect! (rw,nosuid,nodev,noexec,relatime)

gvfsd-fuse on /run/user/1000/gvfs type fuse.gvfsd-fuse (rw,nosuid,nodev,relatime,user_id=1000,group_id=1001)
tmpfs on /run/user/0 type tmpfs (rw,nosuid,nodev,relatime,size=339024k,mode=700)
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6. LAN Operational Check
€ Network Settings

The four Gigabit Ethernet ports are recognized by Linux as the following interface names, respectively.

LAN-A : lan0

lan0: flags=4099<UPRBROADCAST,MULTICAST> mtu 1500
ether 48:b0:2d:d8:¢9:26 txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

LAN-B : lan1

lanl: flags=4099<UPBROADCAST,MULTICAST> mtu 1500
ether 00:80:4c:6b:al:3d txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
device memory 0x20a8000000-20a807ffff

LAN-C : lan2

lan2: flags=4099<UPRBROADCAST,MULTICAST> mtu 1500
ether 00:80:4c:6b:al:3e txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0
device memory 0x3228000000-322807ffff

LAN-D : lan3

lan3: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether 00:80:4c:6b:al:3f txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors 0 dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
device memory 0x3828000000-382807ffff
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GUI or nmcli command can be used for settings.

Setting with GUI
Select [System Settings] - [Network].

Select the settings icon located to the right of the

B seetoath Reslik ethamet & LAN port to be configured and select Edit
ER— celeuptigzed S Connections....

P
= Appearance Ethernet {lan1)

Notifications

B

cable unplugaed o
Q search
i applications 5 Ethernet (lan2) +
6 privacy ) Cable unplugged -3

% Online Accounts
Ethernet (lan3) 4

. Sharing

cable unplugged =]
11 sound
D Power VPN +
&) Displays

Not set up
) Meusea Touchpad
(=) Keyboard Shartcuts Network Proxy off
i Printers
6 removable Media

Details Identity IPv4 IPvé Security

ced 100 Mb/s

192.168.11.90

Pvb Address Fe80:87ce:6923:4a1e:ecdf

e Address 00:80:4C:6B:9D:0B

Default Route 192.168.11.1
DRSS 192.168.11.1
Connect automatically

Make available to other users

Metered connection: has data limits or can incur charges
Software updates and other large downloads will not be started automaticall;

Remove Connection Profile

cancel wired Apply On the IPv4 Settings tab, configure the method, IP
e address, netmask, and gaFeway before pressing
[Apply] to apply your settings.
IPv4 Method Automatic (DHCP) Link-Local Only
© Manual Disable

Shared to other computers

Addresses
Addre Netmask Sateway

10.0.0.1 8 10.0.0.254 ]

DNS Automatic ()

Separate IP addresses with comma:
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€ SSH Operations

Access the SSH server of the DX-U2000 Ubuntu and confirm that remote login can be performed.

For Linux, start a terminal and use the SSH command to make the connection.

$ ssh user_name@ip_address

Use Tera Term on the Windows PC, enter the IP of the DX-U2000 to see whether connecting via SSH

succeeds.
Tera Term: FLLVEES X
®TCp/IP AR [1000.101 V|
M) .
B2 O Telnet TCPr—h#(P):
®ssH  SsH AUl [ssHe ~
Tt JOk3ILEC) UNSPEC -
Qi) FILE) COMI: IntellR) Active Management Tech
FeEI | | NLTH)

Enter the username and password used in the Ubuntu configuration.

If everything is in order, connection will be completed as below.

Tl 10.0.0.101 - contec@contec-desktop: ~ VT — O X
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7. USB2.0 Port Operational Check

When a USB memory device is inserted into the USB2.0 Port, it will be recognized as shown below.

Before USB memory device is inserted

root@contec-desktop:~# Isusb -t

/: Bus 02.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 10000M

/: Bus 01.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 480M
|__Port 2: Dev 2, If 0, Class=Hub, Driver=hub/4p, 480M

After USB memory device is inserted

root@contec-desktop:~# Isusb

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 001 Device 005: ID 05e3:0749 Genesys Logic, Inc.

Bus 001 Device 002: ID 0424:2514 Microchip Technology, Inc. (formerly SMSC) USB 2.0 Hub
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

root@contec-desktop:~# Isusb -t
/: Bus 02.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 10000M
/: Bus 01.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 480M
|__ Port 2: Dev 2, If 0, Class=Hub, Driver=hub/4p, 480M
|__ Port 1: Dev b, If 0, Class=Mass Storage, Driver=usb-storage, 480M

root@contec-desktop:~# mount
/dev/nvmeOnlpl on / type ext4 (rw,relatime)
proc on /proc type proc (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

/dev/sdal on /media/contec/e0764697-78c3-4f33-b8d9-07d942a570c4 type extd
(rw,nosuid,nodev,relatime,uhelper=udisks2)
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8. USB3.2 Gen1 (USB3.0) Port Operational Check

When a USB memory device is inserted into the USB3.2 Gen1 (USB3.0) Port, it will be recognized as
shown below.

Before USB memory device is inserted

root@contec-desktop:~# Isusb -t

/: Bus 02.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 10000M

/: Bus 01.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 480M
|__Port 2: Dev 2, If 0, Class=Hub, Driver=hub/4p, 480M

After USB memory device is inserted

root@contec-desktop:~# Isusb

Bus 002 Device 004: ID 0411:031e BUFFALO INC. (formerly MelCo., Inc.) SSD-PHC/N

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 001 Device 002: ID 0424:2514 Microchip Technology, Inc. (formerly SMSC) USB 2.0 Hub
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

root@contec-desktop:~# Isusb -t

/. Bus 02.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 10000M
|__ Port 2: Dev 4, If 0, Class=Mass Storage, Driver=uas, 10000M

/: Bus 01.Port 1: Dev 1, Class=root_hub, Driver=tegra-xusb/4p, 480M
|__ Port 2: Dev 2, If 0, Class=Hub, Driver=hub/4p, 480M

root@contec-desktop:~# mount
/dev/nvmeOnlpl on / type ext4 (rw,relatime)
proc on /proc type proc (rw,relatime)

sysfs on /sys type sysfs (rw,relatime)

/dev/sdal on /media/contec/volume type ext4
(rw,nosuid,nodev,relatime,uid=1000,gid=1001,fmask=0022,dmask=0022,iocharset=utf8,errors=remount-
ro,uhelper=udisks?2)
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9. RAS Operational Check

The following section describes how to check the operations of the pre-installed RAS sample application.
* For the latest version of the RAS driver CORAS (LNX), see the Contec website.

€ General-purpose 1/0 Operations

Launch a console window. Execute the DIO sample (ras_dio) as follows. The result is displayed.

root@contec-desktop:~# ras_dio
BUILD_DATE=Jan 15 2021:09:02:41

/ras_dio [-i|-0] [portnum] [value]

-i [portnum] : get port state

-0 [portnum] [value] : set port state to [value]

R SR NEE—— R +
| DI | DIO | |
R — R EEEE— EEEE +
| [10]10]COM |
R — R EEEE— EEEE +
| portnum [ 01123} |

R SR NEE—— NEE—— +

Read the status of DI1 Port
root@contec-desktop:~# ras_dio -i 0
1

Write the DIO1 Port
root@contec-desktop:~# ras_dio-02 1

Process overview:

Run the DIO sample to see that you can get the input state and change the output state.
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4 POWER LED Operations

Launch a console window. Run the ras_misc sample as follows, and see that the POWER LED turns
off all lights, turns solid red, flashes red, and turns solid green.

Refer to the RAS-API document for details about the API.

#all lights off
root@contec-desktop:~# ras_misc -s 0
Set LED Status mode
MT_SetLEDStatus End

#solid red

root@contec-desktop:~# ras_misc -s 1
Set LED Status mode
MT_SetlLEDStatus End

#flash red

root@contec-desktop:~# ras_misc -s 2
Set LED Status mode
MT_SetLEDStatus End

#solid green

root@contec-desktop:~# ras_misc -s 4
Set LED Status mode
MT_SetlLEDStatus End

Process overview:
Confirm that the POWER LED turns on, turns off, and flashes.
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€ Watchdog Timer Operations

Launch a console window. Execute the WDT sample as follows, and confirm that the system is reset
after WDT timeout. Refer to the contents of the RAS-API documentation for details about the API.

root@contec-desktop:~# ras_wdt -s 30
enter start WDT mode

MT_SetWDT End

MT_StartWDT End

Process overview:
In the execution example, the system will be reset about 30 seconds after executing the WDT sample.
(*If ras_wdt is already running, the WDT may not work properly.

Please make sure that there are no other ras_wdt processes running when you check the WDT
operations.)

€ Hardware Monitor Operational Check

Launch a console window. Execute the ras_misc sample as follows, and confirm that system
temperature and the system'’s power-supply voltage can be retrieved. Refer to the contents of the
RAS-API documentation for details about the API.

# retrieve system temperature
root@contec-desktop:~# ras_misc -t
enter stop WDT mode

ftemp = 45.444687

# retrieve power-supply voltage
root@contec-desktop:~# ras_misc -I
enter WDT mode Setting

fvol = 24.043430
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10. RTC Operational Check

Confirm that the date and time can be manually changed by entering the timedatectl command on
the console screen.

root@contec-desktop:~# timedatectl set-ntp false #Stop the systemd-timesynced.service
root@contec-desktop:~# timedatectl set-time "2022-09-08 12:00:00" #Set the time
root@contec-desktop:~# timedatectl status ~ #Check the status
root@contec-desktop:~# timedatectl set-time "2023-09-08 12:00:00"
root@contec-desktop:~# timedatectl status
Local time: Fri 2023-09-08 12:00:03 JST
Universal time: Fri 2023-09-08 03:00:03 UTC
RTC time: Fri 2023-09-08 03:00:03
Time zone: Asia/Tokyo (JST, +0900)
System clock synchronized: no
NTP service: inactive
RTC in local TZ: no

In addition, confirm that the RTC keeps the time even after the power is turned OFF->ON.

root@contec-desktop:~# timedatectl status
Local time: Fri 2023-09-08 12:01:41 JST
Universal time: Fri 2023-09-08 03:01:41 UTC
RTC time: Fri 2023-09-08 03:01:41
Time zone: Asia/Tokyo (JST, +0900)
System clock synchronized: no
NTP service: inactive
RTC in local TZ: no

This is the procedure for synchronizing the time using the systemd-timesyncd service.
Set the server settings for time synchronization according to your environment.

root@contec-desktop:~# timedatectl set-ntp true #Start the systemd-timesynced.service
root@contec-desktop:~# timedatectl status ~ #Check the status
Local time: Fri 2023-09-08 12:03:31 JST
Universal time: Fri 2023-09-08 03:03:31 UTC
RTC time: Fri 2023-09-08 03:03:31
Time zone: Asia/Tokyo (JST, +0900)
System clock synchronized: no
NTP service: active
RTC in local TZ: no
root@contec-desktop:~# vi /etc/systemd/timesyncd.conf #Edit the setting file
root@contec-desktop:~# systemctl restart systemd-timesyncd #Restart the service (Reflect the settings)
root@contec-desktop:~# timedatectl status #Check the status
Local time: Tue 2023-06-13 09:35:24 JST
Universal time: Tue 2023-06-13 00:35:24 UTC
RTC time: Tue 2023-06-13 00:35:25
Time zone: Asia/Tokyo (JST, +0900)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no
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11. RS-232C Port Operational Check

The RS-232C Port is located on the side of the DX-U2000 product model.

RS-232C Port Pin Assignment

Connector used on the product ‘ 9-pin D-SUB (MALE)

No.4-40UNC inch nut

Pin No. Signal Name Description Direction

1 DCD Carrier detect Input

2 RD Received data Input
3 TD Transmitted data Output
4 DTR Data terminal ready Output
5 GND Signal ground |  -----

6 DSR Data set ready Input
7 RTS Request to send Output
8 CTS Clear to send Input
9 RI Ring indicator Input

It is confirmed that TX/RX and RTS/CTS are looped back and can send/receive by linux-serial-test.

root@contec-desktop:~# linux-serial-test -c -s -e -p /dev/ttyTHSO -b 115200 -0 5 -i 7

Linux serial test app

Stopped transmitting.

/dev/ttyTHS1: count for this session: rx=57135, tx=57135, rx err=0

/dev/ttyTHS1: TIOCGICOUNT: ret=0, rx=57135, tx=830, frame = 0, overrun = 0, parity = 0, brk = 0, buf_overrun = 0
Stopped receiving.

/dev/ttyTHS1: count for this session: rx=57135, tx=57135, rx err=0

/dev/ttyTHS1: TIOCGICOUNT: ret=0, rx=57135, tx=830, frame = 0, overrun = 0, parity = 0, brk = 0, buf_overrun = 0
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12. RS-485/CAN Port Operational Check

The product is equipped with a non-isolated RS-485 interface port and a non-isolated CAN interface
port.

Connector used on the product 15EDGRC-THR-3.5-05P-13-00AH (DEGSON)
RS485 CAN
[+ - GND[L H]
il
Pin No. Signal Name Description

1 RS-485+ RS-485 data sent/received (+)

2 RS-485- RS-485 data sent/received (-)

3 GND Signal GND

4 CAN-L CAN data sent/received (Low)

5 CAN-H CAN data sent/received (High)

The terminal can be switched by using the terminal switch (SW2).
For details, see the DX-U2100 and DX-U2200 Reference Manual Hardware Edition.
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€ RS-485 Port Operational Check

In the stty command, set the baud rate to 115200, and using the echo and cat commands, check that
communication with the device (COM-2PD(PCI)H) is possible.

.+ COM-2PD(PCI)H (teraterm)
abcdefghijklmnopgrstuvwxyz
abcdefghijklmnopgrstuvwxyz

+ DX-U2000

root@contec-desktop:~# stty -F /dev/ttyTHS1 115200
root@contec-desktop:~# echo abcdefghijkimnopgrstuvwxyz > /dev/ttyTHS1
root@contec-desktop:~# cat /dev/ttyTHS1

abcdefghijklmnopqrstuvwxyz

€ CAN Port Operational Check

Using the cansend and candump commands, check that communication is possible with the PEAK-
System CAN card (PCAN-PCI Express FD).

+ PCAN-PCI Express FD

ubuntul@ubuntul-B560M:~$ ip link set can0 type can bitrate 1000000
ubuntul@ubuntul-B560M:~$ ip link set can0 up
ubuntul@ubuntul-B560M:~$ candump can0Q

can0 00000123 [8] 1234567890 ab cd ef
ubuntul@ubuntul-B560M:~$ cansend can0 124#1234567890abef

. DX-U2000

root@contec-desktop:~# ip link set can0 type can bitrate 1000000
root@contec-desktop:~# ip link set can0 up
root@contec-desktop:~# cansend can0 123#1234567890abef
root@contec-desktop:~# candump can0

can0 00000124 [8] 1234567890 ab cd ef
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13. LTE Module Operational Check

This section describes how to perform an operation check of the LTE module (SIM7600G-H) equipped
on the DX-U2100/2200 series LTE model.

The CPU module and LTE module are internally connected by GPIO/USB 2.0. The power supply PIN
on the LTE module is controlled by GPIO, and the CPU module recognizes the LTE module as a USB
device when the power is turned on.

* The wireless communication function of this product can only be used in Japan and requires a
separate SIM card contract.

The following SIM card-related information must also be prepared in advance.

® APN, User name, Password

@ Inserting a nanoSIM Card into the Product and Attaching
the Antennas
With power to the DX-U2100/2200 off, insert a nanoSIM card into the SIM card slot on the side of
the chassis.
Next, attach antennas to ANT1 and ANT4.

* For details, see the Reference Manual Hardware Edition.

ANT4 ANTS ANTZ SW1 T1

O %

o o
_I‘ = o T

=

L

SIM Setting Switch
(SW1)

Micro-USB



mmmmm  QOperational Checks —m—
DX-U2100, DX-U2200 Reference Manual Software (Ubuntu 20.04.6 LTS)

& LTE Module USBMODE

The LTE module (SIM7600G-H) can be switched between multiple USBMODEs.

A different Linux Kernel Driver is used depending on the VID and PID of the USBMODE, as shown in
the table below. The factory default USBMODE is “1e0e:9001."

To confirm operation, switch the USBMODE to “1e0e:9011,” and check operations run by the RNDIS
driver.

* USBMODE settings are saved to the LTE module after the power is turned off, and the module starts
up in the previous USBMODE.

VID : PID Linux Kernel Driver
1e0e:9001(Factory default setting) SIMCOM wwan/QMI driver
1e0e:9003 MBIM driver
1e0e:9011 RNDIS driver

After turning on the LTE module in RNDIS USBMODE, it will be recognized as network interface usb1.

LTE: usb1

ether be:f9:22:78:c4:64 txqueuelen 1000 (Ethernet)
RX packets 0  bytes 0 (0.0 B)
RX errors 0 dropped O overruns 0 frame O
TX packets 0 bytes 0 0.0 B)
TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

After turning on the power, the following virtual USB serial IF is also created between the
DX-U2100/2200 < LTE module.

Device File Name Type Applications
/dev/ttyUSBO USB serial Diagnostic Interface
/dev/ttyUSB1 USB serial GPS NMEA Interface
/dev/ttyUSB2 USB serial AT port Interface
/dev/ttyUSB3 USB serial Modem port Interface
/dev/ttyUSB4 USB serial USB Audio Interface
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€ LTE Module Settings/Setup

Using the AT command, perform setup and check that the ping command successfully reaches the
external network.

* Execute the following with root privileges. * apn, pass, and user are tentative values.

root@contec-desktop:~# fusr/local/bin/LTE_on.sh # LTE module power-on

root@contec-desktop:~# Isusb #Confirm LTE module startup

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 001 Device 010: ID 1e0e:9001 Qualcomm / Option SimTech, Incorporated

Bus 001 Device 002: ID 0424:2514 Microchip Technology, Inc. (formerly SMSC) USB 2.0 Hub
Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

root@contec-desktop:~# systemctl stop ModemManager # Stop ModemManager
root@contec-desktop:~# minicom -D /dev/ttyUSB2 # Setup with AT command
ctrl+ae #minicom  Enable local echo

AT+CUSBPIDSWITCH=9011,1,1 #LTE module Switch USBMODE

OK

# Switching the LTE module USBMODE restarts the LTE module, so end minicom first.
ctrl+a q # End minicom

root@contec-desktop:~# Isusb  #Confirm that the LTE module starts up with VIDPID [1e0e:9011]
Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub

Bus 001 Device 003: ID 1e0e:9011 Qualcomm / Option SimTech, Incorporated

Bus 001 Device 002: ID 0424:2514 Microchip Technology, Inc. (formerly SMSC) USB 2.0 Hub

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

root@contec-desktop:~# minicom -D /dev/ttyUSB2 # Re-setup with AT command

ctrl+ae #minicom  Enable local echo
AT+CGDCONT=1,"IPV4V6","apn" # APN setting
OK

AT+CGAUTH=1,3,"pass","user" #USER,PASS setting
OK

AT+CNMP=2 # Change mode (automatic)
OK

ctrl+a q # End minicom

root@contec-desktop:~# ifconfig usb1 # Network interface check

usb1: flags=4163 <UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet6 fe80::a134:8fa6:8501:10f4 prefixlen 64 scopeid 0x20<link>
ether 82:7c:e2:73:ff:.87 txqueuelen 1000 (Ethernet)
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RX packets 0 bytes 0 (0.0 B)

RX errors 0 dropped 0 overruns 0 frame 0

TX packets 0  bytes 0 (0.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

root@contec-desktop:~# ip addr flush dev usb1 # Delete cache
root@contec-desktop:~# dhclient -v usb1 # Acquire IP address
Internet Systems Consortium DHCP Client 4.4.1

Copyright 2004-2018 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/

Listening on LPF/usb1/be:f9:22:78:c4:64

Sending on  LPF/usb1/be:f9:22:78:c4:64

Sending on  Socket/fallback

DHCPREQUEST for 192.168.225.23 on usb1 to 255.255.255.255 port 67 (xid=0xfc4b5f3)
DHCPACK of 192.168.225.23 from 192.168.225.1 (xid=0xf3b5c40f)

bound to 192.168.225.23 -- renewal in 20868 seconds.

root@contec-desktop:~# ping -c 4 -1 usb1 www.google.com # Execute ping command for Google
PING www.google.com (142.250.198.4) from 192.168.225.23 usb1: 56(84) bytes of data.

64 bytes from nrt12s58-in-f4.1e100.net (142.250.198.4): icmp_seq=1 ttI=118 time=48.3 ms

64 bytes from nrt12s58-in-f4.1e100.net (142.250.198.4): icmp_seq=2 ttI=118 time=50.6 ms

64 bytes from nrt12s58-in-f4.1e100.net (142.250.198.4): icmp_seq=3 ttI=118 time=49.4 ms

64 bytes from nrt12s58-in-f4.1e100.net (142.250.198.4): icmp_seq=4 ttl=118 time=44.0 ms

--- www.google.com ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms
rtt min/avg/max/mdev = 44.041/48.088/50.640/2.483 ms
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& LTE Module Auto Power-on

To automatically turn the LTE module on when starting DX-U2100/2200, execute the following
commands.

* Execute the following with root privileges.

- LTE Module Auto Power-on

root@contec-desktop:~# systemctl enable LTE_power

Created symlink /etc/systemd/system/multi-user.target.wants/LTE_power.service —
/lib/systemd/system/LTE_power.service.

- Disable LTE module power-on
root@contec-desktop:~# systemctl disable LTE_power
Removed /etc/systemd/system/multi-user.target.wants/LTE_power.service.
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€ ModemManager

The DX-2000 series runs ModemManager as a standard Ubuntu service.

ModemManager regularly collects LTE information via /dev/ttyUSB2.

When directly sending and receiving AT commands by minicom, etc. to /dev/ttyUSB2, use the
following command to stop ModemManager.

* If ModemManager is running, AT commands may not be sent and received properly.

- Start ModemManager
root@contec-desktop:~# # systemctl start ModemManager

- Stop ModemManager
root@contec-desktop:~# # systemctl stop ModemManager

To stop ModemManager at startup, set the service to disable in systemctl.

- Enable ModemManager startup
root@contec-desktop:~# # systemctl enable ModemManager

- Disable ModemManager startup
root@contec-desktop:~# # systemctl disable ModemManager

When ModemManager is running, you can use the mmcli command to retrieve LTE module and SIM
card information.

The following is an output example when ping communication is possible after a SORACOM SIM
card is inserted and set up.

— Check connection status

root@contec-desktop:~# mmcli -m 0
General | path: /org/freedesktop/ModemManager1/Modem/0
| device id: 47ed04c34d65e328765403fa1bfc82fdf1ab68ba
Hardware | manufacturer: SIMCOM INCORPORATED
| model: SIMCOM_SIM7600G-H
| firmware revision: LE20B01SIM7600G-H-M2
| supported: gsm-umts, Ite
| current: gsm-umts, Ite
| equipment id: 86882204027XXXX
System | device: /sys/devices/platform/3610000.xhci/usb1/1-3
| drivers: option, rndis_host
| plugin: simtech
| primary port: ttyUSB2
| ports: ttyUSBO (qcdm), ttyUSB2 (at), ttyUSB3 (at), usb1 (net)

Numbers | own: 0200101 162XXXX

Status | unlock retries: sim-pin (3), sim-puk (10), sim-pin2 (3), sim-puk?2 (10)
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| state: registered // Connection Status
| power state: on
| access tech: Ite
| signal quality: 100% (recent)
Modes | supported: allowed: 2g; preferred: none
| allowed: 3g; preferred: none
| allowed: 2g, 3g; preferred: none
| allowed: 2g, 3g; preferred: 2g
| allowed: 2g, 3g; preferred: 3g
| current: allowed: any; preferred: none

3GPP | imei: 86882204027XXXX
| operator id: 44010
| operator name: NTT DOCOMO NTT DOCOMO
| registration: home

- Display base station information

root@contec-desktop:~# mmcli -m 0 --location-get
3GPP | operator mcc: 440
| operator mnc: 20
| location area code: 8106
| tracking area code: 000000
| cell id: 01FB405D




mmmmm  QOperational Checks —m—
DX-U2100, DX-U2200 Reference Manual Software (Ubuntu 20.04.6 LTS)

€ Confirm/Reset LTE APN, USER, PASSWD Settings

- Confirm APN, USER, PASSWD settings

Use the following commands to confirm LTE module settings with the AT command.

* The following APN, USER, and PASSWD settings are saved after the LTE module is turned off or
reset.

For details of AT command specifications, see the SIM7600G-H AT Command Reference Manual.

(https://techship.com/download/simcom-sim7500-and-sim7600-series-at-command-manual-v3-

0/)

root@contec-desktop:~# systemctl stop ModemManager # stop ModemManager
root@contec-desktop:~# minicom -D /dev/ttyUSB2 #AT command IF open with the minicom command

ctrl+a e # Enable minicom local echo
AT+CGDCONT? # Confirm APN setting

+CGDCONT: 1,"IPV4V6","soracom.io","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0
+CGDCONT: 2,"IPV4V6","","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0
+CGDCONT: 3,"IPV4V6","","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0
+CGDCONT: 4,"IPV4Ve","*,"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0
+CGDCONT: 5,"IPV4Vve","*,"0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0
+CGDCONT: 6,"IPV4V6","","0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0",0,0,0,0

oK
AT +CGAUTH? # Confirm USER/PASSWD settings

+CGAUTH: ,,"ctnet@mycdma.cn”,"vnet.mobi"(for CDMA1x-EvDo only)
+CGAUTH: 1,3,"sora","sora"

+CGAUTH: 2,0

+CGAUTH: 3,0

+CGAUTH: 4,0

+CGAUTH: 5,0

+CGAUTH: 6,0

OK
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- Reset APN, USER, PASSWD settings
You can clear settings for each index by setting no arguments for AT+ CGDCONT/AT+CGAUTH.

root@contec-desktop:~# systemctl stop ModemManager # stop ModemManager
root@contec-desktop:~# minicom -D /dev/ttyUSB2 # AT command IF open with the minicom command

ctrl+ae # Enable minicom local echo
AT+CGDCONT=1 #APN setting index1 Delete

oK

AT+CGAUTH=1 # USER/PASSWD setting index1 Delete

oK
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€ Troubleshooting for Connection Failures

If you cannot connect to an external network via the LTE module for some reason, confirm the
following AT command response results.

The following is an output example when ping communication is possible after a SORACOM SIM
card is inserted and set up.

- Confirm that SIM card is inserted

AT+CPIN?

+CPIN: READY #Confirm that SIM card is inserted
oK

- Confirm network mode settings

AT+CNMP?

+CNMP: 2 # Selected mode for connection method: Automatic
oK

- Confirm antenna strength

AT+CSQ

+CSQ: 23,99 # antenna strength: 23
oK

- Confirm carrier access

AT+COPS?

+COPS: 0,0,"NTT DOCOMO NTT DOCOMO",7
oK

— Confirm Internet connection

AT+CPSI?

+CPSl: LTE,Online,440-10,0x637F,114529572,283,EUTRAN-BAND3,1850,5,5,-84,-757,-46
oK
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14. Power Failure Protection Function

The DX-U2200 is equipped with the Power Failure Protection system that protects data and prohibits
writing to storage in the event of a power failure. When the Power Failure Protection system is
enabled, all writing data to the NVMeSSD is saved in RAM, and all writing data in RAM is discarded
when the product is restarted.

Application Application
T Y
Rootfs Rootfs
Software (EXT4) (OverlayFS)
A A _ ?
e A v
Hardware Read Write RAM
(tmpfs)
v V
NVMeSSD NVMeSSD
(Read/Write) (WriteProtect)
Normal Startup Power Failure Protection

Power Failure Protection system overview

This function is supported only with version L4T R35.5.0 and later of the firmware for the DX-
U2000 Series NVMeSSD.

*  This function is supported for NVMeSSD Boot only. If using USB Boot, make sure this function
is disabled before starting the product.

€ Switching the Power Failure Protection System (Linux)

*

Change the setting with the command and restart the product to apply the setting.

Enable the Power Failure Protection system
root@contec-desktop:~# set_write_protect.sh -e
Enable

Disable the Power Failure Protection system
root@contec-desktop:~# set_write_protect.sh -d
Disable
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€ Switching the Power Failure Protection System (UEFI)

The Power Failure Protection system can be enabled and disabled from UEFI mode.

NVIDIA.

NUIDIA Orin NX based Contec Custom Board DX-U2180 OrinNano 4GB
Not Specified 2.00 GHz
3.1-32827747 © HB RAM

UARNING: Test key detected.

Select Language <Standard English> This selection will
take you to the Boot

» Device Manager Maintenance Manager

» Boot Manager
> |m.imim

Cont inue
Reset

t1-Move Highlight <Enter>

NUMe Configuration

Control write protect
function for InnoDisk
38D

Select Entiy

UriteProtect

<Disahled>

Disabled |

Enabled

NUMe Configuration

Control write protect

UriteProtect function for InmaDisk
55D

KEnahled>

faults
Ti=Move Highlight Enter>=Sele ntry

NUIDIA Orin NX based Contec Custom Board DX-U2100 OrinMNano 46B
Not Specified 2.00 GHz
3.1-3282747 8 MB RAN

UARNING: Test key detected.

Select Language <Standard English> This selection will
take you to the Boot

» Device Manager Maintenance Manager

* Boot Manager

Cont inue
Reset

T1=Move Highlight

<Enter>=Selecl Entiy

Once the product is turned on, press the Esc key to
enter UEFI mode when the NVIDIA logo and “Press
ESCAPE for boot options” are displayed.

* Do not press the Esc key multiple times.

Once the UEFI screen is displayed, select Boot
Device Manager
-> Contec Configuration
-> NVMe Configuration
in that order.

Select WriteProtect and set the desired value.

Disable : Disable the Power Failure Protection
system
Enable : Enable the Power Failure Protection system

Once confirmed, press the F10 key. A dialog will
then appear asking to save the settings. Press the Y
key to save.

Press Esc to return to the initial screen and select
[Continue] to exit UEFI mode.

Once you have exited UEFI mode, restart the
product and the product will start according to the
set value.
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€ Checking the Power Failure Protection System Setting

You can check the setting that will be applied the next time the product starts with the following
command.

- Enable
root@contec-desktop:~# set_write_protect.sh -s
Enable

- Disable
root@contec-desktop:~# set_write_protect.sh -s
Disable

You can check whether the Power Failure Protection system is currently enabled or disabled with the
mount command.

- Enable

root@contec-desktop:~# mount

overlayfs-root on / type overlay
(rw,relatime,lowerdir=/mnt/lower,upperdir=/mnt/rw/upper,workdir=/mnt/rw/work)

- Disable
root@contec-desktop:~# mount
/dev/nvme0Onlpl on / type extd (rw,relatime)

€ Checking the Operation of the Power Failure Protection
System

When the Power Failure Protection system is enabled, you can confirm that the data created on
Rootfs will not be saved the next time the product starts.

root@contec-desktop:~# echo abcdefghijkimnopqrstuvwxyz >test  #Write test data
root@contec-desktop:~# sync #Write data
root@contec-desktop:~# cat test #Check data
abcdefghijklmnopgrstuvwxyz

root@contec-desktop:~# reboot
Restart

root@contec-desktop:~# cat test #Check that data was discarded
cat: test: No such file or directory
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€ Precautions When Using the Power Failure Protection
System Together with Docker

When the Power Failure Protection system is enabled and the Docker Storage Driver is overlay2, an
error such as the following will occur in the kernel log and the Docker service will not run correctly.

root@contec-desktop:~# dmesg | grep overlayfs
[ 46.706749] overlayfs: filesystem on '/var/lib/docker/overlay2/check-overlayfs-support3736301870/upper' not
supported as upperdir

In this situation, the error can be prevented by changing the Docker Storage Driver to fuse-overlayfs.

Add the text in bold to the following file and restart the product.
After the product restarts, the Storage Driver was correctly changed if the Storage Driver is reported
as fuse-overlayfs.

* Set the Storage Driver when the Power Failure Protection system is disabled because writing is
necessary to make this change.

root@contec-desktop:~# vim /etc/docker/daemon.json

{
"storage-driver": "fuse-overlayfs",
"runtimes": {
"nvidia": {
"path": "nvidia-container-runtime",
"runtimeArgs": []
}
}
}
Restart

root@contec-desktop:~# docker info
Client:
Version: 24.0.5

Storage Driver: fuse-overlayfs

* When the Storage Driver is changed, the containers deployed in the Docker environment before
the change will not run. In this case, deploy the containers again.



Customer Support and
Inquiry

CONTEC provides the following support services for you to
use CONTEC products more efficiently and comfortably.
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CONTEC offers the useful information including product manuals that can be downloaded through
the Contec website.

Download

https://www.contec.com/download/

You can download updated device driver, firmware, and differential " ___
manuals in several languages. Membership registration (myCONTEC)

is required to use the services.
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