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Before Using the Product

This is the System Setup Guide for the M2M controller, CPS-MC341.
The CPS-MC341 referred to in the guide as “the product”.
Regarding the hardware, see the supplied Hardware Setup Guide for details.

Before using the product, visit our website to check the firmware version and update to the latest one

if necessary.

Online Help

Please refer to our online help for Creating monitoring screen (CONPROSYS HMI) and Task edit
(CONPROSYS VTC) through the links below.

CONPROSYS HMI

http://data.conprosys.com/help/hmi/V1/en/

CONPROSYS VTC(Visual Task Control)

http://data.conprosys.com/help/hmi/V1/en/
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1. System Setup

Customer Support

CONTEC provides the following support services for you to use CONTEC products more efficiently and
comfortably.

Web Site

https://www.contec.com/

Latest product information

CONTEC provides up-to-date information on products.

CONTEC also provides product manuals and various technical documents in the PDF.

Free download

You can download updated driver software and differential files as well as sample programs available in
several languages.

For product information

Contact your retailer if you have any technical questions about a CONTEC product or need its price,
delivery time, or estimate information.
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Safety Precautions

Understand the following definitions and precautions to use the product safely.

Safety Information

This document provides safety information using the following symbols to prevent accidents resulting in
injury or death and the destruction of equipment and resources. Understand the meanings of these labels
to operate the equipment safely.

DANGER indicates an imminently hazardous situation which, if not avoided, will
/\ DANGER - S

result in death or serious injury.

WARNING indicates a potentially hazardous situation which, if not avoided, could
/A WARNING - ST

result in death or serious injury.

CAUTION indicates a potentially hazardous situation which, if not avoided, may result
A\ CAUTION | .~ - -

in minor or moderate injury or in property damage.

Handling Precautions
/\ CAUTION

CONTEC CO., LTD. makes no commitment to update or keep current the information contained in
this document. The information in this document is subject to change without notice.

- Do not modify the software. CONTEC will bear no responsibility for any problems, etc., resulting
from modifying the software.

- Regardless of the foregoing statement, CONTEC assumes no responsibility for any errors that may
appear in this document or for results obtained by the user as a result of using the software.

Trademarks

F&elT and CONPROSY'S are registered trademarks or trademarks of CONTEC. Other company and
product names that are referred to in this manual are generally trademarks or registered trademarks.
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Security Warning

When connecting to the network, be aware of security-related problems. See the examples of Security
measures below and set up the product properly along with the network devices.

[Information security risks]

- Unauthorized access from the outside through a network could cause the system halt, data damage, or
exposure to malware * 1.

- Invaded and used as a stepping stone, a device might attack the others through networks.
(a victim becomes an assailant)

- Information might leak without realizing due to the connection to the network.

- Secondary damages such as harmful rumors, liability in damages, social credibility fall, and opportunity
loss are expected led by the troubles described above.

*1...Malware (Malicious Software) is software that brings harm to a computer system and performs unintended
operations.

[Security measures - e.g.]
- Do not keep using the default password. (Refer to the product manual for the password setting).

- Set a strong password.
—=Combined with upper and lowercase letters, and numbers so that it cannot be easily analogized
by others.

- Change the password periodically.

- Disable unnecessary network services and functions.

- Restrict access to the network with network devices. "

- Restrict ports to be released on the network with network devices.

- Create a closed network connection using such as dedicated network or VPN
*2...Inquire for setting procedure to manufacturers.

*3...VPN (Virtual Private Network): a secured network that wards off unauthorized access by protecting the
communication path with authentication and encryption.

Unfortunately, there are no perfect ways to avert unauthorized access or close a security hole that are
endlessly found day and night. Please understand that risks are always involved with the Internet
connection, and we strongly recommend a user should constantly update information security
measures.
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1. System Setup

1. System Setup

Setup procedure

The product must set a unique IP address that is not used by any other devices on your network.
The IP address of factory default setting is“10.1.1.101”, and “255.0.0.0” for subnet mask.

(1) Connect the power supply cable and network cable to the product.
Connect the product and host controller by straight cable.
(2) You can connect the product through a Web browser of the host computer to display input data.
Use Microsoft Internet Explorer 11.x or a later version as a Web browser.
Please refer to Online Help of CPS-MC341 Series for browser support.
(3) Set the IP address and network mask of the host controller so they belong to the same network as the
product.

Example:
IP address of host controller: 10.1.1.2
Network mask of host controller: 255.0.0.0 can be used.
You will not be able to connect via a Web browser if the IP address and network mask settings are
improper.

(3) How to display input data through a Web browser is instructed in the “Basic Setup from a Web
Browser” section.

©CONTEC
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Basic Setup

The product continuously collects the latest data of the I/O signals that are connected to the controller.

You can connect to the product through a browser from the host computer and create and display
monitoring screens.

- Basic Setup through a Web Browser

Operating procedure

1) Start a Web browser and enter the IP address of the product in the address field.

The factory default setting is “10.1.1.101”for an IP address.
Set the PC on the same network via LAN cable.

Enter “https://10.1.1.101/” or “http://10.1.1.101/” in the address field of the browser to connect.
When connecting with “http”, the screen below does not appear.

-
(

W
)(=D)[ @ hitps//1011201/

=]

P-c H (& Certificate Error: Navigatio... | ‘

There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to close this webpage.

& Continue to this website (not recommended).

® More information

Figure 1.1. Certificate confirmation screen

Although the screen above will be displayed, choose “Continue to this website”.
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1. System Setup

The server 10.1.1.101 is asking for your user name and password. The
server reports that it is from Input ID and Password..

Remember my credentials

ok J[ cancal |

Figure 1.2. Enter Password

Enter user name: “mc341” and password: “mc341” in the dialog box.

2) The Status Menu appears.

L2 (0)| @ hetpr/101.2301/en/ P - & || @ MmC Configuration menu % .

Figure 1.3. Menu

@ CONTEC
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1. System Setup

- Web Browser Menu

-Status menu

Link to these pages from the Status menu.

jplenich
Status

Monitoring view
Modbus data view
Reboot/Shutdown

Maintenance menu

Figure 1.4. Status menu screen

-Maintenance menu

Monitoring view (P. 7)
- Display the monitoring screen

Modbus data view (P. 7)
- Display each register value of Modbus

Reboot/Shutdown (P. 10)
- Reboot or Shut down the product.

Maintenance menu

- Switch to the maintenance menu.

Link to these pages from the Maintenance menu.

ipfenich

Maintenance
menu

Monitoring edit

Task edit
Modbus data view
Save to ROM

Figure 1.5. Maintenance menu - 1

Monitoring edit (P. 10)
- Display the monitoring edit screen.

Task edit (P. 11)
- Display the task edit screen.

Modbus data view (P. 7)
- Display each register value of Modbus.

Save to ROM (P. 11)
- Save the settings to ROM.

If you do not save the settings, they will return to the
previous ones upon turning off.

Data transfer setting (P. 12)

- Set up the destination of the measured data to be
transferred.

©CONTEC
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Data collect config

Data transfer sefting
Azure [oT Hub setting
Time sync setting
Service setting

File view

OPC UA setfing

MTConnect setting

Figure 1.6. Maintenance menu - 2

System

Network setting
Wireless L AN setting
SMTP Server setting
Mail address setting
FTP setting

Device setting
User/Password setting
System infomation

SIM card setting

Figure 1.7. Maintenance menu — 3

Azure 10T Hub setting (P. 29)
- Set up Azure 10T Hub for the device.

Time sync setting (P. 13)

- Set up the name of NTP server that obtains the time and
date.

Service setting (P. 13)

- This setting enables or disables to operate the specified
services in the unit.

File view (P. 14)
-Display data collection

OPC UA setting (P. 79)

- This downloads the OPC UA server certificate and
uploads the client certificate.

*For CPS-MC341-ADSC1-931 exclusively.

MT Connect setting (P. 29)
-This sets up the MTConnect.
*For CPS-MC341-ADSC1-931 exclusively.

Network setting (P. 15)
-This sets up the network such as “IP address”

Wireless LANSsetting (P.27)
-Set up the wireless LAN.

*except CPS-MC341-DS1-111, CPS-MC341-DS2-911,
and CPS-MC341-A1-111

SMTP Server setting (P.28)
-Set up the SMTP server.

Mail address setting (P.28)
-Set up the mail address.

FTP setting (P.30)
-Set up the FTP server.
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Device setting (P. 26)

-The function of digital input, counter input, or serial
communication can be chosen.

*For CPS-MC341-ADSC1 series exclusively.

User/Password setting (P. 16)

- Set the log-in “user name /password” when using a Web
browser with the product

Backup

System information (P. 17)
R - Display the system information details of
Config restore the product.

Config initialize
Reboot/Shutdown SIM card setting (P. 75)
This sets up a SIM card.

Firmware version up
*For CPS-MC341G-ADSC1-111 exclusively.

Status menu
Config backup (P. 23)
) ] -'You can create a backup for the monitoring screen,
Figure 1.8. Maintenance menu - 4 task program, and other settings

Config restore (P. 23)

-'You can restore a monitoring screen, a task program, or
other settings from the backup file.

Config initialize (P. 24)
- This restores all settings to their factory defaults.

Reboot / Shutdown (P. 10)
- This reboots and shut downs the product.

Firmware version up (P. 24)
- Updates the firmware with “version up” file.

Status menu
- Switch to status menu.

©CONTEC
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- Web Browser Screen Display
Click each category to show the related display on the right side.
1) Monitoring view

Display of the monitoring screen.

See “Creating and Displaying Monitoring Screens” in Chapter 2 for details.

ONI/CFF —t) i Editor Dialog

CircleGraph

Button Input

= Add

Click
Sub

* Sine wave

BB.30

'l

Figure 1.9. Monitoring Screen

2) Modbus data view
Display each register value accessible in Modbus TCP.

modbus data view

Hregister” Coil status:DO V”addressmﬂ ”" get |H

address||+0|[+1\+2|+3|[+H+3|[+6|[+7|+8| +9|[+ 10+ 1 1||+12(|+13] +14|+15
0 100 {10 {9 {10 {0 |0 1o {0 jo o jo jo jo o o
10 0 )0 |0 flo o |0 jjo o 0|0 o o 0 (@ |0 (o
20 0 )0 |0 flo o |0 jjo o 0|0 o o 0 (@ |0 (o
30 0 |0 |0 flo o |0 jjo o o jo o (o |0 (@ |0 |0
40 0|0 |0 flo o fio oo o jo o (o o (@ o (o
50 0 )0 10 flo o oo oo jo o jo o 9 o |9
60 0 )0 |0 flo o Jjo jjo o o jo o o o (@ |o (o
70 0 )0 |0 flo o |0 jjo o 0|0 o o 0 (@ |0 (o

Figure 1.10. Modbus data view
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Select and display the register from a pull-down menu.
Specify the register in the pull-down menu and click the “get”.  Status will be shown.

modbus data view

registcrll l”address‘ ICI get
Input status: DI
Input register ‘AI/CNT  E

address||Holding register A0 J|[+7|+8|+9]+10[+11][+12]|+13][+14]+15

0 oo o Jo Je oo oo Jo Jo Je o Je
10 JoJo]olofo]e]o]e]ofolo Jo Jo Jeo o Jo
20 JoJoJoledoTeedolo ol Jo Jo Jo Jo Jo
~ [ | P | P | e | ~ I ~ ~ I ~ ~ ~ ~ ~ ~

Figure 1.7. Select a register

CPS-MC341-ADSC1-111
CPS-MC341-ADSC2-111 CPS-MC341-DS1-111
register | address CPS-MC341G-ADSCL-111 | 1pg \ 1341 ps2-111 meaning
CPS-MC341Q-ADSC1-111 CPS-MC341-DS11-111
CPS-MC341G-ADSC1-110
CPS-MC341-ADSC1-931
0 DO-0 DO-0
1 DO-1 DO-1
2 not used DO-2
3 not used DO-3
Coil |4 not used DO-4 (1) 8;':
5 not used DO-5
6 not used DO-6
7 not used DO-7
8 and more [not used not used
0 DI-0 DI-0
1 DI-1 DI-1
2 DI-2 DI-2
Input 3 DI-3 DI-3 0:OFF
status 4 not used DI-4 1-ON
5 not used DI-5
6 not used DI-6
7 not used DI-7
8 and more [not used not used
@ CONTEC
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CPS-MC341-ADSC1-111
. CPS-MC341-ADSC2-111 CPS-MC341-DS1-111 .
register address |CPS-MC341G-ADSC1-111 CPS-MC341-DS2-111 meaning
CPS-MC341Q-ADSC1-111
CPS-MC341G-ADSC1-110
0 Al-0 not used Unit : LSB
1 Al-1 not used 12-it
resolution
Upper
2 CNTO not used 16-bit
Input Lower
register CNTO not used 16-bit
Upper
4 CNT1 not used 16-bit
Lower
5 CNT1 not used 16-bit
6 and more |not used not used
HOI.dmg 0 and more |not used not used
register
register address CPS-MC341-A1-111 meaning
. 0:OFF
Coil |0 and more |not used
1:0N
Input 0: OFF
0 and more |not used
status 1:0N
0 Al-0
1 Al-1
2 Al-2
3 Al-3 Unit : LSB
Input . .
. 4 Al-4 16-bit resolution
register
5 Al-5
6 Al-6
7 Al-7
8 and more |not used
0 AO-0 Unit : LSB
Holding . .
. 1 AO-1 16-bit resolution
register
2 and more |not used
@ CONTEC
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1. System Setup
3) Reboot/Shutdown

Select “reboot” or “shutdown” and then click the “start”.
LED flashing indicates rebooting or shutting down in process.

Reboot/Shutdown

Figure 1.12. Reboot

shutdown

4) Monitoring edit

Display of the Monitoring edit screen.
File Edit View Options Help. dode. S atic v ngua; E v
O, ok Components. . ) N Laier
I3 Selection SHpnt
L oo e

- @Lamp
[ cneckpox
© Ragio Button
Esution

R

Validate

& Onoeiay swicn
@mui-State Lamp
ETans

- a0k

©) & prawing
>

Figure 1.13. Monitoring edit
Please see “Creating and Displaying Monitoring Screens” in Chapter 2 for details.

©CONTEC
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(5) Task edit
Display of the Task edit screen

W Een ew  Optons Hem

3
|
\
|
|
|
|
|
\
,;
|
|
1
|
|
i

Figure 1.14. Task edit screen

Please see “Creating and Displaying a Processing Task” in Chapter 3 for details.

(6) Save to ROM
Save the contents that has been set to ROM.

Click the “save to ROM” and PWR LED starts flashing.
Do not turn off the power until flashing has stopped. (approx.: five seconds)

Without saving, the contents return to those before setting at rebooting or shutting down.

Save to ROM

Figure 1.15. Save to ROM

©CONTEC
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M

Data transfer setting

Data transfer setting

Data transfer URL hittps:/fdata.conprosys.com/MyFuel/welcome/upload!

Cycle[min] 5

IRetry data transfer number limit|{100
Cloudkey
CDS2 format Enable ® Disable
lAuto backup Enable ® Disable

set
=1

To enable the setting. yvou must have saved settings

Figure 1.8. Data transfer setting

Set up a definition of measuring data and a sever setting of the measured data to be transferred.
Specify the “Data transfer URL” and the “Cycle (min),” and then click the “set”.

The choice of transfer cycles (min.) is listed below.
*The measuring cycle is 1 minute regardless of your choice of transfer cycle.

1 datum will be transferred when you choose 1 minute. 60 data will be transferred when you
choose 60 minutes.

-1 min.
-5 min.
-10 min.
- 15 min.
-20 min.
-30 min.
-60 min.

Cloudkey is the cord for CDS2 to identify the required data. When CDS2 is used for destination,
select CDS2 format “Enable”. The CDS?2 is the service for Japan domestic only.

*Regarding the format of the Data transfer, please see “Appendix 1 Data Transfer Format”.

The file sent to the server will be backed up by selecting “Enable” Auto backup
and clicking “set” button.
The backup files will be set to the SD card within the product.

12
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(8) Time sync setting

Set up the name of NTP server that obtains the date and time.

Specify the address of the “Synchronization server”, and then click the “set”. This saves the
settings into RAM (Random access memory). Connecting to a server is carried out at the timing
of “Synchronization time” or clicking the “now” button immediately starts synchronization with
the specified settings.

“reload” updates the current time. “write” saves the current time to ROM.

The time can be set manually into RAM in Change date and time setting.

For synchronization with PC time, click the “get pc time” button to get the time of the PC that is
showing the WEB monitor and save it to RAM.

Run “Save to ROM” to save the setting time and server that are configured in RAM to ROM.

Time sync setting

INow the date and time [1970-01-0109.31:39  reloa

‘Synchronizalion server | 10.1.1.1

Synchronization time |02:20

Timezone [urcrosgasT) ~

set

now

To enable the setting, you must have saved settings

Change date and time

‘Wyyfmm—dd hh:mm:ss ‘1970 =0l = o1 08 I3 139

set
Synchronize to PC time

get pc time

To enable the setting, you must have saved settings

Figure 1.17. Time sync setting

“Time sync setting” operates upon booting and at 02:20 each day.

Turning off the product resets the information of the setting time.

Upon booting, the measured data are not transferred to the server until the time sync setting has
completed.

9) Service setting

This setting enables or disables to operate the specified services in the unit.

Service setting

|Modbus TCP sever | Enable Disable
|Data transfer service | O Enable ® Disable
[MTConnect | © Enable ® Disable

set

To enable the setting, you must have saved settings
Figure 1.18. Service setting

©CONTEC
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To stop the “Data transfer service” (transfer the measured data to the server),
select “Disable” and then click the “set”.

*Do not use it with task data transmission. It may not work properly.

To stop the MTConnect, select “Disable” and then click the “set”.

(10) File view

This displays and deletes created cvs files

File view

|FOIder| Task SD backup folder - | view

[File name [Update time [Size
[20160515 1200 csv[May 16 2016 15:16:40.[17 [ setete

Figure 1.19. File view

Send folder ( Data transfer service) | -This stores files to be sent to a server by data transfer

service.
Send folder (task) -This stores files to be sent to a server by task.
Send folder (Mail) -This folder stores mails to be sent by task.
Send folder (Azure) -This stores files to be sent to Azure loT Hub by task.
Resend folder (transfer service) -This stores files that were failed to be sent to a server by

transfer service.

Resend folder (task) -This stores files that were failed to be sent to a server by
task

Resend folder (Mail) -This folder stores mails that were failed to be sent by task.

Resend folder (Azure) -This stores files that were failed to be sent to Azure 10T
Hub. (stored in converted json format)

Task SD card folder -This stores data collection files set in SD area of task.

Task RAM folder -This stores data collection files set in RAM area of task.

Task SD backup folder -This stores backup files created from task.

Auto backup folder -This stores bakup files set by enabling Auto backup in

Data transfer setting.

Send file(FTP) -This folder stores files to be sent to FTP server by task.

Resend file(FTP) -This stores files that were failed to be sent to FTP server by
task.

@ CONTEC
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(11) Network setting

Network setting

Select ® Static [P © DHCP
IP address 10.1.1.101

Subnet mask 255.0.0.0

Default gateway 10.1.1.254

DNS serverl 10.1.1.254

DNS server2

Unit id 0

HPI’OX‘}' HIP address ”Pnrt'

To enable the setting. you must have saved settings

set

== ]
Network test

hostname ping nslookup
| ifconfig || netstat || route || resolv.conf |

Figure 1.20. Network setting

This sets up the network such as “IP address of the product”.
Unit id is fixed as 0.

When transferring data via proxy, enter proxy IP address and a port. Data will be sent with
HTTP or HTTPS depending on the destination.

Network test can be performed as follows;

ping -This displays a checking result of reachability to input hostname.
nslookup -This displays a result of DNS look up for input hostname.
ifconfig -This displays a confirmation result of the network environment.
netstat -This displays a list of network connection.
route -This displays routing table.
resolv.conf -This displays DNS information.

©CONTEC
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(12) User/Password setting
Set the log-in “User name /Password” when using a Web browser.

After login, change a password from the default setting and make your own password.

User/Password setting

USEr name

passwd

|group name Admin User Guest]

[ add

Lg’IO'Llp flame||user name

Admin me341

@©

User user de

Guest guest del

Login password setting

passwd| ® Enable Disable

set

To enable the setting. you must have saved settings

Figure 1.21. Password setting.

- When adding a new user, enter a user name in the “user name” field, a password in the

“passwd” field, as a group, choose root (administrator) or other (general user), then click
the “add”.

Accessible menus for each group are listed below.

Admin User Guest
Status menu Yes Yes Yes
User menu Yes Yes No
Maintenance menu Yes No No

- To delete a previously registered user, click the “del” button located next to the user name.
- For login password setting, user can set whether User name/Password is Enable or Disable.
Enable: the user can access Web page by entering the User name and Password.
Disable: the user can access Web page without User name and Password.
The default is set as Enable.

* User name and Password are always required to access the Maintenance menu.

©CONTEC
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(13) System information

Display the details of the system information of the unit.

System infomation

[Version | 2.3.0
Serial number | ———
D ]
[MAC address ]
[Data tranfer service status STOP
Server comm log [View
[Detail [View
3G network View
license [View
E 003-140045

TELEC ——

- mADl40031003

Figure 1.22. System information

Server communication log shows the communication logs listed below.

Web server This shows the latest communication log from the server designated

communication log as the data transfer URL.

Azure log This shows the latest sending data log to Azure 10T Hub.

NTP server This shows the latest communication log from the designated NTP

communication log server.

Mail Send log This shows the latest communication log from the designated SMTP
server.

FTP communication log This shows the latest communication log from the FTP server that is
set in FTP setting.

Web server comm log

Teying 18.1.1.1...

X Total X Aeceived X xXferd Average Speed  Time Time Time Current
Dlaad Upload Total Spent  Left Speed
] I LI ] ] 0 .-

lee wmlesies % connect to 19.1.1.1 port B0 failed: Mo route to host

* Failed to connect to 19.1.1.1 port B9: Ko route to host

s connect to 18.1.1.1 port 88: No route to host

Azure log

Log nat found

NTPF server comm log

3 Jul 1@:33:23 ntpdate[1376]: step time server 115,243, 238.16) offset -2580156 BO250T sec
Mail Send log

Log nat found

Figure 1.23. Web server comm log

©CONTEC
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- Details
Followings are the system information.

Figure 1.24. Details

@ CONTEC
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1. System Setup

- 3G Network

Display the Status of 3G network connection and 3G module.
*for 3G support model CPS-MC341G-ADSC1-111 exclusively.

Display the current status.
“RX level (dBm)” indicates the radio wave intensity of 3G network.

Each intensity indicates as follows:

RSSI(dBm) Radio wave intensity
-71 and larger Strong
-72 to -85 Medium
-86 to -95 Mild
-95 and smaller  |Weak

Figure 1.25. 3G Base station

Display the information of the Base station currently connected.

@ CONTEC
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Figure 1.26. 3G Dialup number

Display the Dialup number obtained by the specified setting or automatically.

Figure 1.27. 3G Setting

Display the present setting
When “Error” shown at the left-bottom, it indicates the setting is improper.

20
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1. System Setup

- License

This is the license information of the software.  See details below.

Figure 1.28. License

-TELEC
Display TELEC number
* CPS-MC341G-ADSC1-111, CPS-MC341G-ADSC1-111 only

@ CONTEC
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(14) SIM card setting
Setting up the SIM card.  *for 3G support model CPS-MC341G-ADSC1-111 exclusively.

With your SIM card, enter the necessary information and click “set”.
Regarding the radio wave intensity and connection status, refer to the guidance of “3G Network”
in the [system information] section.

Disable |~ ]

Figure 1.29. SIM card setting

@ CONTEC
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(15)

(16)

©CONTEC

Config backup
You can create a backup for the monitoring screen, task program, and other settings.

Config backup

Figure 1.30. Config backup

Click the “download” to start.
Default file name is “config dat”.  Save the file with a new name.

1% Save As =
@uvl & » user » Downloads ~ [ 3 ||[ Search Downtoads ]

Orgenize = New folder = @

4757 Favorites Name Date modified Type

B Desktop
12 Downloads

Mo items match your search

5| Recent Places

4 Libraries
» [ Documents
> o Music
> =] Pictures

> B Videos

> o) Homegroup Ll n b

File name:  config -

Save as type: [DAT File -

RYe— Conc

Figure 1.31. Save As

Config restore

You can restore a monitoring screen, a task program, or other settings from the backup file.
Config restore

File :
>\Wsers\user\Downloads\config.dat  Browse...

To enable the setting, vou must have saved settings

Figure 1.32. Config restore screen
Click the “Browse” to start [Explorer].
Choose the backup file you created in the backup config, and then click the “upload”

Although you can check the reading results on the setting screen respectively, it is required to
perform the “Save the settings” and the “Reboot” to enable the settings.

CPS-MC341 System Setup Guide
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1. System Setup

an

(18)

Config initialize

This restores all settings to their factory defaults
Config initialize

initialize

To enable the setting, you must have saved settings

Figure 1.33. Initialize setting screen
By clicking the “initialize”, you can initialize the settings.
Perform the “Save the settings to ROM” and the “Reboot” to enable the initialized settings.

Firmware version up

Updates the firmware with “version up” file.

Firmware version up

File :
rs\user\Downloads\firm_v1_0_1.bin| Browse...

Figure 1.34. firmware version up screen

“version up” module is provided for bug fixing as well as function upgrading.
Click the “Browse” to start [Explorer].

Select the “firmware version up” file that was downloaded through the CONTEC website,
then click “upload”.
(The file is compressed by ZIP format. Decompress it and use the bin file extension.)

ST1 and ST2 LEDs continue to flash while upgrading.
Rebooting will start automatically upon the completion of upgrading. Check whether the version
has been promoted in the [system information] menu.

24
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(19) OPC UA setting
OPC UA server certificate can be downloaded and OPC UA client can be uploaded.
Please see “Chapter 5. Using the product as the OPC UA server” for details.
The port setting of OPC UA server can be done from TCP port.
The port number can be set with between 1 and 65535 or empty value.

When the port number is unspecified, the default port 4840 is used.

Download OPC UA server certificate

download

Upload OPC UA client certificate

File :
Choose File | No file chosen

upload

To enable the setting, you must have saved settings

Delete OPC UA client certificate

Clientcernficre]
TCP Port

set

To enable the setting, you must have saved settings

Figure 1.35. OPC UA setting

©CONTEC
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(20) Device setting
Digital input signal
With CPS-MC341-ADSC-***, digital input 0 and counter 0, digital input 1 and counter 1,
respectively share the terminals at the factory default settings. Input functions can be switched in
the digital input signal on the display. The signals whose functions are limited by this setting
will be hidden from OPC UA, VTC, and HMI. With CPS-MC341-ADSC-931, an external
power supply or a built-in power supply can be chosen as the power supply for digital input.
Digital input signal
'Digiml Input Power | External Power »
DICNT2 | Both »
_Dl CNT3 Both +
Figure 1.36. Digital input signal
Serial communication signal
With The CPS-MC341-ADSC-931, COM B can be used for a task script or FANUC CNC.
To use it for FANUC CNC, the serial communication setting should be set in accordance with
CNC setting. To use it for a task script, set the serial communication in the task edit screen.
Serial communications signal
COMB | FaNUC CNe v
Serial communications
Baudrate |aso0 v
Data | it »
:Pilril)' None *
_.‘.\'Iup | 2bit ¥
Flow software v
set
Figure 1.37. Serial communication signal
©CONTEC
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(21) Wireless LAN setting
Set up the wireless LAN setting. Connect a compatible USB for wireless LAN to CONPROSYS.

Please refer to Chapter 4 Wireless LAN setting regarding a compatible USB.

Wireless LAN setting

® Semch | v swan | eleoon2y-018865
Manwal

Securiry None O WEP ® WPA-PSK O WPA-ESP

[Passward [Ep—

ant || iweenhy

5510

Network setting

Select Static [P ® DHCP
TP address.
Subnet mask

[Dedmulr gasewny
DNS serverl
DS severd

Usit ik

Ty

Tos emisble the setimng. you unust have saved settings

Network test

Figure 1.38. Wireless LAN setting

The settings of wireless LAN are as follows;

SSID ---Search or manually enter SSID to specify.
Security ---Choose the authentication type
Password ---Enter password to connect

Please refer to [[Network setting] in Chapter 1] for the network setting and the network test.

©CONTEC
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(22) SMTP server setting

Set up the SMTP server setting. Refer to Chapter 4 SMTP Server setting and specify the server to

connect.

SMTP Server settings

|[SMTP Server

[Pt

[ser

|[Password
[From

[Use SMTP-AUTH

|[© Enable = Disable

[SetecrSSLTLS

|| @ Enable ® Disable

[Secure vpe

Aena

[emst mmiasl pesult pyvpe

|[ransmission nterval{s)

[ Rt oty

||s0

B nmes 1

Max number of Resend maul file 100

st

To enahle the setting, vou must have saved sertings

Figure 1.39. SMTP Server setting

(23) Mail address setting

Set up the mail destinations. Up to 10 destinations can be set.

Email address settings

address00
address0]
address02
address(3
address(d
address05

address06
eddress) 7
address08
acddress(19

el i

To enable the semung, vou must have saved semngs

Figure 1.40. Mail address setting

©CONTEC
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(24) Azure 10T Hub setting

Azure IoT Hub setting

CONNECTION_STRING:String

HostName=CONPROSYSTEST. azure-devices.net;Deviceld=Device 1:SharedAcc

Retry data transfer number limit

100

Auto backup

Enable @ Disable

set
==

Figure 1.41. Azure 10T Hub setting

Enter a device connection string of the device ID that was registered in Azure 10T Hub to the

“CONNECTION_STRING: String”.

(25) MTConnect setting

Then click “set”.

* This function only available with CPS-MG341G-ADSC1-930 and CPS-MG341-ADSC1-931.

MTConnect setting

Upload Definition file

File :
Browse..

Select Definition file

File name ||Use Action

sa.mple.xm]”-'E'- | download |

Adapter setting
Agent setting

TCP Port| 5500
set

Figure 1.9. MTConnect setting

The device definition files used by the Agent can be uploaded. (Up to 5 files)

The uploaded definition files are displayed in the list from which the Agent can select.

©CONTEC
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“sample.xml” is a sample definition file that is included in the product. You can download the
sample.xml, however, it cannot be deleted. In the Adapter setting and Agent setting, each TCP port can be

specified.

(26) FTP Server setting

Set up FTP server. The CONPROSYSS, as a FTP client, can connect to FTP Server. Files can be sent or
received between the client and the server by task. For sending or receiving files by task, refer to Chapter

3 Sample 10.

FTP Server settings

FTP hostname or ip address

10.1.1.102

User

anonymous

Password

Mode

Passive ® Active

Connection Port

22

Secure type

none (FTP)

Host folder

set

Figure 1.43. FTP Server setting

FTPsetting items are listed below.

FTP host name
(address)

User

Password

Mode
Connection Port
Secure type
Host folder

...Enter FTP host name (address)

...Enter FTP server user name
...Enter FTP server password
...Choose passive or active mode
...Enter connection port number
...Choose one from none, FTPS(Explicit) or FTPS(Implicit).
...Enter a name that is opened by server.

folder opened by a server is used.

If this remains blank, a

30
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2. Creating and Displaying Monitoring Screens

2. Creating and Displaying Monitoring Screens

You can create and display a monitoring screen by connecting to the product from the host computer
through a browser.

If the dialog box below appears, check off the square box at the bottom, then click the “Run” to start the
application.

Security Warning ==

Do you want to run this application?

MName: DrawMoni

' : Publisher: CONTEC CO.,LTD.
-

Location:  htip://10.1.1.101

Running this application may be a security risk

Risk:  This appiication will run with unrestricted access which may put your computer and personal
informaton at risk. The information provided is unreliable or unknown so itis recommended not to
run this application unless you are familiar with ts source

Unable to ensure the certificate used to identify this application has not been revoked.

More Information

Select the box below, then dlick Run to start the application

"]

L accept the risk and want to run this applicatn.

Figure 2.10. Security Warning Message

From the WEB menu, click the “Monitoring edit” in the “Maintenance menu”.
The screen below appears.

File  Edit  View Options  Help ‘Simuiati
H - A | propeny | Laye

Ham e Link

[ cneckpox
) Radio Bution
Ebution
- i Text nput =
- Siider

Figure 2.11. Monitoring editing

You can create the monitoring screen via a browser.
Please refer to online help for specified functions. (http://data.conprosys.com/help/hmi/V1/en/)

©CONTEC
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2. Creating and Displaying Monitoring Screens

Basic Procedure for Creating a Monitoring Screen

(1) To place control

Drag a control from the “Components” tree displayed on the left and drop it on the work area.
An example) Place “Switch” control.

File Edit View Options Help

5, % Components A
I Selection
label Label
[ Border

23 image
@ Switch |
@ Lamp

Figure 2.12. Layout Controls

(2) To configure the properties of controls.

Click the placed control and the property of the control will be shown in the “Property” on the right
side of the screen.

The Properties area allows you to change the values, set the data to link with /O devices or other
controls.

Property | Layer

id=Layer0_Switch_.0
Name Value Link o |4

£ lonPressed|bool value CONPROSYS |out

V value true

imgOff setting/switch/

imgOn setting/switch/
T TextOff
T TextOn

A TextOffCol | lEEl green v

Link Box: & | (@

CONPROSYS:DEVICE:DOO0|

Figure 2.13. Property

©CONTEC
32 CPS-MC341 System Setup Guide



2. Creating and Displaying Monitoring Screens

(3) Toalign the position or adjust the size of controls.
Click the placed control to activate and drag the border to change the position or adjust the size.

Controls can be selected together and changed or adjusted simultaneously.

b
. @

Figure 2.14. Select controls

Also, right-click the activated control to show the editing menu. In this menu, such as coping or
deleting controls can be performed.

(5

a Undo

Redo

Delete

Copy

Paste

Alignment >
Bring to Front
Send to Back
Group

unGroup

Figure 2.15. Edit

©CONTEC
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(4) To configure the layer.
Select “Layer” tab at the upper right on the screen and click “Settings”
The setting dialog box appears.
This allows you to set a size of monitoring screen or the background.

| Property | Layer |
Add Del =
elete -
| Layer Name | Layer ld | Visible Settings

General | Background | Siyles

Layer Name | Layer0
Layer Iid 0
Adjust to the browser size
Adjust to the screen size
@ Manual setting
Width | 1920 x 0
Height 1080 y 0
Adjust to the browser width when runtime
Adjust to the browser height when runtime

OK Cancel

Figure 2.16. Layer setting

(5) You can enter code using Javascript as necessary.

If a particular control logic is needed to run the system, code the behaviors of the system using
JavaScript in “JavaScript” area displayed on the lower right on the screen.

Please refer to online help for usable Javascript functions for each control.

JavasScript| Validate || @Demo A
ar I=$getvar("l"); A
var c=$getvar("'c")

I=(141)%256

c=gv_ColorList[]

SsetVar("l",l) v

Figure 2.17. Javascript

©CONTEC
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2. Creating and Displaying Monitoring Screens

(6) Save the settings to ROM.
After creating the monitoring screen, save the file with a new name.

After the saving, please perform “Save to ROM” before shutting down the power.

If you do not save the settings to ROM, the contents return to those before setting upon rebooting or
shutting down.

File Edit View Options Help

New page
QOpen page...
Save page J
Save page as... Demo page
[T image
Open from local disk... 1 tlamp
Save to local disk T so
i [ switch
Run by viewer... Tiluser
Save the settings to ROM Page1.page
[ video
i
Save Name:
OK Cancel
F]

Figure 2.18. Save the setting

©CONTEC
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(7) Todisplay the created pages

From WEB menu, click “Monitoring view” in “Status menu” and the monitoring screen will be
displayed. You’ll see the page that is saved in “user/Pagel.page” on the monitor.

Button Input

= Add
Click
{ sub

* Sine wave

BE.30

|

Figure 2.19. An example of creating the monitoring screen

w

When viewing the screen with a specific name, specify the URL listed below through a browser.
http://<IP address>:<port number>/viewer/view.htm?PagePath=<page file path>&lang=<language>

<page file path>: Specify a name of the page. An example: /user/Pagel.page

<language>: Specify the language to view. Anexample: jp indicates Japanese. Specifying the
language can be omitted.

©CONTEC
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Summary of Available Items

CONPROSYS provides the following controls.

Table 2.1. Controls list

Name Description

Label This control displays a string.

Border This control is a border with a title.

Image This control displays an image.

Switch This control is a switch that can output an ON/OFF status.

Lamp This control is a lamp that can display an ON/OFF status.

Checkbox This control is a checkbox that can output an ON/OFF status and display a string.
Radio Button This _cc_)ntrol is a radio button that allows a single condition to be selected from multiple

conditions.

Button This control is a clickable button that displays a text string.

Text Input This control is used to input and display text.

Slider This control is used to output data with a slider.

Video This control is used to play videos.

Trend This control is used to display chronological data as a graph.

Circle Meter | This control is used to display data as a circle meter.

Level Meter This control is used to display data as a level meter.

Circle Graph  |This control is used to display data as a circle graph.

Trend Bar This control is used to display data as trend lines or bars.

OnDelay This control is a switch that can output an ON/OFF status after being pressed in
Switch specified seconds.

&::;;State This control is a lamp that can display multiple values of differing statuses.
Tabs This control is used to create multiple tabs that can be displayed by switching.
Table This control is used to display data in table format.

Line This control is used to draw a line on the page.

Polyline This control is used to draw a polyline on the page.

Bezier Curve [This control is used to draw a Bezier curve on the page.

Rectangle This control is used to draw a rectangle on the page.

Eggt[;igle This control is used to draw a rounded rectangle on the page.

Polygon This control is used to draw a polygon on the page.

Ellipse This control is used to draw a circle or ellipse on the page.

Pipe This control is used to draw a pipe-style continuous line on the page.
©CONTEC
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2. Creating and Displaying Monitoring Screens

Input/Output sample

As an example, we create a monitoring screen to view digital input status, and display and control digital
output status.

(1) From the tree of “Components”, drag and drop the switch and the lamp onto the work area.

(2) Todigital output, link the switch with device “D0O00”.

Click the switch to activate and then select the line of “!onPressed”from the property.

Click the left button of “Link” to show the “Device Tree” window.
The list of usable devices will be displayed. Just select the device in the list to link data.
Choose “DO00” from the Device Tree and click the “OK” button.

® ON
| k.

G &
L i

o DEY

o

e

&

&

¢

Ar

£

a

'\\ *

b

< L

Refrest (o] 9 .l

Figure 2.11. Link control to DO00

‘P

Walbdyte

If you select “Run” in the “Mode :” at the right side of the Menu, input/output with the device and

linking with the processing task will begin.

With the “Simulation” remained selected, input/output with the device or link with proceeding task

will not be applied. This only links the controls.

Above completes the setting. Output condition of DO00 will be switched in accordance with the

“value” of the switch by clicking the switch.

38
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2. Creating and Displaying Monitoring Screens

(3) Todigital input, link the lamp with device “D1000” by following the procedure described above.

Click the lamp to activate and then select the line of “value” from the property.
Click the left button at “Link” to show the “Device Tree” window.
Choose “DI00” from the Device Tree and click the “OK” button.

W vl 1alim CONPROGYS DEY in
a0 pemry s L |
:
o
bl

A Font 14 A
% H .
: 1 H |
4+ |G
\,& Yalidxe ¥
&
2
&
£r A
0 A
&
& b
v

O
Refrash oK Canoe

Figure 2.20. Link control to D100
Above completes the setting. Input condition of DI00 will be displayed to the lamp.

This condition will be updated regularly. You can change the updating cycle in “Options” menu.

©CONTEC
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3. Creating and Displaying Processing Tasks

3. Creating and Displaying Processing Tasks

You can connect to the product from a host computer via a Web browser to create and display execution
tasks.
When the dialog box below appears, click the “Continue”

Security Warning

=)
Do you want to Continue?

The connection to this website is untrusted.

! ! Website: https:/f10.1.1.101:443

Mote: The certificate is not valid and cannot be used to verify the identity of this website.
More Information

Continue ]| Cancel

Figure 3.21. Security Warning Message

Click the “Task edit” in the Maintenance menu, and the following screen appears.

= Fils  Eor  View Options  Help

Figure 3.22. Task edit

©CONTEC
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3. Creating and Displaying Processing Tasks

You can combine icons such as calculation, conditional branch, data outputting to create processing tasks
and other operations like drawing the images in the flowchart. All operations can be achieved through the
Web browser.

Once CPS-MC341 starts up, the created task processing will be repeatedly performed automatically.
This helps you easily make the system such as transferring data collection to cloud server.

Please refer to online help for specified functions. (http://data.conprosys.com/help/hmi/V1/en/)

©CONTEC
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3. Creating and Displaying Processing Tasks

Basic Procedure for Creating a Processing Task

(1) To place controls

Drag a control from “Components” tree that is displayed on the left and drop it to

the work area.

An example) Place “Input”.

= File

Edit

Vi Cptions

Help

Figure 3.23. Layout Controls

(2

~

The placed controls will be shown in the “Property” area on the right side of the screen.

Each control contains the parameter that represents a specific function and decides the direction

(Next step) to execute the next task.

Tasks will be executed from the upper left cell on a grid (X:0, Y:0). The next step to execute is
determined by the direction set in the control.

If the next step is located outside of the border, the first task (0, 0) will be proceeded

&

Figure 3.24. Procedure flow

Pr oIy

Tag D

(=]

Dhasacs

Select denice from | Yes

Mt Sleg
= % 1

T 1

In this example, the processing is given to the following control after reading the data that is obtained

from a device to TAGO0O.
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3. Creating and Displaying Processing Tasks

©)

4

Right-click the placed control to show the editing menu. In this menu, such as coping controls or
deleting can be performed. Also, click and hold the left mouse button and move the mouse. The
control follows the mouse movement. Release the mouse at the position where you wish to place the
control.

Undo
Redo

Delete
Cut

Copy
Paste

Figure 3.25. Edit menu

Create the tasks by using the procedure described above to place items on the screen.

From Menu command, you can save the task processing you have defined by selecting the “File” —
“Save task”. This opens a dialog to specify the task number and the task processing can be saved with
the specified number. You can open a saved task by selecting the number in the dialog.

From Menu, go to “View” — “Status” and “Run”. This applies the changes and task will start.

You can apply your changes and run the task by using the “Task Status” menu command.

“Run” to execute tasks.

File name:

| Run the task after

OK Cancel

Figure 3.26. Save Task

You can create executing tasks up to ten that work simultaneously.
Similarly, you can create up to ten subroutines which can be called from the tasks.

©CONTEC
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3. Creating and Displaying Processing Tasks

< Remarks >

[ |I'_
I:I l/ Web Server 'T"\r}

[

Host

L 2

L A A
i
r

|

Process

- The monitoring screens, task processing, and other operations can use TAGSs that store numeric
values and STAGs that store character strings.

- The TAGs used by task processing are the same as the TAGs used in the monitoring screens.
- TAG values updated from the monitoring screen can be referenced in task processing.

- Task processing can use LTAGs (Local TAGS) in addition to standard TAGs.

- LTAGsare TAGs that can be used locally within individual tasks.

- Use LTAGs to prevent interference between TAG variables used in different tasks.
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3. Creating and Displaying Processing Tasks

Summary of Available Items

See the controls below for task editing.

Table 3.1. Table of components

Name Description
Input Input the value from the device to the specified TAG.
Output Output the value to device from the specified TAG.
Input String Input the string from the specified LINK to the specified STAG.

Output String

Output the string from the specified STAG to the specified LINK.

Set Constant

Set constant value to the specified TAG.

Device Status

Read the device status to specified TAG.

System information

Store system information in the specified TAG or STAG.

Calculation

Calculate two TAG values.

Calc Constant

Calculates the fixed value and TAG value.

Determine Conditional branch.

Determine (String) Performs a comparison on the specified STAG.

Jump Jump order to the specified label or return from sub-routine.

Label Create a label.

Noop No processing.

Subroutine Call a subroutine.

Timer Branch execution at the specified time.

Calendar Branch execution at the specified date or day of the week.

Wait Delay execution for the specified time or proceeding.

Calc String Store the result of an operation on a character string in the specified STAG.
Insert Fixed String Insert the specific strings such as carriage-return and time in the specified STAG.
Str2Num Convert the character string in the specified STAG to a numeric value.
Num2Str Convert the specified TAG to a character string.

Split String Split a character string at separator positions.

Connect Communication link open / close.

FIT Protocol Send or receive data using the F&elT protocol.

Cloud Transmit files to Web server.

Logging Store collected data in the file.

Logging (String)

Save string in file.

Azure loT Sending

Send a file to Azure 10T Hub.

Mail sending Send a mail.

FTP (Get) With the specified name, send a file to the server.
FTP (Put) Receive a file with a specified name from the server.
File read Obtain data from file.

File operation

Log File Action.
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3. Creating and Displaying Processing Tasks

Input/Output module allocation

Some of the products need to be specified directly with the hardware details such as Device IDs.
The information differs depending on the products.

See the list of Input/Output module number relating to the each product.

CPS-MC341-ADSC1-111, CPS-MC341-ADSC2-111, CPS-MC341G-ADSC1-111,
CPS-MC341Q-ADSC1-111, CPS-MC341G-ADSC1-110, CPS-MC341-ADSC1-931

Input module Device ID Channel Bit

DI-0 0 0 0
DI-1 0 0 1
DI-2 0 0 2
DI-3 0 0 3
Al-0 1 0 All
Al-1 1 1 All
CNT-0 2 0 All
CNT-1 2 1 All

Output module Device ID Channel Bit
DO-0 0 0
DO-1 0 0 1

CPS-MC341-DS1-111, CPS-MC341-DS2-111, CPS-MC341-DS11-111

Input module Device ID Channel Bit
DI-0 0 0 0
DI-1 0 0 1
DI-2 0 0 2
DI-3 0 0 3
DI-4 0 0 4
DI-5 0 0 5
DI-6 0 0 6
DI-7 0 0 7
Output module Device ID Channel Bit
DO-0 0 0 0
DO-1 0 0 1
DO-2 0 0 2
DO-3 0 0 3
DO-4 0 0 4
DO-5 0 0 5
DO-6 0 0 6
DO-7 0 0 7
©CONTEC
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3. Creating and Displaying Processing Tasks

CPS-MC341-A1-111

Input module Device ID Channel Bit
Al-0 0 0 All
Al-1 0 1 All
Al-2 0 2 All
Al-3 0 3 All
Al-4 0 4 All
Al-5 0 5 All
Al-6 0 6 All
Al-7 0 7 All
Output module Device ID Channel Bit
AO-0 0 0 All
AO-1 0 1 All
CONTEC
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3. Creating and Displaying Processing Tasks

Sample
(1) Samplel

If the value of the input data is non-zero, output the value to a different channel.

TAGOO

00080 || &—-ououou--— (D

D1 COBO
=TAGOO

Figure 3.27. Sample 1

(1) Read the data to TAG number 00. (2) Go to the below step if the value of TAG
number 00 is greater than zero. Otherwise, go
Property Value to the step on the left. If control goes outside
Tag ID TAGOO the page, execution starts again from the initial
Device type Input instruction (0, 0).
Device ID 0 — =
Channel 0
B o Usrvalue TAGOO
Select device from tree |No Condition >
Next step Down Limit Fixed Value
- X o Fixed Value 0
vy 0 True Down
Figure 3.28. Input False Left
—-+ X 0
(3) Output the value in TAG number 00 to by 1
dewpcrgpir;vchannel 0. e Figure 3.29. Determine
Tag ID TAGOO
Device type Output
Device ID 1
Channel 0
Bit 0
Select device from tree |No
Next step Left
-+ X 0
by 2

Figure 3.30. Output

©CONTEC
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3. Creating and Displaying Processing Tasks

(2) Sample2

If the value of the input data is non-zero, increment the value and output to a different channel.

Figure 3.31. Sample2

(1) Read the data to TAG number 00. (2) Go to the below step if the value of TAG
Property Value number 00 is greater than zero. Otherwise,
Tag ID TAGOD go to the step on the left. If control goes
Device type Input outside the page, execution starts again from
Device ID 0 the initial instruction (0, 0).
Channel 0 Property Value
Bit all Usrvalue TAGOOD
Select device from tree |No Condition >
Next step Down Limit Fixed Value
—+ X 0 Fixed Value 0
Y 0 True Down
Figure 3.32. Input False Lett
— X 0
LY 1

Figure 3.33. Determine

(4) The value of TAG number 00 is added to

(3) Assign 1 to the TAG number 01 variables. that of TAG number 01 and it is as 00.

Property Value Property Value
Tag ID TAGO1
TargetValue = TAGDO
Value 1
Value1 TAGOD
Next step Down
(+-1%) +
- X 0
1 v 5 Value2 TAGO1
K Next step Down
Figure 3.34. Set Constant
—+ X 0
by 3

Figure 3.15. Calculation

©CONTEC
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3. Creating and Displaying Processing Tasks

(5) Output the value in TAG number 00 to
device 1, channel 0.

Property Value
Tag ID TAGOOD
Device type Output
Device ID 1
Channel 0
Bit all

Select device from tree |No

Next step Left
-+ X 0
by 4

Figure 3.16. Output

©CONTEC
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3. Creating and Displaying Processing Tasks

(3) Sample3
Send a data request (“REQO00”) via serial communication and receive the reply data.

Connect

&5 ©)
o sory |
g @
|
= LIET‘Y’.;GN I @
o s |
| — )
= LSYAG?I
LTAGL
>0
& @
Sec

Figure 3.17. Sample3
(1) Open the link. (2) Set character string “REQ00” in LSTAGO00.

This example opens Link No “Link-0".
) Property Value
Execution proceeds to the next step after
« ” Targetvalue = LSTAGOO
Open” completes.
Action =
P Vall
foperyy ae Str Fixed \Value
Link No link-0
Fixed value (str) REQOO
Connect Connect
- - Next step Down
Action Wait
- X 0
Next step Down .
X 0 by 1
by 0 Figure 3.19. Calc String
Figure 3.18. Connect
©CONTEC
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3. Creating and Displaying Processing Tasks

(3) Write (transmit) data to link.
Write data in LSTAGOO to Link-0.

(4) Read (receive) data from link.
Receive data from link-0 and save in
LSTAGO1.

Property Value
Link No link-0 Property Value
Tag ID LSTAGO0 Link No link-0
Next step Down Tag ID LSTAGO1
X 0 Next step Down
by 2
—- X 0
Figure 3.20. Output String 1y 3

(5) Get the size of the received data.
Set the data length of LSTAGO1 in

Figure 3.21. Input String

(6) Check the data length.
If the received data length is greater than

LTAGO1. zero, go to the step below. Otherwise, branch
— Fy— to the right.
TargetValue = LTAGO1 Property Value
Action Get length Usrvalue LTAGO1
Str LSTAGO1 Condition >
Next step Down Limit Fixed Value
- X 0 Fixed Value 0
vy 4 True Down
Figure 3.22. Str2Num False Right
—- X 0
by 5

(7) Wait for 60 seconds.

Property Value
Wait time Fixed Value
Fixed Value &0
Scale Sec
Next step Left
—+ X 0
by 6

Figure 3.24. Wait

Figure 3.23. Determine

©CONTEC
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3. Creating and Displaying Processing Tasks

(4) Sampled

Perform a check on the data received via serial communications.

Connect

&

| LSTAGO1
[ =link-0

)

Output “1” from a DO if the received character string

@) was “STOP”.

Determine(Str)
/
ELEE%%‘ ®
LT.?(?JDO LTi\Gﬂj @
Mﬂ ®
00050 || dumm—
Figure 3.25. Sample4
(1) Open the link. (2) Read (receive) data from link.
This example opens Link No “Link-0". Receive data from link-0 and save in
Execution proceeds to the next step after LSTAGO1.
“Open” completes.
Property Value
RIeeEy s Link No link-0
Link No link-0
Connect Connect Tag ID LSTAGOT
Action Wit Next step Down
Nexi step Down —+ X 0
- X 0 Ly 1
by 0

Figure 3.26. Connect

Figure 3.27. Input String
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3. Creating and Displaying Processing Tasks

(3) Check whether the character string is (4) Setvalue in TAG.
correct. Set LTAGOO to 1.
Check whether the LSTAGO1 character
R Property Value
string = “STOP”. If so, go to the step on
theright. I not, go to the step below. Tag 1D LTAGEO
Value 1
Al Value Next step Down
UsrValue LSTAGO1 x !
Condition = Ty 3
Limit Fixed Value .
Figure 3.29. Set Constant
Fixed Value STOP
True Right
False Down
—- X 0
by 2

Figure 3.28. Determine (String)

(5) Output to device.

Property Value
Tag ID LTAGOD
Device type Output
Device 1D 0
Channel 0
Bit 0

Select device from treg/No

Next step Left
—-+ X 0
Ly 4

Figure 3.30. Output

©CONTEC
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3. Creating and Displaying Processing Tasks

(5) Sample5

Get bytes 5 to 10 of the data received via serial communications.

Gonnect

LETAGOE ®

M LSTAGOY

DO CO B0

LTAGOD

Figure 3.31. Sample5
Modify steps [6] and [7] from sample 4.

(6) Extract bytes 5 to 10 from the received data.
From 5 bytes of data stored in LSTAGO01, 10
bytes data is assigned to LSTAGO02.

Property Value
TargetValue = LSTAGO2
Action Mid
Str LSTAGD1
Size Fixed Value
Fixed value (size) 10
Offset Fixed Value
Fixed value (offset) |5
Next step Down

—+ X 0
Y 2

Figure 3.32. Calc String

(7) Check whether the character string is
correct.
Check whether the LSTAGO2 character
string = “STOP”. If so, go to the step on
theright.  1f not, go to the step below.

Property Value
Usrvalue LSTAGO2
Condition =
Limit Fixed Value
Fixed Value STOP
True Right
False Down

—+ X 0
by 3

Figure 3.33. Determine (String)
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3. Creating and Displaying Processing Tasks

(6) Sample6

Increment the counter for the data received via serial communications by one.

@®
@)
©)
@
®
Figure 3.34. Sample6
(1) Open the link. (2) Read (receive) data from link.
This example opens Link No “Link-0". Receive data from link-0 and save in
Execution proceeds to the next step after LSTAGO1.
“Open” completes.
Property Value
aonerly LS Link No link-0
Link No fink-0 Tag ID LSTAGO1
Connect Connect Next step Down
Action Wait
—-+ X 0
Next st D
ext step own 1' v 1
- X 0
Ly 0 Figure 3.36. Input String

Figure 3.35. Connect
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3. Creating and Displaying Processing Tasks

(3) Get the size of the received data.
Set the data length of LSTAGO1 in

LTAGO1.
Property Value
TargetValue = LTAGO1
Action Get length
str LSTAGO1
Next Step Down
— X 0
by 2

Figure 3.37. Str2Num

(5) Convert the received data from ASCII
characters to a numeric value.
Convert the ASCII character data in

LSTAGO01, starting from byte 0, to a numeric

value and save in LTAGO02.

Property Value
TargetValue = LTAGO2
Action Ascii Str == Number
Str LSTAGD1
Offset Fixed Value

Fixed value (offset) 0

MNext step Down
—- X 0
by 4

Figure 3.39. Str2Num

(7) Convert the numeric value to a character
string. Convert the LTAGO2 value to a
character string and save the result in

LSTAGO02.
Property Value
Targetvalue = LSTAGO2
Action Number == Ascii Str
Value LTAGO2
Next step Down
-+ X 0
by 6

Figure 3.41. Num2Str

(4) Check the data length.
If the received data length is greater than
zero, go to the step below. Otherwise, branch
to the right.

Property Value
Usrvalue LTAGO1
Condition >
Limit Fixed value
Fixed Value 0
True Down
False Right

—- X 0
by 3

Figure 3.38. Determine

(6) Increment the numeric value by one.
Add one to the LTAGO2 value and save the
result in LTAGO2.

Property Value
TargetValue = LTAGO2
Value LTAGO2
(+-"1%) +
Constant 1
Next step Down
-+ X 0
by 5

Figure 3.40. Calc Constant

(8) Write (transmit) data to link.
Write data in LSTAGO2 to Link-0.

Property Value
Link No link-0
Tag ID LSTAGO2
Next step Down
-+ X 0
Y 7

Figure 3.42. Output String

©CONTEC
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3. Creating and Displaying Processing Tasks

(7) Sample7

Generate a packet based on the data received via serial communications (add a header) and send to a
different host via socket communications.

Send the data received from Link-0 via the Link- ~ This example establishes a socket connection to

2 Ethernet connection. port 8080 on host 10.1.1.2 and then sends the
data.
x
x

Link type:  Ethernet v
link-0: RS-232c/RS422 Detail..

Connection mode  Active mode v
link-1: RS-232c/RS422 Detail..

Destination host 10112
link-2: Ethernet Detail..

Protool TCP v
link-3: RS-232c/RS5422 Detail..

Part 8080
link-4: RS-232c/RS422 Detail..
link-5: RS-232c/RS5422 Detail.. Type Variable length | ¥
link-6: RS-232c/RS422 Detail.. Value
link-7: RS-232c/RS5422 Detail.. Timeup(x100msec) !
link-8: RS-232c/RS422 Detail.. Link open mode Open by task ¥
link-9: RS-232c/RS5422 Detail..

Close 0K Cancel
) 4
Figure 3.43. Link Setup Figure 3.44. Link Detail Setup
©CONTEC
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3. Creating and Displaying Processing Tasks

T @
s
._,-“"‘I’;.T‘%4—— ®
| | 5

o I ®

LSTAGYS
MO @

=

LSTAGZ
o= LETARN1 @

@
link-3 @
Figure 3.45 Sample7

(1) Open the link.
This example opens Link No “Link-0".
Execution proceeds to the next step after
“Open” completes.

(2) Read (receive) data from link.

Receive data from link-0 and save in
LSTAGO1.

Property Value
Link No link-0
Tag ID LSTAGO1
Next step Down
—- X 0
by 1

Property Value
Link No link-0
Connect Connect
Action Wait
Next step Down
- X 0
by 0

Figure 3.46. Connect

Figure 3.47. Input String
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3. Creating and Displaying Processing Tasks

(3) Get the size of the received data.

Set the data length of LSTAGO1 in LTAGO1.

(4) Check the data length.
If the received data length is greater than
zero, go to the step below. Otherwise,

Property Value
TargetValue = LTAGO1
Action Get length
Str LSTAGO1
Next step Down
—-+ X 0
by 2

Figure 3.48. Str2Num

(5) Create the header.

Insert the header “No01:” in LSTAGO02.

Property Value
TargetValue = LSTAGO2
Action =
Str Fixed Value
Fixed value (str) No01:

Next step Down
—+ X 0
Ly 4

Figure 3.50. Calc String

©CONTEC

branch to the right.

Property Value
Usrvalue LTAGO1
Condition B
Limit Fixed Value
Fixed Value 0
True Down
False Right

—-+ X 0
by 3

Figure 3.49. Determin

(6) Append the received data to the header.
(the received data) to

Append LSTAG01

e

LSTAGO02.

Property Value
TargetValue = LSTAGO2
Action +=
Str LSTAGO1
MNext step Down

—-+ X 0
by 5

Figure 3.51. Calc String
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3. Creating and Displaying Processing Tasks

(7) Connect to (Open) the link.
This example connects to (opens) Link No

“Link-?"' Property Value
Execution proceeds to the next step after - -
« ,, Link No link-2
Open” completes.
Tag ID LSTAGO2
Property Value
Next step Down
Link No link-2
—- X 1
Connect Connect Ty :
Action Wait . R
Figure 3.53. Output String
Next step Right
—+ X 0
Y 6
Figure 3.52. Connect
(9) Close the link.
This example closes Link No “Link-2".
Execution proceeds to the next step after
“Close” completes.
Property Value
Link No link-2
Connect Disconnect
Action Wait
Next step Down
—- X 1
by 7
Figure 3.54. Disconnect
@ CONTEC

(8) Write (send) the data to the link.
Write the data in LSTAGO2 to Link-2.
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3. Creating and Displaying Processing Tasks

(8) Sample8

The example is when the value of CNT-0 is saved in a file per minute in RAM and the file is transferred
to Web server, then clear to 0

Data will be saved in a file in RAM. The example shows data transfer to Web server.
x Data transfer setting
o R 1000 KBytas A mnl’ul.lm. hittps. /it conprosys comMyFuslwelcometupload/
SD total: o] KBytes
FileDD Ram ¥ ) 1000 KBytes
FileD1 Ram Yo KBytes
To enable the setting, you must have saved senings
FileD2 Ram Yo KBytes
File02  Ram v 5 KBytes Figure 3.56. Data transfer setting
FilzD4 Ram vio KBytes
FileD5 Ram Yo KBytes
FileD& Ram Yo KBytes
File07 Ram vio KBytes
FileD8 Ram Yo KBytes
FileD9 Ram Yo KBytes ¥
OK Apply Cancel
Pl

Figure 3.55. File Setup

® Q

®©

®

Fie qperation. - |

?‘:"‘ ’ ) " @
|

Figure 3.57. Sample8
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3. Creating and Displaying Processing Tasks

(1) Set value that resets clear-register of CNT-0

to TAG1
Property Value
Tag ID TAGO1
Value 0
Next step Down
—+ X 0
by 0

Figure 3.58. Set Constant

(3) One action per minute.
In the example below, the following actions

(2) Reset clear-register of CNT-0.

Property Value
Tag ID TAGO1
Device CNT_CLRO

Select device from tree Yes

Next step Down
—- X 0
by 1

Figure 3.59. Output

(4) The value that will be set in TAG1 will be
set upon CNT-O0 clearing.

will be conducted at 00 second per minute. Property Value
Property Value Tag ID TAGO1
Hour - Value 1
Min " Next step Down
Sec 00 — X 1
Action one time Ly 2
True Right Figure 3.61. Set Constant
False Left
—- X 0
Ly 2

Figure 3.60. Timer

(5) CNT-0 value will be read into TAGOO.

(6) CNT-0 value will be reset to 0.

Property Value Property Value
Tag ID TAGOO Tag ID TAGO1
Device CNTO Device CNT_CLRO

Select device from tree Yes

Select device from tree Yes

Next step Down Next step Right
- X 1 - X 1
Ly 3 by 4

Figure 3.62. Input

Figure 3.63. Output

©CONTEC
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3. Creating and Displaying Processing Tasks

(7) Date and Time data will be added in File00. (8) CNT-0 data will be added in File00.

Property Value Property Value
Target file Fileo0 Target file Fileo0
Value DateTime Value TAGOO
Next step Down MNext step Down
—- X 2 —- X 2
by 4 by 5
Figure 3.64. Log Figure 3.65. Log
(9) Add carriage return to File00. (10) Send File00 to Web server.
Property Value Property Value
Target file Fileon Target file File00
Value CR+LF Next step Left
Next step Down - X 2
x P by 7
Ly 5 Figure 3.67. Cloud

Figure 3.66. Log

(11) Delete File00.

Property Value
Operation Delete
From File00
Next step Down
—- X 1
by 7

Figure 3.68. File

©CONTEC
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3. Creating and Displaying Processing Tasks

(9) Sample9
Send a mail according to the input when D100 value has been changed.
LTAGOO LTAGO1
=0 =0
LTAGOO LABOO
= DIoo v (1)
=T @
GalcConsiant
LTAGO1 (3)
= LTAGO0+0
Determine
LTAGOO (4)
=1
ADOROO ADDROO (5)
DI DI (6)
U]
Figure 3.69. Sample 9
(1) Enter DIOO value into LTAGOO. (2) Compare LTAGO0(current DI value) and
- — LTAGO1(previously changed Dlvalue).
roperty aue If the current value is changed, go to the step
Tag ID LTAGOO below. If it is the same, go up and get the DI
Device DIo0 value again.
Offset NONE
Property Value
Select device from tree | Yes
Usrvalue LTAGOO
Next step Down
Condition =
— X 0 -
Limit LTAGO1
by 1
True Up
Figure 3.70. Input False Down
- X 0
by 2

Figure 3.71. Determine

©CONTEC
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3. Creating and Displaying Processing Tasks

(3) Update the LTAGO01(previously changed

(4) Determine the changed DI value. Change the

Dlvalue) mail contents according to the result.
Property Value Property Value
UsrValue LTAGOO UsrValue LTAGOO
Condition = Condition =
Limit Fixed Value Limit Fixed Value
Fixed Value 1 Fixed Value 1
True Down True Down
False Right False Right
-+ X 0 -+ X 0
by 4 by 4

Figure 3.72. Constant and Calculation

(5) Send mail when DI0O is 1.

Property Value

To ADDROO
cC NONE
BCC NONE
Subject Fixed Value
Fix value (Subject) Dl
Body Fixed Value
Fix value (Body) Change to 1
Attached NONE
Next step Down

—- X 0

by 5

Figure 3.74. Send Mail

Figure 3.73. Determine

(6) Send mail when DIQO is 0.

Property Value

To ADDROO
cc NONE
BCC NONE
Subject Fixed Value
Fix value (Subject) o]l
Body Fixed Value
Fix value (Body) Change to 0
Attached NONE
Next step Daown

—- X 1

by 5

Figure 3.75. Send Mail

©CONTEC
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(10) Sample10

Receive a file from and send to FTP server.

P -reice) Il cac g

File00 STAGOO
<-dient_recu.csv =
~_ S
Delete STAGOO

File00 =File00[0]

FileQ0

=DaleTime(CD3)

CEEeLD

dient_send csv

=-File00

Delete

File00

Wait

Figure 3.76. Sample 10

(1) Get client_recv.csv from the server and set it
into File00.

)

@

©)

4

®)

(2) Set the File00 [0] into STAGOO.

Property Value
Destination file File00
Target file name Fixed Value
Fixed Value client_recv.csv
Next step Right
—- X 0
by 0

Figure 3.77. FTP(Get)

Property Value

Target file FileOO
Row number Fixed Value
Fixed Value 0
Read buffer STAGOO
Next step Left

—- X 1

by 1

Figure 3.78. Read File

©CONTEC
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3. Creating and Displaying Processing Tasks

(3) Write DateTime(CDS) into File00. (4) Send the File00 as client_send.csv to the
server.
Property Value Property Value
Targel Tile File00D Destination file name Fixed Value
Value DateTime(CDS) Fixed Value client_send.csv
Append char CRiLF Target file File0o
Next step Down Next step Down
-+ X 0 X 0
by 2 Y 3

Figure 3.79. Log Figure 3.80. FTP (Put)

(5) Delete the File00.

Property Value
Operation Delete
From File00D
Next step Down
- X 0
Yy 4

Figure 3.81. Delete File
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4. Transferring Measured Data

4. Transferring Measured Data

Following settings are necessary to transfer the measured data to Web server from CPS-MC341.

- Data transfer setting
- Service setting
- Network setting
- Wireless LAN setting
(Excluding CPS-MC341-DS1-111, CPS-MC341-DS2-911, and CPS-MC341-A1-111)
- SIM card setting (for CPS-MC341G-ADSC1-111 exclusively)

*After setting those above, save them to ROM from the “Save to ROM” in the Maintenance menu.

Please read through the details for each setting below.
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4. Transferring Measured Data

Data transfer setting

Set up the destination of the measured data to be transferred.

Click “Data transfer setting” in the “Maintenance menu”, and the setting monitor appears.

If you are sending data to CONTEC cloud service, enter URL listed below in the “Data transfer URL”,
select CDS2 format “Enable”, and click the “set”.

*As for Data transfer URL, enter the “Measured data upload URL” that is listed on the mail sent after
completing CDS2 contract.
The CDS2 is the service for Japan domestic only

lplen
Maintenance Data transfer setting
menu
. [Data transfer URL https://data conprosys. com/MyFuel/welcome/upload/
Monitoring edit
Cycle[min] 5 v
Task edit
IRetry data transfer number lumst||100
Modbus data view
Cloudkey
Save to ROM
CDS2 format Enable ® Disable
PLC lAuto backup Enable ® Disable
LINK config set
CPU config

To enable the setting. you must have saved settings

Figure 4.35. Data transfer setting
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4. Transferring Measured Data

Service setting

Click “Service setting” in the “Maintenance menu”, and the setting monitor appears.

Click [Enable] in the “Data transfer service”, then click the “set”.

joen

Maintenance menu

Monitoring edit
Task edit
modbus data view

Save to ROM

Service setting

Modbus TCP sever @ Enable
Data transfer service @ Enable

set

To enable the setting. you must have saved settings

Figure 4.36. Service setting

©CONTEC
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4. Transferring Measured Data

Network setting

Click “Network setting” in the “Maintenance menu”, and the setting monitor appears.

Setting is unnecessary for the following case.
-Using 3G network with CPS-MC341G-ADSC1-110.

Enter each setting from No. 1 to 8, then click the “set”.

iplen
Maintenance Network SEttiDg
menu
Select (I) |[@ Static 1P © DHCP
Monitoring edit
S IP address (2) 10.1.1.101
ask echl
Subnet mask (3) 255.0.0.0
Modbus data view
Save toROM Default gateway (4) 10.1.1.254
DNS serverl () [[1011254
BLE DNS server2 ©)
LINK config Unit 1d (7) 0
CPU config
DEVICE confi, HP[OX}' HIP address (8) ”Pon "

Data collect config

Data transfer setting
Time sync sefting

set

Figure 4.37. Network setting

To enable the setting. you must have saved settings

Follow your network environment and enter the appropriate settings for No. 1 - 8.

Enter 0 in No.7 for “Unit id” and do not change it in operation.
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4. Transferring Measured Data

Wireless LAN setting

Click [Wireless LAN setting] in the [Maintenance menu] to open the setting page.

Wireless LAN is not available for the following models since they contain no USB port.
- CPS-MC341-A1-111
- CPS-MC341-DS2-911
- CPS-MC341-DS1-111

The display of the opened page differs depending on the CONPROSY'S condition.

-When a USB is not connected to CONPROSYS.

iplen
o Wireless LAN setting
menn

A usb is not connected to CONPROSYS.
Momutorig edit Connect a ush for wireless LAN and push [derect] butron.
Task edit

detect
Modbus data veew

Save to ROM

Figure 4.38 Wireless LAN setting

-When a non-compatible USB is connected to CONPROSYS

iplen/ch
Maintenance Wireless LAN setting
menu
The USB is not suitable for this device
Monitoring edit Connect an useable usb and push [detect] button. [Device ID: 04e8:6860]
Task edit ety

Modbus data view
Save to ROM

Figure 4.39 Wireless LAN setting

- When a compatible USB is connected to CONPROSYS.

ipen

Maintenanee menn — Wireless LAN setting

Momtonng edst s (1) ® Search | v | scan elecom2g-D15868
Tk et | Manual

A ae data visn _c,__‘.“,(,é) Neme ©WEP ® WPA-PSK © WPA-ESP
Save 1o ROM :pﬂ““wd (3)

PLC sed || iwconfig

Figure 4.40 Wireless LAN setting

Enter or choose appropriate setting for No. 1 — 3 to connect, and click “set” button.
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4. Transferring Measured Data

When searching the access point, click “Scan” button while “Search” is selected.

SSIDs from searched access point are displayed in the list box. Choose one from the list.

When selecting Manual, enter SSID in the text box.

[Compatible USB list]

Vendor Product
D-Link DWA-125 REV D1
D-Link DWA-123 REV D1
D-Link GO-USB-N150 REV B1
Elecom WDC-150SU2M
TP-LINK TL-WN725N v2
TP-LINK TL-WN723N v3
TP-LINK TL-WN727N v4
Sitecom N150 v2
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4. Transferring Measured Data

SIM card setting

Set up this setting when transferring data via 3G network with CPS-MC341G-ADSC1-111.
From Maintenance menu, click [SIM CARD SETTING] to display the setting screen.
Enter each setting from No. 1 to 8, then click the “set”.

Enter the necessary information in No.1-8 and click the “set”.

Maintenance menu

Task edit
modbus data view

Save to ROM Eneppionpe O e ]
PPP(-]
R [ |

: . Disable [ ]
Time sync sefting
- .
System

Figure 4.4. SIM card setting

An example with a SORACOM SIM card.

1. IP address ...0.0.0.0 (default)
2. APN ...soracom.io

3. User ...sora

4. Password ...sora

5. Encryption type ...CHAP

6. PDP type ..IP

7. Dialup number ...Blank (default)
8. 3G network ...Enable
©CONTEC

CPS-MC341 System Setup Guide 77



4. Transferring Measured Data

©CONTEC
78 CPS-MC341 System Setup Guide



5. Using the product as the OPC UA server

5. Using the product as the OPC UA server

Our particular CPS-MC341 products contain the OPC UA server function.

With these products, you can easily perform remote monitoring and controlling through the SCADA/HMI
software that supports the OPC UA client.

The list of products with OPC UA server
- CPS-MC341-ADSC1-931

Communication with the OPC UA Client

In this section, we use the OPC UA Client Package supplied by Softing as the OPC UA client software.
Please access to the following URL and download the free package.

http://industrial.softing.com/en/products/software/opc-development-toolkits/opc-ua-c-development-
toolkits-platform-independent/opc-ua-c-server-client-toolkit-for-windows.html

(1) Start up the OPC UA Client Package.
Double-click the “Double Click to add Session” in the Project window.

1 safting OPC UA Chent - <Project names- || A
File View SMEings Help

= 3 x | Configuration Browse x (RS

BiFiE e > w u

1« £ Double Chck to add Session >

Time B Level spssage Test [ Trace Mages  Theead 14 ]
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5. Using the product as the OPC UA server

(2) Enter a session name in the “Session Name” and "opc.tcp://10.1.1.101" in the “Endpoint Url”.
(As for the 10.1.1.101 part, enter the same IP address that is set in the product.)

I session Conne =
Session Propertics

Softing OFC UA Client 1

Password:

Validate Connection oK Cancel

(3) Click “Validate Connection” button.
(4) The “Certificate Validation” dialog box appears.

From the “Certificate Approval”, select the “Add Certificate to Trusted Store” or the “Temporarily
Accept the Certificate” and click OK button.

(5) Confirm that the green icon of check mark is shown next to the “Validate Connection” button.
Click OK button.

(6) On the Configuration Browse window, the list of OPC UA server nodes of the product will be
displayed.

The 1/0 nodes of the product are listed under the Objectssf CONTEC/CPS-MC341- ADSC1/.

(7) When an I/0 node is selected, data value (Value), status (StatusCode), and timestamp
(SourceTimestamp/ServerTimestamp) will be displayed on the property window. To change the
value of output, change the value in the Value and click Write button.

Download the OPC UA server certificate

To establish a session, an OPC UA client might require the application certificate of the server.

If the installation of the certificate to the specified folder of the client software is requested,
please download the OPC UA server certificate from the maintenance menu of the CPS-MC341.

(1) Connect to the maintenance menu through the browser and click the “OPC UA setting”.

(2) Click “download” in the OPC UA server certificate to download the certificate.

©CONTEC
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5. Using the product as the OPC UA server

Upload the OPC UA client certificate

When establishing the session of the OPC UA client, and authentication of the user ID or certificates is
carried out, uploading the application certificate of the client is required beforehand.

Please upload the OPC UA client certificate from the maintenance menu of the CPS-MC341.

(1) Connect to the maintenance menu through the browser and click the OPC UA setting.

(2) From the “Choose file” in the OPC UA client certificate, select a certificate and Click “upload”.
(3) The certificate is temporarily saved so that it will be discarded upon the power shutting.

If you wish to save it even after turning off the power, save it to ROM. Go to the “Save to ROM”
in the menu and perform the procedure.

(4) Todelete the uploaded certificate, click “del” in the OPC UA client certificate.

Client authentication by user ID.

When you select the OPC UA client authentication by user 1D, user name and password are required to
establish the session. For this, please use the same name and password which you need to access to the
WEB maintenance menu of CPS-MC341.

The factory default setting for user name as well as password is “pc341”.

Communication with CNC by FANUC

CPS-MC341-ADSC1-931 contains the function to get the output information from FANUC CNC by
serial communication and send it to the upper client with the OPC UA protocol.

It receives a DPRNT content prescribed in the CNC program as serial communication data, then convert
an identifier and data within the DPRNT into the OPC UA node to send.

Initial settings need to be set to communicate with the CNC. From WEB browser, set the COM B for
“FANUC CNC” in the Device setting of the Maintenance menu, and also set the serial communication
parameter such as baud rate in accordance with CNC side (Please refer to "Device setting” in Chapter 1).

The list of CNC models that can be supported
-FANUC Series 15
-FANUC Series 16/18/20/21
-FANUC Power Mate -D/F/H
-FANUC Series 16i/18i/21i
-FANUC Power Mate i
-FANUC Series 15i
-FANUC Series Oi
-FANUC Series 30i/31i/32i
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5. Using the product as the OPC UA server

DPRNT identifier list

Item DPRNT UA node name Data type Meanin
identifier yP 9
Character Output None PrintOutput String Store sever_al string data of the DPRNT
contents with commas (,).
Store the information regarding the
Product Name PN ProductName String name of the parts processed by
machine.
The total number of pC ProductResultNumbe nt32 Store the total number of parts
processed parts r processed by machine.
Value data in any type These nodes can store value data in
VAO01-VA10 value01-value10 Double
1-10 any type. (10)
String data in any type . . . These nodes can store string data in
SR01-SR10 string01-string10 String
1-10 any type. (10)

OPC UA server overall certification

Item

Specification

Endpoint URL

opc.tep://[IP Address]

Server URL
Access type Data Access (synchronization 1/0)
Profile Embedded UA Server Profile
Communication protocol UA TCP Binary

None
Security policy Bas!0128Rsa15

Basic256

Basic256Sha256

Anonymous
Security mode Username/Password

Certificate/Private Key

CONTEC

CPS-MC341-ADSC1

Node tree structure | SubFolder
| Nodel
| Node2
Node editing Not available (fixed)
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5. Using the product as the OPC UA server

OPC UA server address space specification

OPC UA node Subfolder Node name Data type Access Data range

Digital input
Bit0 D100
Bitl Digital_Input Di0o1 Boolean Read 0,1
Bit2 D102
Bit3 DI03
Digital output
Bit0 Digital_Output  [DOO00 Boolean Read / Write 0,1
Bitl DOO01
Analog input
Channel0 Analog_Input AIO0 Ulnt32 Read 0to 4095
Channell AlO1
Counter input
Channel0 Counter CNTO00 Ulnt32 Read 0t0 16777215
Channell CNTO1
Counter input clear
Channel0 Counter_Clear  |CNT00_CLR Boolean Read / Write 0,1
Channell CNTO01_CLR
Serial communication PrintOutput String
Character Output
Product Name ProductName String .

Differ by a
The total number of ProductResultNumber|Int32

DPRNT content
processed parts COM Read S

R prescribed in the

Value data in any type value01-value10 Double

CNC program
1-10
String data in any type string01-string10 String
1-10
Other 0 (none)
Battery level System Battery Boolean Read 1 (remain)
Status informationr

. . 0~65535

Channel0 - 0999 Modbus EX0000~EX0999 Uint32 Read/Write
TAG TAG TAGO00~TAG99 Ulint32 Read//Write 0 - 65535
Integer tag TAG TAGO00 - TAG99 Ulnt32 Read/Write 0 - 65535
String tag STAG STAGO0 - STAG99 |String Read / Write -
Decimal place tag DTAG DTAGO00 - DTAG99 |Double Read / Write -
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6. Email sending

6. Email sending

The settings below are necessary to send emails from the device.
- SMTP Server setting

- Mail address setting

*After the settings are completed, save them to ROM from “save to ROM”.

See the followings for each setting.
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SMTP Server setting

Set up the destination address of measuring data.

Click [SMTP server setting] in the [Maintenance menu] to open the setting page.

Enter the information listed below, then click “set” button.

- Regarding the setting contents, check the specification of the connecting SMTP server.

- “test mail result type” displays the communication details between SMTP server and CONPROSY'S

upon sending a test mail.

- “transmission interval(s)” specifies the interval to resend a mail when sending fails

- “Resend times” specifies how many times to resend mails. If sending fails at the specified number

of times, mails are discarded.

- “Max number of Resend mail file” specifies the maximum number of resending mails. When
resending mails exceed the maximum, resending is canceled and the mails are discarded.

SMTP Server settings

SMTP Server

Port o

User

Password

From

Use SMTP-AUTH Enable ® Disable

Select SSLTLS Enable ® Dhsable

Securs tpe nohE v
test mal result type Rusull anly v
rransmission mierval{s) 60

Fesend tmves 1

Mviax pumber of Resend mal file 100

st

To enable the setting, vou must have saved settings

Figure 6.41. SMTP server setting
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6. Email sending

When the setting is completed, send a test mail to confirm.

Enter an address in “email address:”, and click “send test email” button.
on the page.

email address : test@test

send test email

Test Mail Send Result

Send OK

To enable the setting, you must have saved settings

Figure 6.42. Test Mail Send Result (SMTP server setting page)

Confirm “Send OK” is viewed
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Mail address setting

Click [Mail address setting] in the [Maintenance menu] to open the setting page. This setting is used in
the Task edit.

Enter an address and click “set” button.
Several destinations can be set with “,” (comma).

Up to 10 destinations can be set per address.

Email address settings

[saacesson
address0]
address02
eddress(3
address(d
address05
address06
address’
address08
address019

To enable the setung, you must have saved semngs

Figure 6.43. Mail address setting

Click “set” button, and send a test mail to confirm after the setting is completed.
Select the address to send a test mail and click “send test email” button.
Confirm “Send OK” is viewed on the page.

email address : test@test

send test email

Test Mail Send Result

Send OK

To enable the setting, you must have saved settings

Figure 6.44. Test Mail Send Result (Mail address setting page)
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Send Mail program

Click [Task edit] in the [Maintenance menu] to open the task edit page.

Chapter 3 for the task program sample of Email sending.

ADDROO

test mail

Figure 6.45. Send Mail task

Please see the sample (9) in

Value

To 1) ADDROO
cc 7)) ADDRO1
BCC @) ADDRO02
Subject Fixed value
Fix value (Subject) (4) test mail
Body Fixed Value
Fix value (Body) (5) test send
Attached NOME
Next step (6) Down

— X 0

Ly 0

Figure 6.46. Send Mail task property

)
@
©)
4
®)

(6)

*Mails are sent upon executing Send Mail task.
mails as spam mails if the task of Send Mail are executed consecutively.

©CONTEC

Set the address that is set in the Mail address setting into To.

Set the address that is set in the Mail address setting into CC.

Set the address that is set in the Mail address setting into BCC.

Choose to specify Fix value (Subject) from Fixed Str, STAG, or LSTAG.

Choose to specify Fix value (Body) from Fixed Str, STAG, LSTAG, or File.
When specified from the file, the strings in the file are treated as Body.

Files can be attached.

Be aware that SMTP server might misjudge the sending
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7. Azure 10T Hub communication function

7. Azure loT Hub communication function

This product features functions to transfer data to and receive data from Azure 10T Hub cloud service
which is offered by Microsoft.

Azure loT Hub communication functions

Table 7.1.  Specification

Iltem Specification
The number of Azure IoT Hubs |1 (cannot be connected with several Azure 10T Hubs from
to be connected one device)
Communication protocol HTTPS (AMQP and MQTT are unsupported)
Azure 10T Hub security Approval by security token
Sending method Upon executing the task “Send Azure 10T”
Sending interval Any (Upon executing the task “Send Azure 10T”)
Sending data format JSON format (Convert the specified files into JSON format to send)
Sending timeout 30 seconds
Receiving method Automatically execute reception data processing upon sending
Receiving interval Synchronize with the sending interval
Receiving data process Set in the specified TAG or STAG of processing task.
Receiving data format JSON format (Specify TAG as well as STA and set a value)
Recelving data specificalon | [7AG00] - [TAG99] and [STAGO0] - [STAGY9]

Cloud service preparation

The followings are required in advance for communicating with Azure 10T Hub.
- Create a Microsoft Azure account

- Create an Azure loT Hub

- Obtain a device connection string

Create a Microsoft Azure account

First, create a Microsoft Azure account. Though the cloud service can be accessed once a user has
created the account, additional fees are required to use the services including Azure 10T Hub.

Creating a pay-per-use account from the link below lets users pay for the service by credit card.

There are other options such as prepay the contract fee as Enterprise Agreement, or purchase the services
from Microsoft resellers or partners. (the link below may differ due to Microsoft site change)

https://azure.microsoft.com/ja-jp/free/?WT.srch=1&wt.mc_id=AlD529441 SEM_9tDVpCNa
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7. Azure 10T Hub communication function

Create an Azure loT Hub
After creating a Microsoft Azure account, a user can sign in to Microsoft Azure portal through the links
below. (Microsoft Azure portal link may change due to version upgrading)

https://azure.microsoft.com/ja-jp/features/azure-portal/

Described below are samples of creating an Azure 10T Hub and “Connection string - primary key”
procedure. (Items on Microsoft Azure portal page may differ due to Microsoft Azure service change)

(1)  Click “+” on the left - “Internet of Things” - “loT Hub” in order and select Azure 10T Hub.
- O-cEn

@ Intermet of Things - 1 x

L cia

T

& i

=4 Internet of Things

Networking

Storage

Web + Mobile
Databases
Data +

Al + Cognitee Sernces

Internet of Things

- Siream Analyiics job
Enterprise Integration ; n PRI ARIICE 120

Machine Learning Waorkspace

Monitering + Management
Add-ons

Machine Learning Web Service

(2) Enter an arbitrary name in the Name, and choose Pricing and scale tier as desired, use Location
to specify a geographic location, then select either Creating new or Use existing for Resource

group.

(3) Click “Create”. (It can take a few minutes to create an Azure 10T hub)

(4) The created Azure loT Hub appears on Dashboard. Click it on the Dashboard.
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- cES

portal.azure.cor

L RS

N conpRosysTEST

(5) Click the “Shared access policies”- “iothubowner” in order, then copy the string displayed in
“Connection string - primary key”. (It can be copied to the clipboard by clicking the icon on the
right) The “Connection string - primary key” is used in the following section Obtain a device
connection string.
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Obtain a device connection string

This describes how to use the “Device Explorer” tool for creating device string. The “Device Explorer”
tool is a tool that runs on Windows PC.

To use the "Device Explorer" tool, it is necessary to set the device not to use the proxy server in a
network environment that avoids the proxy server.

Windows proxy server setting is applied for “Device Explorer” tool. The proxy server setting can be
checked in “LAN setting” of “Connection” tab from the “Internet option”. Be certain the proxy server is

off or unchecked.

1) From the link below, download “SetupDeviceExproler.msi” into Windows PC.
(The link may change due to Azure 10T SDKs version upgrading)

https://github.com/Azure/azure-iot-sdks/releases

() Releases - Azure/azur X

&« C | @ GitHub, Inc. [US] | https

o

-]

o

o

o

B sourc

B sourc

-0 4299826

://github.com/Azure/azure-iot-sdks/releases B v

ON-3200 device from 4cgate,
103 device from DFI,

31 device from Micro-Star,

vices from Advantech and Moxa,

98xx device from Spreadtrum,

Downloads

 setuf

e code (zip)

e code (tar.gz)

© 2016-09-26 Azure IOT SDKS

prmathur-microsoft released this on 27 Sep 2016 - 1121 commits to master since this release

(2) Execute the downloaded “SetupDeviceExproler.msi”.

Windows PC.

(3) Startup the installed “Device Explorer”.

“Device Explorer” is installed into
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7. Azure 1oT Hub communication function

(4) Register the connection information of Azure loT Hub.

In "10T Hub Connection String" of the "Configuration" tab, paste the "Connection string - primary
key" that was obtained when creating Azure 10T Hub. Then click “Update”.

Device Explorer Twin ks u
Cont

Data | W Ta Device | C:

Device
Connecbon Informaton

HostName=-CONPROSYSTEST arure-

Protocol Gatewsy Hosthame

Shared Access Signatae

Key Mame
Tanget YSTEST i
TTLDays) 385

Generate SAS

(5) Register the device.

Click “Create” in the “Management” tab.

In the “Create Device” dialog box, enter an arbitrary device ID in “Device ID:” and select “Security
Keys” from “Device Authentication”. Then click “Create”.

Device Explorer Twin = “
= M

Data To Device | Call Method on Device.

SAS Token Twn Progs
Devices
Total 2
Id BrmangKoy  Secondaryey PrmaryThumbl Secondary Thur ComnechonStnr Connechons
L Create Device il m
< arme=C,. | Discomected
i
Davice 10 | I | |
Primary ey
|
| Auste Gienarate 1D [w] Auster Generatn Kevs
ELE
« »
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7. Azure 10T Hub communication function

(6) Obtain a connection string to set in the device.

The registered devices are listed in the “Management” tab. Right-click on the device you wish to set a
connection string and select “Copy connection string for selected device”. The device connection string
is then copied to the clipboard.

Conf |Data | Messages To Device | Call Method on Device|

L

Actions
| Create | | Refresh | | Update | | Delete ‘ ‘SASToken.. | | Twin Props.
Devices
Total: 2
Id SecondaryKey PrimaryThumbl S daryThui Ci ionStrir C st

PrimaryKey

_ Devicel g ! N .
_‘ - Copy data for all device -
testCONPRO.. m Copy data for selected device HostName=C... | Disconnected

Copy connection string for selected device

Show device properties

(7) Device connection string is obtained per device. To connect a new device, start from (5) Register
the device.
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Azure 10T Hub setting
Once the cloud service is ready, the following settings are required for the device.
- Network setting

- Azure loT_Hub setting

From [Maintenance] menu, click [Azure 10T Hub setting] to open the Azure loT Hub setting page.

Enter the device connection string that was copied in “Obtain the device connection string” to the
“CONNECTION_STRING: String”.  Then click “set”.

Azure IoT Hub setting

CONNECTION_STRING:String HostName=CONPROSYSTEST azure-devices net:Devicald=Davice1:SharedAcc

Retry data transfer number limit|100
Auto backup Enable ® Disable

set

*After completing the setting, save it to ROM from “Maintenance” menu.
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Send Azure loT task

Click [Task edit] from [Maintenance] to open the task edit page.

Place the Send Azure 10T processing task icon. Upon executing the task, this converts the csv file
specified in the target file of the property into JSON format and send it to Azure 10T Hub.

Property Value

m Target file File0O

Next step Down
—- X 0
Ly o

Figure 7.1. Send Azure 10T processing task

Table 7.2. Sending format
For the target file (csv file), describe Key in the first line and values in the following lines.

The target files are converted into JSON format data when they are sent. If several values are described,
the data are divided and sent several times.

Iltem Format Data example (Data part only)

DateTime, TAG00,TAGO1,

Key_Line
Value Linel 201611281551,0,0,
Value_Line2
Target file VZIEE_L::ZB 201611281552,0,0,
(csv file) - 201611281553,0,0,

and continue
and continue

|{Record Datal} | |{"DateTime":"201611281551","TAGOO":"O","TAGOl":"O"} |

{Record_Data2} "DateTime - 2016112815527, TAG0O0 =0, TAGOL 0"

Send data
(JSON format) {Record_Data3} _
| {"DateTime":"201611281553" "TAG00":"0" "TAG01":"0"} |

and continue

and continue
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Sending target files are created with “Logging” and “Logging (Str)” controls.

(= g
U
[} MC Configuration men X /' [ Task Editor x '\
C | ® 192.168.100.113/task/task.htm?lang=en&pagepath=task_0.dat A g
= File Edit View Options Help English |v | 100% v | =
r 1nput A
F output Property Value
F Input String Target file  |Eile00 (1)
- Output String )// Next step Down
- Input Modbus — X 0
~ Output Modbug Ly 5
~ Device Status
= System Info
) Calculation
[~ Calculation
- Calc Constant Logging(Str) (2)
- set Constant Fieon |
£ Flow Control =DateTime
[~ Determine —
I~ Determine(str) @ 3
L P
ume File00 ( )
[ Label =CR+LF
 Noo|
P N
= Subroutine
G Timer
i Comment
[ Timer File00 4
- Calendar =DateTime |\« ( )
= wait S e
C} String Operatior,
i Calc String > (5)
L _ File00 A =
Add Fixedstr —CR4LF
[ Str2Num
~ Num2str S
= Split String end Azure Io
£ Communication Fileq0 % (6)
[ Connect
[~ FIT Protocol
= Cloud »
 Send Azure IoT I 7
= Send Mail Delete < ( )
Fileo0
3, File Operation
[~ Logging
[~ Logging(str)
[~ File read
L Eile anaratinn Y. 4 >
Figure 7.2. AzureloT sending sample
(1) One action per minute.* (2) Write a key string “DateTime” into File00
In the example below, the following actions will (csv file).
be conducted at 00 second per minute. Property —
Property Value Target file File00
Hour 3 Str Fixed Value
Min Fixed value (str) DateTime
Sec 00
Next step Down
Action one time
True Down X o
False Left by 2
- X 0]
vy 0
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(3) Add CR+LF (carriage return) into File00.

Property Value
Target file File00
Value CR+LF
Next step Down
—- X 0
by 3

(5) Add CR+LF (carriage return) into File00.

Property Value
Target file File00
Value CR+LF
Next step Down
-+ X ]
by 5

(7) Delete File00 (csv file)

Property Value
Operation Delete
From Fileo0
Next step Down
—+ X 0
by 7

(4) Date and Time data are added into File00

Property Value
Target file File00
value DateTime
Next step Down
- X 0
Ly 4

(6) The contents of File00 are converted in
JSON format to send to Azure 10T Hub.

Property Value
Target file File00
Next step Down
-+ X 0
Y 6

*It is recommended to use Timer or Wait for executions. (If conducted without it, data will be sent

continuously)
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- Check sending

Data sent from the device can be checked in “Device Explorer” tool.

Open the “Data” tab in “Device Explorer” tool.

Select the device from “Device ID:” and click
“Monitor”.

This enables users to confirm that the data are being sent to Azure loT Hub from the device.

Device Explorer Twin - o IEN

Corfgurasion | Managoment| Data | Messages To Davice | Call Method an Davice

Enamis

Cancel Cinas

et
317 47.52> Device: [Device1]. Data [["Date Time™"201706131 7487))

— Check log upon sending
From [Maintenance] menu, click [System information] - [web server comm log].

In “Azure log”, the sending data log to Azure loT Hub at the latest time can be checked.
“ISENDACK:OK” can be viewed when data has been sent successfully.

Azure log

'SENDCSU mome/contecfdata/mln _azure/Z0170B19175900_azurefi 100 .csv
pation[0] received For messagze tracking Td = 0 with result = ICTHUB_CLIENT _CONFIRMAT ION_OK
!SENDACK o

- Resending file check

When sending data is failed, go to [Maintenance] menu, click [File view] and select [Resend folder

(Azure)]. This enables users to check the resend files. Data are converted in JSON format and stored in
the resend file.
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7. Azure 10T Hub communication function

Table 7.3. Receiving format

ltem Format Data example Reception operation with the
data example
{TAG_Datal, |{"TAG00":"1","STAG99":"TEST"} |-Set value 1 into TAGOO0.
TAG_Data2,
Receive data | and continues -Set letters TEST into STAG99
(JSON
format)
}

- Check receiving
Data can be sent to the device by “Device Explorer” tool.

Open the “Message To Device” tab in “Device Explorer” tool.  Select the device from “Device ID:” and
describe data in “Message:”. Click “Send” to send data to the device.

When the data below is described in "Message:", 1 is set into TAGOO0 value.
{"TAG00":"1"}

Divice Explarer Twin - ol
Conbguratian | Managemant | Data | Messages To Davice | Call Mathod on Device
Send Messageto Device

1oT Hub. CONPROSYSTEST
Device ID: Vs,

Message

Audd Time Stamp. Maritor Feedback Endpont

Proparties
Ky Valua

L

Chutpul

Sant o Davice 10 [Dence ], Measage ™" TAGI 1"}, message Id acSSS00-J387 4540 ackc-elaeliesi7d
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8. MTConnect

8. MTConnect

The MTConnect function is available with CPS-MC341-ADSC1-931.
The controllers with MTConnect function contain MTConnect Adapter and Agent.

Monitoring machine tools can be monitored by the supportive software or through browser,.

The controllers with MTConnect function are
- CPS-MC341-ADSC1-931

MTConnect outline

- MTConnect is a communication protocol for machine tools, which is standardized by MTConnect
Institution.

- For MTConnect, open communication interface with HTTP and XML is used.

- CONPROSYS that contains MTConnect Adapter and Agent can be used by MTConnect supportive

client software.
Client Client
(Tablet) (Server PC)

«aF
S Adapter + Agent

N (CONPROSYS Connection Unit)

Machine tool \/
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8. MTConnect

MTConnect overall specification

Item

Specification

MTConnect version

V1.3

Adapter specification

TCP Port

7878 (can be changed from WEB menu)

Communication Protocol

SHDR Verl.2.0

Device Identification ID

<Device id="Device serial number”>

Cycle time 100 msec
TCP Port 5000 (can be changed from WEB menu)
AllowPut True
Agent specification Reconnectlnterval 10000 msec
BufferSize 131072
SchemaVersion 1.3
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8. MTConnect

MTConnect Data Item specification

Category Name attribute id attribute*1 geg: Data range
gi't%'ta' input DI00 XXX_DI00
Bitl Dio1 0L Dot Boolean |0, 1
Bit2 D102 XXX_DI02 '
Bit3 D103 XXX_DI03
gilt%ltal et DO0O XXX_D00o Boolean |0, 1
- DO01 XXX_DO01 '
Bitl -
Analog input
AI00 XXX_AI00
Channel0 AlOL XXX AIOL UiInt32 | 0-4095
Channell -
Counter input
CNTO0 XXX_CNTO00
Channel0 CNTOL XXX CNTOL Uint32 |0-16777215
Channell -
Counter input
clear CNTO00_CLR XXX_CNTO00_CLR Boolean |0 1
Channel0 CNTO01_CLR XXX_CNTO01_CLR '
Channell
Other
Battery level Battery XXX_Battery Boolean |0, 1
indication
Fanuc CNC
-Output log
:'T'lﬁ(znr?umber of |PrintOutput XXX_PrintOutput String
units ProductName XXX_ProductName String Rely on CNC
_General strin ProductResultNumber | XXX_ProductResultNumber | Int32 DPRNT
01-10 9 value01- valuel0 XXX_value0l -valuel0 Double | description
_General string01 -string10 XXX_string01 -string10 String
numerical value
01-10

*1: XXXin ID attribute indicates the serial number. The serial number is the 12-digit number listed on the
serial number label that comes in the package.
(ex) XXX_CNT00 = LRKV31170804_CNTO00
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8. MTConnect

An example of MTConnect client display

This is an example of Agent used through Chrome browser w the definition file of default (samplel.xml).

- probe command (http://IP address:5000/probe)

Device: CP5-MC241-ADSC; UUID: 000

= manufacturer: CONTEC
« serizlNumber:

Category Type Sub Type 1d Name Units | Native Units
SAMPLE | LEVEL LRKY331170804_DI00 DI00

SAMPLE | LEVEL LRKY331170804_DI01 DIOL

SAMPLE | LEVEL LRKYV331170804_DI02 D102

SAMPLE | LEVEL LRKV331170804_DI02 D103

SAMPLE | LEVEL LRKY331170804_DO00 DOo0O

SAMPLE | LEVEL LRKY331170804_D0O01 D001

SAMPLE | AMPERAGE DIRECT | LRKW221170804_AI00 AlO AMPERE | AMPERE
SAMPLE | AMPERAGE DIRECT | LRKV231170804_AI0L AloL AMPERAGE | AMPERAGE
SAMPLE | POSITICN LRKY331170804_CNTOO CNTOO

SAMPLE | POSITICN LRKY331170804_CNTO1 CNTO1

SAMPLE | CLEAR LRKY331170804_CNTO0_CLR CNTOO_CLR

SAMPLE | CLEAR LRKV331170804_CNTO1_CLR CNTO1_CLR

EVENT | CNC_STRING LRKV331170804_Productiame Productiame

EVENT | CNC_INT22 LRKY331170804_ProductResultNumber | ProductResultumbsr

- sample command (http://IP address:5000/sample?from=24000&count=10)

Device: CPS-MC341-ADSC; UUID: 000

Device : CPS-MC341-ADSC

Samples

2017-08-30T04:
|2017-08-30T04:
I'.‘[]l 7-08-30T04:
|2017-08-30T04:
I'.‘[]l 7-08-30T04:
|2017-08-30T04:
I'.‘[]l 7-08-30T04:
|2017-08-30704:

NN TNR-IATAA

Timestamp

59:38.094 "]{'?'1/.
59:39.044707Z
59:39.49598. 5/.
59:40.533438Z
59:41.5530997
59:37.059484Z
59:39.044 )’0.’/.
59:39,495983Z

£O-AN N1 TR11T

Type .Suh Tvpe.Name.
Amperage DIRECT ALDD
Amperage DIRECT AIDD

Amperage
| Amperage | DIRECT

Amperage

Armrarans

DIRECT

DIRECT

PIRECT

AIOD

|AlOD

AIOD

Amperage | DIRECT _AIOI
Amperage DIRECT Al
Amperage | DIRECT _AIOI

ATl

Id
LRKV331170804_AIO0

LRKV331170804_AIOO

LRKV331170804_AIO0

|LRKV331170804_AI00|

LRKV331170804_AIO0

|LRKV331170804_AI01 |

LRKV331170804_Al01

|LRKV331170804_AI01 |

1 RKYITTARNA ATAY

- current command (http://IP address:5000/current)

Device: CPS-MC341-ADSC;

Device : CPS-MC341-ADSC

Samples

2017-08-
2017-08
2017-06-
2017-08
2017-08-
2017-08-
2017-08
2017-06-

Timestamp

30T04:48:02.473326Z |

30T04:48:02.9879692

]UTU4:4?:13.42-1413Z:

30T01:41:23.6666162

0T04:47:34.0236182

30T01:41:23.666616Z

30T04:47:33.4244132
J0TO4:47:34.0236182 |

UUID: 000

1d

: Sequence Value

Type [sub vae- Name
Amperage | DIRECT  AI0O
Amperage |DIRECT AIDL
position | CNTOO
Clear CNTOO_CLR
Pasition CNTO1
Clear CNTO1_CLR
Level D100
Level D101

|LRKV3311 FOB0A_ATOO

LRKV331170804_Al01
LRKV331170804_CNTOO

LRKV331170804_CNTO0_CLR

LRKV331170804_CNTO1

LRKV3I31170804_CNTO1_CLR

LRKV331170804_DI100O
LRKV331170804_0101

24001
24002
24004
24007
24009
24000
24003
24003

2ANNA

i85
386
| i85
386
| i85
387
| B8
|387

MR

Sequence Value

22590
22591
|22532
718
22538
719
22538
|22533

386
388

o o
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9. FTP communication function

9. FTP communication function

This product can perform FTP communication with the setting required below.

- FTP Server setting

* After the settings, run “save to ROM” in [Save page] to save the contents.

The following describes each setting.
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9. FTP communication function

FTP Server settings

Set FTP server.

Click [FTP setting] in the [Maintenance menu] to open the setting page.

(See the chapter 1. System - Web Browser Screen Display - (26) FTP Server setting)

Enter FTP server information, and click the “set” button.

*By setting the server, the CONPROSYS, as a client, can communicate with FTP.

After the setting completion, click FTP connection test button to check the communication.

IF the connection is successful, the message “Connection OK” is displayed. Also, the host folder file and

directory information can be viewed.

FTP connection test results

Connection OK

total 32

drwxr-xr-x 5 0 0 4096 Sep 2 02:43 5D

drwxr-xr-x 2 0 0 4096 Sep 6 19:10 System Volume Information
drwxr-xr-x 4 0 0 8192 Oct 18 13:19 test

-rwxr-xr-x 1 0 0 10 Oct 30 13:59 test_recv.csv

drwxr-xr-x 20 0 0 4096 Oct 27 15:03 tmp

drwxr-xr-x 2 0 0 4096 Sep 2 02:43 tools

drwxr-xr-x 3 0 0 4096 Oct 26 16:57 work_mcs300beta_171024

Figure 9.1. FTP connection test
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9. FTP communication function

File sending/receiving program

Click [Task edit] in the [Maintenance menu] to open the setting page.

See the sample 10 in the chapter 3 for sending and receiving files by task.

*Task program is required to send/receive files in FTP communication.

e

FileQ0
<fest_recn.csv

Figure 9.2. FTP Get task

Property

Value

Destination file

File0o

Target file name

Fixed Value

Fixed Value test_recv.csv

Next step Down -
—- X 0
Y 0

Figure 9.3.FTP Get task property

(1) Choose File.

(2) Target file name can be selected from Fixed Value, or STAG/LSTAG.

(3) Specify the target file name if you select the fixed value.
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9. FTP communication function

L FTeen

datetime
=<-File00

Figure 9.4.FTP Put task

Property Value
Destination file name (1) Fixed Value
Fixed Value (2) datetime
Target file (3)  |[Fie0o
Next step Down
-+ X 0
Y 2

Figure 9.5. FTP Put task property

(1) Destination file name can be selected from Fixed Value, or STAG/LSTAG.

(2)  Specify the destination file name if you select the fixed value.

(3) Choose File

*When using file (File00 - File19) by task, get Ram or SD area before you set up Task edit - Setting - File

setting.
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10. Setup Troubleshooting

10.Setup Troubleshooting
Setup Troubleshooting

Please perform the following checks if you encounter a problem in the use of this product.

(1) Check the LEDs on the front panel
- Check that PWR LED is on.
- Check that ST1 LED is flashing.

(2) Check the network port LEDs.
Check the LEDs on the UTP connector at the front of the unit.
The Link/Act LED lights up if the network cable is correctly connected to a hub.
If not, refer to the “Hardware Setup Guide” and check the connection.
The Link/Act LED will be flashing when communication is in progress via the network port

(3) Use the ping command from a host computer and confirm that the server unit responds.
Ping the IP address of the server unit.
The server unit should respond if it is operating.

Example: The following response should be received when the server unit is set to
IP address 10.1.1.101:

ping 10.1.1.101<Enter>:

Reply from 10.1.1.101: bytes=32 time<lOms TTL=255
Reply from 10.1.1.101: bytes=32 time<lOms TTL=255
Reply from 10.1.1.101: bytes=32 time<lOms TTL=255

If you are unsure of the IP address of the server unit, you can restore the default factory settings
(IP address 10.1.1.101) by turning on the power to the unit with SW1-2 switch on (left).
(Username and password also start with the default factory settings)

/\ CAUTION
If you turn off (right) SW1-2 switch, the unit starts with the previously saved to ROM settings.

You can restore the default factory settings by turning on the power to the unit with SW1-2 and
SW1-3switches on (left).

/\ CAUTION

This also initializes all other settings.
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10. Setup Troubleshooting

(4) Ifyour user name and password are not recognized when you connect from a browser on a host
computer:

Both the user name and password are case sensitive (upper and lower case letters are treated as
different). Make sure that the Caps Lock key is off and try again.

If you have forgotten your user name or/and password, you can restore the default factory settings
by turning on the power to the unit with SW1-2 and SW1-3switches on (left).
(Username and password also start with the default factory settings)

/\ CAUTION
If you turn off (right) SW1-2 switch, the unit starts with the previously saved to ROM setting.

You can restore the default factory settings by turning on the power to the unit with SW1-2 and
SW1-3switches on (left).

/\ CAUTION

This also initializes all other settings.

(5) Ifthe ping command receives a response but a “page not found” message appears when you try to
connect from a browser.
Setup your browser as follows:
Proxy server setting
Set “do not use proxy server”.
Dialup setting
Set “do not dial”.

~

6

=

Unit does not function correctly
Contact CONTEC to have the product examined.

Data transfer to the server problems
When the data cannot be transferred, check the following:
(1) NTP server setting

Data will not be transferred if you fail to set up “Time sync setting” with NTP server at a time
of booting.

Check whether the address of the “Synchronization server” is correct.

Check the result of “sync time” in the web server communication log in the system information.

@

—

Service setting

If “Disable” is selected in the “Data transfer service”, data cannot be transferred.
Check whether “Enable” is selected in the “Data transfer service” of the service setting.
Check the status of “Data transfer service” in the system information on the screen.
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10. Setup Troubleshooting

(3) Data transfer URL setting

When you fail in transferring data to URL, LED “ST2” on the front panel illuminates.

Check whether the Data transfer URL is correct.
Check the result of “data transfer” in the web server communication log in the system information.

Monitoring screen creation and display problems
(1) Monitoring screen does not display

Monitoring screens use JavaScript.
Confirm that your browser settings permit JavaScript to run.
Also, disable the Compatibility View in Internet Explorer.

Processing task creation and display problems
(1) Cannot open monitoring or task edit screen

The monitoring and task edit screens use JavaScript.
Confirm that your browser settings permit JavaScript to run.
Also, disable the Compatibility View in Internet Explorer.
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10. Setup Troubleshooting
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11. Appendix

11.Appendix

Appendix1  Data Transfer Format

Data is transferred to the server via “http” or “https”.

Data is posted to the specified URL by the following parameters.

[Transfer parameter list]

Transfer content parameterl parameter2

Measured data file file=data filename=YYYYMMDDhhmm.csv

Response from a Web server

Response Meaning Operation

)C((-Ji(;gzrggatelnfo-Result: OK Normal Delete the files already sent.
Invalid ID,

Code: 400 Authentication code error, [Delete the files failed to send.
Format error

Others Other errors Keep the failed files to resend.

Telegram, e.g.

http request

http response (Normal)

POST /XXXXX HTTP/1.1<CR_LF>

User-Agent: XXXXX<CR_LF>

Host: 192.168.1.110<CR_LF>

Accept: */*<CR_LF>

Content-Length: 40602<CR_LF>

Expect: 100-continue<CR_LF>

Content-Type: multipart/form-data; boundary=-------------------
----- 43ac9283b67c39f1<CR_LF>
Content-Disposition: form-data; name="data";
filename="201401011000.csv"<CR_LF>
Content-Type: text/plain;charset=UTF-8<CR_LF>
<CR_LF>

[Measured data]

-------------------------- 43ac9283b67¢c39f1<CR_LF>
Content-Disposition: form-data; name="err";
filename="201401011000_e.csv "<CR_LF>
Content-Type: text/plain;charset=UTF-8<CR_LF>
<CR_LF>

HTTP/1.1 200 OK<CR_LF>

Content-Type:

Content-Length: XXXX<CR_LF>
Date: Wed, 01 Jan 2014 10:00:01
GMT<CR_LF>
X-Aggregatelnfo-Result:
OK<CR_LF>

Server: Apache-Coyote/1.1<CR_LF>

text/plain;charset=UTF-8<CR_LF>
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11. Appendix

Connection timeout

20 seconds

Web server response timeout

60 seconds

-Data transfer Web server

Use the URL you specified in “Data transfer setting” -“Data transfer URL”.

Transmission interval

Send data to Web server accordance with the “transmission intervals (min.)” you specified in Data

transfer setting.

The choice of transmission intervals (min.) is listed below.

-1 min.
-5 min.
- 10 min.
- 15 min.
- 20 min.
- 30 min.
- 60 min.

*The measuring interval is 1 minute regardless of your choice of transmission interval.

1 datum will be transferred when you choose 1 minute.

choose 60 minutes.

60 data will be transferred when you

*When transferring data from the processing task that has been created, there is no limitation for interval.
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11. Appendix

Measuring interval
Measure data per minute. (Fixed)

*When transferring data from the processing task that has been created, there is no limitation for interval.

- Measured data file

Group Article Format Meaning
Terminal ID X (7)9(6) Serial number is listed
Header -
Reservation Not used
Datal Measured data per minute
Items are listed with “,” (comma).
Datan
Reservation Not used
Footer
Transfer type 9(1) 0: Normal transfer 1: Resent

*Even when transferring data from the processing task that has been created, Header and Footer are
attached to sending files.

- Measured data

Formats differ depending on the products. When CDS2 format is set as “Enable”, Cloudkey, Data, Time,
and Millisecond are added at the beginning of the column.

*When transferring data from the processing task that has been created, there is no format limitation.

CDS?2 format is set as “Enable”

CPS-MC341-ADSC1-111, CPS-MC341-ADSC2-111, CPS-MC341G-ADSC1-111,
CPS-MC341Q-ADSC1-111, CPS-MC341G-ADSC1-110, CPS-MC341-ADSC1-931

Column Indication Meaning
1 Cloudkey Cloudkey that is set in the Data transfer setting
2 Date Date of the data measured (YYYYMMDD)
3 Time Time of the data measured (hhmmss)
4 Millisecond Millisecond of the data measured (0-999)
5 DI-0 The value of digital input channel 0 (0 or 1)
6 DI-1 The value of digital input channel 1. (0 or 1)
7 DI-2 The value of digital input channel 2 (0 or 1)
8 DI-3 The value of digital input channel 3 (0 or 1)
9 CNT-0 The value of counter channel 0 (0 to 16777215)
10 CNT-1 The value of counter channel 1 (0 to 16777215)
11 DO-0 The value of digital output channel 0 (0 or 1)
12 DO-1 The value of digital output channel 1 (0 or 1)
13 Al-0 The value of analog input channel 0 (LSB) (0 to 4095)
14 Al-1 The value of analog input channel 1 (LSB) (0 to 4095)
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11. Appendix

CPS-MC341-DS1-111, CPS-MC341-DS2-111, CPS-MC341-DS11-111

Column Indication Meaning
1 Cloudkey Cloudkey that is set in the Data transfer setting
2 Date Date of the data measured (YYYYMMDD)
3 Time Time of the data measured (hhmmss)
4 Millisecond Millisecond of the data measured (0-999)
5 DI-0 The value of digital input channel 0 (0 or 1)
6 DI-1 The value of digital input channel 1 (0 or 1)
7 DI-2 The value of digital input channel 2 (0 or 1)
8 DI-3 The value of digital input channel 3 (0 or 1)
9 DI-4 The value of digital input channel 4 (0 or 1)
10 DI-5 The value of digital input channel 5 (0 or 1)
11 DI-6 The value of digital input channel 6 (0 or 1)
12 DI-7 The value of digital input channel 7 (0 or 1)
13 DO-0 The value of digital output channel 0 (0 or 1)
14 DO-1 The value of digital output channel 1 (0 or 1)
15 DO-2 The value of digital output channel 2 (0 or 1)
16 DO-3 The value of digital output channel 3 (0 or 1)
17 DO-4 The value of digital output channel 4 (0 or 1)
18 DO-5 The value of digital output channel 5 (0 or 1)
19 DO-6 The value of digital output channel 6 (0 or 1)
20 DO-7 The value of digital output channel 7 (0 or 1)
CPS-MC341-A1-111

Column Indication Meaning
1 Cloudkey Cloudkey that is set in the Data transfer setting
2 Date Date of the data measured (YYYYMMDD)
3 Time Time of the data measured (hhmmss)
4 Millisecond Millisecond of the data measured (0-999)
5 Al-0 The value of analog input channel 0 (LSB) (0 to 65535)
6 Al-1 The value of analog input channel 1 (LSB) (0 to 65535)
7 Al-2 The value of analog input channel 2 (LSB) (0 to 65535)
8 Al-3 The value of analog input channel 3 (LSB) (0 to 65535)
9 Al-4 The value of analog input channel 4 (LSB) (0 to 65535)
10 Al-5 The value of analog input channel 5 (LSB) (0 to 65535)
11 Al-6 The value of analog input channel 6 (LSB) (0 to 65535)
12 Al-7 The value of analog input channel 7 (LSB) (0 to 65535)
13 AO-0 The value of analog output channel 0 (LSB) (0 to 65535)
14 AO-1 The value of analog output channel 1 (LSB) (0 to 65535)
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CDS2 format is set as “Disable”

CPS-MC341-ADSC1-111, CPS-MC341-ADSC2-111, CPS-MC341G-ADSC1-111,
CPS-MC341Q-ADSC1-111, CPS-MC341G-ADSC1-110, CPS-MC341-ADSC1-931

Column Indication Meaning

1 Date and time Date and time of the data measured (YYYYMMDDhhmm)

2 DI-0 The value of digital input channel 0 (0 or 1)

3 DI-1 The value of digital input channel 1. (0 or 1)

4 DI-2 The value of digital input channel 2 (0 or 1)

5 DI-3 The value of digital input channel 3 (0 or 1)

6 CNT-0 The value of counter channel 0 (0 to 16777215)

7 CNT-1 The value of counter channel 1 (0 to 16777215)

8 DO-0 The value of digital output channel 0 (0 or 1)

9 DO-1 The value of digital output channel 1 (0 or 1)

10 Al-0 The value of analog input channel 0 (LSB) (0 to 4095)

11 Al-1 The value of analog input channel 1 (LSB) (0 to 4095)
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11. Appendix

CPS-MC341-DS1-111, CPS-MC341-DS2-111, CPS-MC341-DS11-111

Column Indication Meaning

1 Date and time Date and time of the data measured (YYYYMMDDhhmm)
2 DI-0 The value of digital input channel 0 (0 or 1)

3 DI-1 The value of digital input channel 1 (0 or 1)

4 DI-2 The value of digital input channel 2 (0 or 1)

5 DI-3 The value of digital input channel 3 (0 or 1)

6 DI-4 The value of digital input channel 4 (0 or 1)

7 DI-5 The value of digital input channel 5 (0 or 1)

8 DI-6 The value of digital input channel 6 (0 or 1)

9 DI-7 The value of digital input channel 7 (0 or 1)

10 DO-0 The value of digital output channel 0 (0 or 1)

11 DO-1 The value of digital output channel 1 (0 or 1)

12 DO-2 The value of digital output channel 2 (0 or 1)

13 DO-3 The value of digital output channel 3 (0 or 1)

14 DO-4 The value of digital output channel 4 (0 or 1)

15 DO-5 The value of digital output channel 5 (0 or 1)

16 DO-6 The value of digital output channel 6 (0 or 1)

17 DO-7 The value of digital output channel 7 (0 or 1)

CPS-MC341-A1-111
Column Indication Meaning

1 Date and time Date and time of the data measured (YYYYMMDDhhmm)
2 Al-0 The value of analog input channel 0 (LSB) (0 to 65535)
3 Al-1 The value of analog input channel 1 (LSB) (0 to 65535)

4 Al-2 The value of analog input channel 2 (LSB) (0 to 65535)

5 Al-3 The value of analog input channel 3 (LSB) (0 to 65535)

6 Al-4 The value of analog input channel 4 (LSB) (0 to 65535)

7 Al-5 The value of analog input channel 5 (LSB) (0 to 65535)

8 Al-6 The value of analog input channel 6 (LSB) (0 to 65535)

9 Al-7 The value of analog input channel 7 (LSB) (0 to 65535)

10 AO-0 The value of analog output channel 0 (LSB) (0 to 65535)
11 AO-1 The value of analog output channel 1 (LSB) (0 to 65535)
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Appendix 2  F&elT Protocol Specifications

The proliferation of Internet connections has created numerous Ethernet-based LAN installations, which
have enabled a large number of devices to access networks, resulting in the deployment of increasing
numbers of FA and SOHO devices using this infrastructure. These devices, however, are mostly used as
stand-alone units, which do not fully exploit the greatest advantage of networks: interconnectivity.

In view of the situation, CONTEC, drawing upon its network technology and 1/0 device expertise and
their integration, is pleased to propose a communications server concept that organically links a wide
range of devices, from WAN-based machines to remote I/O devices. In the following set of
specifications, we define a common protocol that can be used in such a communications server.

Communications Server Concept

Information Processing System
FXL.D310-AF %} (PC Based Only)
é @ — ‘ LA (Ethernet.Wireless, ete.) |

Assist Server
i (Wreless)

File  Secutity Security
Server  Server Server
3

ﬂ Instrumentation Bar-Code

I
&)

Figure 11.1. Communications Server Concept-Overall Diagram

Cluzrent Voltage Thermocouple

The following defines the common protocol layers that will be provided in all products based upon the
communications server concept.

Such products, complying with the communications server specifications, will be able to access device
information using the same protocol.
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The role of the F&elT Protocol

The F&elT Protocol defines the following protocol layers.

Table 11.1. Table of Protocol Levels

Application layer

- ACX, DLL, etc.
Device-dependent control layer
F&eIT protocol layer F&eIT protocol specifications
Transport layer UDP, ICMP
Network layer IP, ARP
Data link layer Ethernet (IEEE802.3), etc.
Physical layer
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Basic Specifications

Concepts

The F&elT Protocol assigns all device resources (including resource, information) to virtual space so that
any access to a device will be performed by specifying a virtual address.  The virtual space is divided
into information common to devices, device-specific information, 1/O space, and memory space. The
specific location in the virtual space where information is stored and the method by which information is
stored is completely transparent with respect to where or how information is stored in actual physical
resources.

Table 11.2. Overview of Virtual Space
00000000h - 000FFFFFh Information common to devices (1IMB)

00300000h - 003FFFFFh 1/0 space (1IMB)

Data Communications Protocol

The F&elT Protocol has two access procedures on the connectionless UDP/IP: response-type access and
trap-type access.

(Response-type)

| Control side | | Device

Write/Read request

Device
Response | information

Status received

(Trap-type)

| Control side | | Device
Device
information
Information
received

Figure 11.2. Communications Protocol
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Frame format

Using the UDP/IP port address 5007h, the F&elT Protocol is installed in the data section.

The frame structure takes the format described below. Due to the header byte order conventions, the
Ethernet, IP, and UDP are treated as Big Endians; all other entities are treated as Little Endians, for which
components exerted by an x86 CPU hold priority.

Table 11.3. Frame Structure

Header name Size (byte) Remarks
Ethernet Destination Address 6 Remote MAC address
section Source Address 6 Local MAC address
Type Field 2 Ethernet IT
IP section IP Ver4 Header 20 Fragment disabled
UDP section UDP Header 8 Port Address 5007h
Check Sum disabled
Communication |Identifier 2 "Sv
server section | Version 1 Version of the header structure
Command 1 Command and the ACK flag
Sequence number 2 Frame ID
Response ID 2 Identifies the sender.
Virtual address 4 Specifies a virtual address space.
Access size 2 1436 bytes maximum
Status 2 Result of command execution
Access ID 8 Identifies the Read/Write privilege
Remote MAC address 6 Specifies a remote MAC address

when using IP multicasting.

Reserved

6 Reserved for future use

Data section

1436 Data area

[Description of communications server headers]

)
@
©)
4

®)

(6)

Identifier
Version
Command
Sequence no.

Response ID

Virtual address

Identifies the frame as a F&elT Protocol frame.

Indicates the frame version.

The virtual address access command.

A counter that prevents the occurrence of duplicate frames, wherein
the sequence number is incremented each time a packet is transmitted.
When a response-type command is transmitted, the contents of the
response ID are copied to the response 1D for the response frame.
Specifies the virtual address being accessed, e.g., device information
can be read by specifying the address 0000h.

©CONTEC

ccess size ecifies the size of the data to be accessed, from 1 to a maximum o

7) A i Specifies the size of the d b d, from 1 i f
1436 bytes.

(8) Status ---  Stores status information after the command is executed.

(9) Access ID ---  Thisisan ID for virtual address access control.

124

CPS-MC341 System Setup Guide



11. Appendix

(10)Remote MAC address  --- When data is read/written using IP Multicast, the MAC address of the
remote device is set in this header. When data is to be sent to all
devices on the network, the value ALL [F] is set in this header.

(For Unicast: "ALL [0]")

Commands in detail
The following command is set in the command section (Offset = 4 in the F&elT Protocol header
section.):

7 6 4 3 2 1 0
ACK Command (1 - 127)

ot

Figure 11.3. Command Structure

Bits0 -6  represent the command; the MSB indicates a response frame (ACK).
7Bit= 0: command request

1: command response
Table 11.4. Commands in Detail

Command
Command description Type Remarks
number
Reads from a virtual Reads device information by specifying a
1 Response i
address. virtual address.
Writes to a virtual Updates device information by specifying
2 Response )
address. a virtual address.
3 Transmits messages. Response Exchanges messages between devices.
Transmits trap information from a device,
4 Trap Trap .
based on various events.
Resets a device after returning a response
5 Reset Response
frame.
7 to 127 Reserved Undefined Undefined
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Command-issuing procedures

- Read a virtual address (command = 1)
A virtual address and its size are specified, and the frame is transmitted to the target device.
The result is received as a response frame with data.
(Example: reading a vendor name)

Command generation (transmitted data)

Identifier ="SV"
Version =1
Command =1h

READ t
Sequence number = 1 reques

Response ID =1234

Virtual address = 0000h

Access size =32

Access ID =Read ID For the read operation,

either "Read ID" or
"Read/Write ID" is used.

Response frame (received data)

Identifier ="Sv"

Version =1

Command =81h

Sequence number = 1

Response ID =1234 Response
Virtual address = 0000h

. Copies the contents of the transmission header response ID.
Access size =32

Status =0000h
Data ="CONTEC CO.,LTD."

When multiple commands are simultaneously issued, the
response ID in the response frame is referenced in order to
validate it with the command that was issued.

Figure 11.4. Reading Procedures

©CONTEC
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- Writing to a virtual address (command = 2)

A virtual address, its size and data are specified, and the frame is transmitted to the target device.
The result is received as a response frame status.
(Example: setting an IP address)

Command generation (transmitted data)

Identifier ="sV"
Version =1
Command =2h
Sequence number = 1
Response ID =1234

Virtual address = 1008h WRITE request
(refer to [Control Information]

on the details)

Access size =4

Access ID = R/W ID

Data = 192.168.132.31

For the write operation,
. L evice
"Read/Write ID" is used.

Response frame (received data)
Identifier ="sVv"
Version =1
Command =82h
Sequence number = 1
Response ID =1234
. Response

Virtual address = 1008h
Access size =4
Status =0000h

Figure 11.5. Write Procedures

- Message transmission (command = 3)
Writes the message to be transmitted into the data section. The result is received as a response
frame status.  The maximum data size that can be transmitted per command is 1452 bytes.
(Example: data transmission)

Command generation (transmitted data)

Identifier ="sv"
Version =1

Command =3h Message SEND
Sequence number = 1

Response ID =1234

Access size =10

Access ID =R/WID
Data=0,1,2,3,4,5,6,7,8 9

A
Response frame (received data)

Identifier ="SV"
Version =1
Command =83h
Sequence number = 1
=1234 Response

Response ID

Access size =10
Status =0000h

Figure 11.6. Message Transmission

©CONTEC
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Response status
Following is a table of status information that is returned by response-type commands:

Table 11.5. Table of Status Information

Code Description Remarks
0000h [Normal termination
0001h |Access violation An attempt was made to write to a Read-only area.
0002h [Area error Access was made to an area not defined on the device.
0003h |Access size error An access request greater than 1436 bytes was made.
0004h |Parameter error Invalid parameter contents, such as receipt of a non-supported command.
Invalid transmission length, such as an inconsistent data
0005h |Length error . ) .
size with the number of data items calculated from the UDP/IP.
. Too many tasks are waiting for ACK data, causing a resource shortfall.
0006h [Insufficient resources

The resources can be released by a timeout.

Control Information

The F&elT Protocol assigns all resources that are disclosed outside the devices to 32-bit virtual space.

Following is a table of correspondence between virtual addresses and device information.

Little Endian.
Information common to devices
The following types of information are provided in all F&elT Protocol-compliant devices:

Bytes order is

Table 11.6. Information Common to Devices (Example) <1/2>

Address Size Description Remarks
32 R |Vendor name “CONTEC CO., LTD.”
32 | R [Model “SVR-MMF2(FIT)”
2 R |Equipment version 1.0
2 R |Firmware version 1.0
6 R [MAC address 00804 G
2 R |Installation function Bit 0: I/0 space
Bit 1: Memory space
From 0000h Bit 2: Trap function
- OFFFh Bit 3: Message send
Bit 4: Reset function
Bits 5 and higher: reserved
4 R _|IP address
2 R |Product type
4 R _|Reserved
2 R |F&elT protocol version
Reserved
@ CONTEC
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Table 11.6. Information Common to Devices (Example) <2/2>

Address Size Description Remarks
From 2000h 4 R |Elapsed time after the system is started |Seconds
4 R | Total number of transmitted frames Counter
4 R |Total number of transmitted bytes Counter
4 R _[Total number of received frames Counter
4 R | Total number of received bytes Counter
4 R [Total number of transmission errors Counter
4 R | Total number of reception errors Counter

*1 These resources are not used for the SVR-MMF (FIT) as it has no SNMP agent installed.

1/0 space

Table 11.7. 1/O information of CPS-MC341-ADSC1-111, CPS-MC341-ADSC2-111,
CPS-MC341G-ADSC1-111, CPS-MC341G-ADSC1-110 (Example)

Address Size Description Remarks
1 | R [DI-Och bit0,bit1,bit2,bit3
1 [RW [DO-Och
14 | R |dummy
2 R |AI-Och LSB(0-4095)

3A2900h P R |AL1ch

12 | R |dummy
4 R |CNT-Och LSB(0- 16777215)
4 R |CNT-1ch
8 R |dummy

Table 11.8. I/O information of CPS-MC341-DS1-111 (Example)

Address

Size

Description

Remarks

3A2900h

1 R

DI-Och

1 | RW

DO-0ch

14| R

dummy

Table 11.9. I/O information of CPS-MC341-A1-111 (Example)

Address

Size

Description

Remarks

3A2900h

AI-Och

Al-1ch

Al-2ch

AlI-3ch

Al-4ch

Al-5ch

Al-6ch

j=>H R==N R==N =~1 R-=1 -1 §=-1 B>}

Al-7ch

=
2

AO-0Och

(SN ESH FSH SR ESH FCR ECH BOY W) BN

=
2

AO-1ch

LSB(0-65535)

©CONTEC
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Appendix 3

Inserting SD card in the product enables to store measured data in the following folders.

Task SD card folder

Task SD backup folder

Auto backup folder

Appendix 4

SD card

- This folder stores data collection files set in SD area

of task.
Folder path : SD/

- This folder stores backup files created from task.

Folder path : SD/backup/

- This folder stores a bakup created by enabling Auto

backup in Data transfer setting.

Backup files are compressed at 3:59 am once a day.

(excludes from 0:00 to 3:59)
Folder path : SD/cloudbackup/

DIP switch

SW1
123456

Sw2
1234

SW

SW No.

Meaning

SW1

System Reservation: Always OFF

System Reservation: Always OFF

System Reservation: Always OFF

w | o |

2: OFF, 3:0FF
This indicates it is set in the default setting.

2:ON, 3:OFF

IP address setting will start up with default setting upon turning on,
while user/password and group settings will start up with a user’s
settings.

The current IP address, user/password and group settings can be
checked on the Web monitor.

Even SW1 No. 2 is on, USB wireless LAN operates by user setting.

2:ON, 3:0N

Each setting will be initialized upon turning on.

LED PWR and ST1 will flash upon the completion. Confirm the flashing
and turn off the switch 2, 3, then reboot.

Please refer to the hardware manual.

SW2

1-4

Please refer to the hardware manual.
*there is no SW2 for CPS-MC341-A1-111.

130

©CONTEC

CPS-MC341 System Setup Guide



11. Appendix

Appendix5 LED

PWR ST1  ST2
LED Operation Meaning
ON Power has been supplied.
OFF Power has not been supplied.
PWR(Green) Flashing It indicates one of the followings
- Setting is being written in ROM.
- Completion of initialized setting.
Flashing It will flash at the time of SD access.
SD(Yellow)
OFF It indicates there is no SD access.
ON Not assigned
OFF Not assigned
Flashing
Software has been operated.
ST1(Green) (Slow )
. It indicates one of the followings.
Flashing . . ) .
(Fast) - Task is being operated via Web monitor.
as
- Completion of initialized setting.
ON Data transfer was failed.
OFF It indicates the system runs normally.
ST2(Red)
Flashing It indicates one of the followings.
(Fast) - Task is being operated via Web monitor.
Other Please refer to the hardware manual.
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Appendix 6

Modbus status information

With the Modbus slave function, status information can be obtained from CONPROSY'S. For status
information, use address 0x5000 or later of the input register (function code 0x03).

For VTC, the same data can be obtained with the "system information" control.

System information

Modbus The
Address Iltem Data Type number of Meaning
word
The final synchronization
0x5000 NTP Result unsigned short | 1 rejsult with NTP servgr
0: synchronization fail
1: synchronization succeed
The final synchronization date
0x5001 NTP Date char 8 with NTP server
YYYYMMDDhhmmss+\0\0
0x5009 Uptime unsigned long 2 OS up-time[sec]
The final data transfer result
0x500B Transfer Result unsigned short | 1 0: Transfer fail
1: Transfer succeed
. The final data transfer time
0x500C Transfer Time char 8 YY'YYMMDDhhmmss+\0\0
0x5014 Transfer Info char 7 The flnal_ data transfer
information
The final mail transfer error
0x501B MailErrorTime char 8 time
YYYYMMDDhhmmss+\0\0
Digital input power setting
0x5023 BuiltinPowerState | unsigned short | 1 0: External power supply
1: Built-in power supply
SD card recognition state
0x5024 SD Recognition unsigned short | 1 0: without SD card
1: with SD card
0x5025 SD Free unsigned long 2 SD card free space[kbyte]
The final data transfer result
0x5027 FTP Transfer unsigned short | 1 0: Transfer fail
Result :
1: Transfer succeed
FTP Transfer The final data transfer time
0x5028 Time char 8 YYYYMMDDhhmmss+0\0
@ CONTEC
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0x5030 FTP Transfer . char 7 The flnal. FTP transfer
Error Information information

0x5037 -
Reserved - 217 Reserved

O0X50FF

Service information

The
Iltem Data Type number of Meaning
word

Modbus
address

Data transfer service state
0x5100 DataTransfer unsigned short | 1 0:OFF
1:0N

Modbus TCP Server state
0x5101 ModbusTCP unsigned short | 1 0:OFF
1:0N

The number of Modbus TCP

0x5102 ModbusSessions | unsigned short | 1 -
Server sessions

OPC UA Server state
0x5103 OPC UA Server unsigned short | 1 0:OFF
1:0N

Tasko start state
0:Run
0x5104 TaskOState unsigned short | 1 1:Step Run Start
2:Step Run Wait
3:Stop

Interval [msec] at which task 0
0x5105 Task0Scantime unsigned long 2 executes the commands of
coordinates (0, 0)

Task1-8 start state and scan

time

0x5107- * ;
Task1-8State ) 24 The start state is the same

OX511E format as address 0x5104

*The scan time is the same

format as address 0x5105

OxX511F Task9State unsigned short | 1 Task® start state
0:Run
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1:Step Run Start
2:Step Run Wait
3:Stop
Interval [msec] at which task 9
0x5120 Task9Scantime unsigned long 2 executes the commands of
coordinates (0, 0)
0x5122-
Reserved - 222 Reserved
Ox51FF
Controller information
The
Modbus .
Address Item Data Type number of Meaning
word
Current system date and time
0x5200 Datetime char 8
YYYYMMDDhhmmss+\0\0
0x5208-
Reserved - 9 Reserved
0x5210
0x5211 MemoryFree unsigned long 2 MemoryFree [kbyte]
File 0 saving location setting
0x5213 FileOLocation unsigned short | 1 0:Ram
1:SD card
0x5214 FileOMaxSize unsigned long 2 File O size setting [kbyte]
0x5216 FileOCurSize unsigned long 2 File O current size [kbyte]
File 1 saving location setting
0x5218 FilelLocation unsigned short | 1 0:Ram
1:SD card
0x5219 FilelMaxSize unsigned long 2 File 1 size setting [kbyte]
0x521B FilelCurSize unsigned long 2 File 1 current size [kbyte]
Files 2-18 saving location
setting, size setting, and current
size
0x521D- File2- ) 85 *The saving location setting is
0X5276 18 information the same format as address
0x5213.
*The size setting is the same
format as 0x5214.
@ CONTEC
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*The current size is the same
format as 0x5216.
0x5272 Filel9Location unsigned short | 1 File 19 saving location setting
0x5273 File19MaxSize unsigned long 2 File 19 size setting [kbyte]
0x5275 Filel9CurSize unsigned long 2 File 19 current size [kbyte]
The number of files in the
0x5277 WaitFiles(st) unsigned short | 1 folder (Send service) waiting to
be sent
- . The number of files in the
0x5278 WaitFiles(task) unsigned short | 1 folder (task) waiting to be sent
0x527A-
Reserved - 2 Reserved
0x527B
L . The number of files in the
0x527C WaitMails unsigned short | 1 folder with mails to be sent
The number of files in the
0x527D ResentFiles(st) unsigned short | 1 folder (Send service) waiting to
be resent
The number of files in the
0x527E ResentFiles(task) | unsigned short | 1 folder (Task) waiting to be
resent
0x5280-
Reserved - 2 Reserved
0x5281
. . The number of files in the
0x5282 ResentMails unsigned short | 1 folder with mails to be resent
The state of 2 in DIP-SW 1
0x5283 SW1-2 unsigned short | 1 0:OFF
1:0N
The state of 3 in DIP-SW 1
0x5284 SW1-3 unsigned short | 1 0:OFF
1:0N
The state of 4 in DIP-SW 1
0x5285 SW1-4 unsigned short | 1 0:OFF
1:0N
0x5286-
Reserved - 890 Reserved
Ox55FF
©CONTEC
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Special functions

Modbus The
Address Item Data Type number of Meaning
word
0x5700 Timer (100ms) unsigned short | 1 Repeat Oand1at100ms
interval

0x5701 Timer (1s) unsigned short | 1 Repeat 0 and 1 at 1sec interval
0x5702 Timer (10s) unsigned short | 1 Repeat 0 and 1 at 10sec interval
0x5703-

Reserved - 253 Reserved
Ox57FF

FANUC CNC
The
Modbus .
Address Item Data Type number of Meaning
words
0x6000 ProductName String 50
0x6032 ProductResultNumber | Int32 2
0x6034 Value01-10 Double 40 Rely on CNC DPRNT
description

0x605C String01-10 String 500
0x6250 PrintOutput String 100

CONTEC
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Appendix 7  COM setting

The names of COM port displayed on Web monitor and the corresponding names of the devices are
described below.

Web monitor Device
COMO00 COM A
COoMO01 comMB
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Revision History

MONTH YEAR Summary of Changes

September 2015 | The First Edition

- Support firmware ver1.6.0

February 2016 - Modbus/Device allocation, and data transfer format were added to the following
models. CPS-MC341-A1-111, CPS-MC341Q-ADSC1-111, CPS-MC341-DS2-111.

- Chapter 4 “Transferring Measured Data” was added.

- Support firmware ver1.8.0

- CPS-MC341G-ADSC1-110 was added to modbus/device allocation, and
data transfer format.

May 2016 - Data display on Web monitor and auto backup function were added.

- File action and data transfer function were added in processing task.

- Appendix 3, 4, and 5 were added.

- Appendix 2 - 1/0 information - Table 2.7- remark of Al was modified.

September 2016 |- Chapter 5 added.

April 2017 - Chapter 5 - Communication with CNC by FANUC was added.
May 2017 - Support firmware Ver2.2.0

- Data transfer setting function and Network setting function were added.

- Support firmware Ver2.3.0

- Setting functions of Azure, wireless LAN, Email, Administrator were added.
July 2017 - CNC communication setting function was added (OPC UA).

- Appendix 3 SD card and Appendix 4 DIP switch were modified.
- Appendix 6 Modbus status and Appendix 7 COM setting were added.

- Support firmware Ver2.3.2
August 2017 - OPC UA setting function was added.
- Appendix 4 DIP switch information was modified.
- Support firmware Ver2.4.0
October 2017 - MTConnect function and Appendix 6 Modbus status information was added.

- Chapter 5 OPC UA tree was changed.

November 2017 |- CDS2 URL was changed.

- Support firmware Ver2.6.0 - FTP setting was added.

December 2017 | r1.q nage for User/Password setting was added.
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